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D) &% B} i) B 3ok 4 A LR 1 # 13 SNTPERE

1= SNTPECE
1.1 SNTPﬁﬁﬁ*

NTP (the Network Time Protocol) F)" 72 F T- 442 Bk Internet o (K)ot 5L 1) IR 7]
Ao NTP BT DG S B AE 2% B IAEIRGEIR Ab, B n T MG 5o LI B 22, A
7 SEIAE ) 4 1 I e R R P T U I o 0K 22 30 Ty, AR ] 20 050 1) A e 0 ) 8% B 42
NTP $24t 1~50ms [k

SNTP (Simple Network Time Protocol) j& NTP BN\ ALARAS, 3T NTP & 2%
. SNTP I TR AT 2584 NTP SR 28R 0L, &2 NTP 1)—A> 14, i
bSR3 T 4 E ML R S LAl NTP NI Bl 3635 1 e sk 0 P oAt
2 P ARAEIN T R IR S . R B T A NTP/SNTP (#15 H M£ 454, L SNTP 158
TAETE S5 A P i 0], Bl TX 283 e ARG E kAN i, 1 SNTP A
BT LRI ARG (1—50ms) — AT LA AL 3% 2 AR 4% 11 % 1

GPSER 2 %
— RS 2 =

-

3

DNEHE 5285 EEF AR - e iz:ge:E: ik P A P

..., [0k

RS 2

Kl 1-1 NTP/SNTP T35
ATHMLIZIL T SNTP (1% )73, SZ4F RFC2030 fifiik () SNTP %/ 3 5% 43 (unicast)
FIEMUAT A, AN SNTP &/ i (multicast) FMLIEAX (anycast), B4
£ SNTP JIR 45283t 2 GE -
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1.2 SNTP H BRI it B 2845

SNTP/NTP
SERVER

SNTP/NTP
SERVER

SWITCH SWITCH SWITCH

& 1-2 SNTP it &

5 EA G 1) T A7 A b T BEREAT I [a) [/ 22, I [ A28 2l P 5 T0 AR ) SNTP/NTP
R 55 45 SEI o ISR R] ]85, 4T 25 A ZERRICE, AR — GNP G SNTP/NTP
R 55 2 1A FA I . BE#S SNTP/NTP Server [ 1P Hubk4rHiIFC & 10.1.1.1 A0
20.1.1.1, JEHEZATTA SNTP/NTP [lds &t LiRE (4 ntp master) WAEE — & ACHHLLE
LU

Switch#config

Switch (config)#sntp server 10.1.1.1
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X 2% B TR B 3ok o LR A %23 NTP DhAEHERE

F2F NTPIhRE#RIEECE

LR
ASEE PR I R AR T R SO Il s BOE AT T iR PSR o el o

2.1 NTPIhgE A

NTP (Network Time Protocol, P& AT AN A a9 i a0 1 52 2= 1)
[F) 2D IS T R ISL, "3 P ARASF 2D G RIRG EE , FH A 23 A I 1) R 554 AN 25 ) i 22 [R) A T I
2. RFC-1305 % NTP WM HEWLESHE R BARTYRENAT A7 4 th 1 WIHi )
i

NTP ) H FR a0 9 4% A B AT BT IR v 8 B AT I B [F) 22, Aol 9 2% PN JIT A7 106 1A P A
FEALCRYF— 2 Ml & Refg S bG8 — I m] i) 22 b W H

XFTIEAT NTP A RS, BEn] LAz ok B HAR I BRI R0, SOy U Ay It ]
AL, FF HoT DU IS A2 4 NTP R SCH AR R

2.2 NTPIIRERC BEES F 5

Ja 5 NTP g

Be B NTP N i) ik 45245 1R Dl e

B & NTP | a4l 3% server bk 1) 5 KA
i 75 o o X 35

e & NTP Uy ) 4551514

B 'E NTP 5641F

Bl B B 1 NTP |38/ 4142 7 i 11
P A2 e 1 Rl NTP i) 32

WHE ntp client 14 K 3C kB A b

10. fFE R

11. it

© 00 N O o B~ W DN PP

1. JB5h NTP Lhfe

S il RE
42 R e B A
bl
ntp eha e 2R A BB NTP )i
ntp disable

2. BB NTP R AR 2eHIThEE
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X 2% B TR B 3ok o LR A

%P 2F NTP hAEHAERE

fi e

42 R e B A

ntp server {<ip-address>|<ipv6-address>}

[version <version_no>] [key <key-id>]

no ntp server {<ip-address>|<ipv6-address>}

JE A DAy B 8 4 5 I T e

55t

3. BB NTP J #&E4#% server Bk KANE

PANA
HD/?\

i RE

4 Jaj e BAR

ntp broadcast server count <number>

no ntp broadcast server count

BEE NTP | #EE414% server it
b1 [ N a4

4. BOE I PPXIR

PN
ir &

iR

4 Jaj e B AR

clock timezone WORD {add | subtract} <0-23>

[<0-59>]

no clock timezone WORD

Shar S AEA RECE N X, no #:A4F
i BB B AR IR X

5. BLE NTP JjH#E#IFIR

iR

42 R e B A

ntp access-group server <acl>

no ntp access-group server <acl>

WE NTP 55 17 ) 12 51K

6. ELE NTP BiF

A A
&>

iR

4 Jaj e B AR

ntp authenticate

no ntp authenticate

Ja H NTP S 6 UE T RE

ntp authentication-key <key-id> md5 <value>

no ntp authentication-key <key-id>

€ SCNTP B3y 6 [ B 5 5 o

ntp trusted-key <key-id>

, IR i
no ntp trusted-key <key-id>
7. BEEREON NTP /AR E P WO
S il R
F O AR
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X 2% B TR B 3ok o LR A

%P 2F NTP hAEHAERE

ntp broadcast client

no ntp broadcast client

Pic B 4 i ORI NTP ) 4%
.

ntp multicast client

no ntp multicast client

Pic B 4 i 1 OR B0 NTP 4145
fil,

ntp ipv6 multicast client

no ntp ipv6 multicast client

Pic 415 5 i ORI 1PV6 (1) NTP
AR

8. MLEZIFFE DN NTP R

A A
&>

iR

P T E AL

ntp disable

no ntp disable

eI I NTP IhfE.

9. #E ntp client IHRIR TR ARG

PN
ir &

filRE

4 Jaj e B AR

ntp syn-interval <1-3600>

no ntp syn-interval

BE ntp client 153K Sk AL R &
1s-3600s. no fiv & Pk & BRI\ {E
64s.,

10. R ER

iR

Fr AR

show ntp status

A7 18] [R5 ) HARCIR D

show ntp session [ <ip-address>

<ipv6-address> ]

R T (A BAKI ntp
i EAEE.

11. &k

PN
ir &

filRE

Fr AR

debug ntp authentication

no debug ntp authentication

T NTP AR BRI % .

debug ntp packets [send | receive]

no debug ntp packets [send | receive]

191 NTP it A5 S il T
Ko

debug ntp adjust
no debug ntp adjust

FT T I 1) BB 45 2 R T T 5%
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deb t
eoug ntp sync FTIFI B[R]0 A5 B R T G .

no debug ntp sync

debug ntp events

FTIT NTP FAEE BT K

no debug ntp events

2.3 NTPIhRE #2245

FE R4 R — 5 5 7 i A ML 75 2 9 4% m R ] I 45 2 [ 25 s A, 19X 4% w A 79 45 s 1) R
%%, —MEAER, BoAMEAER, BARERZAEE W (Hh SwitchA 5 SwitchB
32 HE NTP server [RAS HHL/ B 28D

Switeh & 1p.y9p 148.1.11
Sel————

S 2 e IP: 192, 168. 1. 12
— i
ﬁ -
Switch B IP:192. 168. 2. 11
s i IP: 182, 18, 2. 12
\.___x o~

Switch C Bt & Wl : (Switch A 5 Switch B 4k #5955 120 n] BE i & v 2 BT AN,
KRBV, FATHIACHANL H HTA SR NTP Server 1)) fE
Switch C:
Switch(config)#ntp enable
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)# ip address 192.168.1.12 255.255.255.0
Switch(config)#interface vlan 2
Switch(Config-if-Vlan1)# ip address 192.168.2.12 255.255.255.0
Switch(config)#ntp server 192.168.1.11
Switch(config)#ntp server 192.168.2.11

2.4 NTPIheeHE R 75 B

R, AR, RGN 24 LA R R

NTP SHEEIRUE I, T LU 55 47 FI T OC B 0L (0 AT L0 B
WF, WBLEA debug #AMHICIDREMIEIRA S, BRI 0AARR, LKL
A, WAT LRI show fr 4 #57F NTP AT, SIS £ o T BL 5
BRI ARIRS L
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W3E DNSv4/ve LB

3.1 DNSf&/r

DNS (34 245, Domain Name System) s&—F T TCP/IP N LR 153 Af X E b
i, P4 5 \PvANPY6 Hilik 2 [ F A% Tk R, P AT e, nTBAE
FAT I T2 )« AR SCHA% S 1T 9 245 o (R34 il BT T 55 s Al B o TEAf V) IPv4/IPV6
Hohl,

A4 AT 53 A R A AL AT N BN AR A4 AT, 8 7 SRR B FH rh AR A e ZE AT I8 44
INf, A) DUE SE R I A AT I 0, RSB A AN ey, TR F S A il (1)
Jitke W LIRS R4 N A AL T 2 b, SRR n] DAORORHE el 44 M AT A% o
DA ENTET TEAL AT 1PvA/IPV6 Hik 2 [ I R OC R o 2 P A sl 44 1EA T HE L6
I RGBTSR, ISR E 54 0 N 1PvAIPve ik . sl 4 i 4 2
T I A R 25 2 A W S8 ) o 2 P P A TR A% 24T BELE N I, /E2h DNS %% /7 i R AL
Y INT R R A TR C R T N O & N S WA & Tl S s A R AP A VA
IPvA/IPV6 Hitik I [FIE L5 S bl A SR AIWTANJE T ABYEH 2 N, e iE kA2 4 b — 2k
AIENT RS 4s, EL2N5E R Rk

DNS %k “Client” fil “Server”, “Client” ¥k ] [f i, HatEn “Server” —
A~ “Domain Name”, 1fi “Server” 222 [H|% I “Domain Name” [ ELIE IPv4/IPv6 Hitilk.
IMAHL) DNS SEacf H M BERE, R A M PORERA, W<stEi% DNS Fr &
DNS i), KILAFRIZ R G, KBRS AR, JRRE% .

DNS M55 g SR AF M FALX (Zone), id T I8 1% Mk 1K % S FRvekl, XN Pkt
A0 45 W 35N IR IR R AL TR R E LA R . R DRSS A R — N R AR X
(Cache), IX/NTRICZE A7 X 1 3= 2 H I 2 5 1% 44 BRI 55 2% P 25 1) K 00 46 R BAH AT 1)
IPVA/IPV6 Mt SRAE PRI A I, 3XFE 2 NI b A% P i B o5 4% B A i
FHIF A PRI, g5 s AN R 2000 00 =L B 26 548, T B3] UNGAE X 3R B ZE A FR
SR GERE, AL IS5 v, I 7 i) 44 BRI B2 . 454«

DNS % /i [f] 45 52 1Y) DNS JIR 55 2% 2 Br b9 % E 565 EHLAFR, 24 DNS RS54 11 1%
TORHOSRERAN B TR € A RIS, 2556 1n i IR 55 2 AR IR A7 IX 4 - & AT BTk
PRERGZAE DX R AN TN, 23 ) S 00T 1) 40 PRI 55 28 25 R AT 4R FHZ A FRIK 1PvA/IPV6 Hidik,
e — 6 MRS ERAMFEZER SR, M2 & R AR BRI RS54, 1% DNS
25 2R AR MR ) — 5 DNS RS54 Bl a5 5, Joks D e v 210 =LA PR SO Y. 1) ik
SR BRI AEIX v, g T T 2 0 380 16 45 SR R 52 45 7 i o

3.2 DNSv4/v6 BB F5

1. JABh/EH DNS Thig
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P 2% B[] B2 3k 4 i B A B %5 3% DNSv4/ve BL &
2. PBCE/MHER DNS B4 4%

3. FCE MR A e

4. MRS GAT e e ik 3 4 2R 10

5. 47 DNS shAI 4 il

6. JH#h/=%I4 DNS SERVER IJjfig

7. BUEAS MG AT G S B KR

8. LB ACHALLEAT R 5 S 1) B KR B s [

9. DNS IjRe4Ed 512 W

1. B3/ DNS Theg

fiRE

S N=R S

ip domain-lookup

no ip domain-lookup

JE 2115514 DNS 348 A2 b .

2. FCE/MIkE DNS fR%&2

PANA
HD/?\

fiRE

4 Jaj e BAR X

dns-server {<ip-address> |

<ipv6-address>} [priority <value>]
{<ip-address> |

no dns-server

<ipv6-address>}

fic & DNS JliRg5#%, no #ir &Mk DNS il %%
Ao

3. FRE/HERRA S5

PN
filr 2

iR

4 Jaj e B AR

ip domain-list <WORD>
no ip domain-list <WORD>

P BN B4 e 2 o

4. MRS 18 R bt K344 R

fiRE

Fr AR

clear dynamic-host {<ip-address> |

<ipv6-address>|all }

TR B A G2 A7 PP i 0 LB PR 4% 3R T

5. $4T DNS FhA&E4 T

A A
&>

i RE

4 Jaj e B AR

dns lookup {ipv4|ipv6} <hostname>

P47 DNS Bl 3R il
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X 2% B IR e doka o R

% 3= DNSv4/ive BL &

. JAzh/><H DNS SERVER Ljfg

fi e

e N=R S

[no] ip dns server

Ja3h15% 4 DNS SERVER Ihfig.

7. BRETHENEFEF T ERNBEREE

PANA
HD/?\

i RE

4 Jaj e B AR

[no] ip dns server queue maximum
<1-5000>

M B AT B2 A7 2 5 B I B K E R

8. FLEHNER /" 5 B KA I &

PN
filr 2

fifRE

4 Jaj e B AR

[no] ip dns server queue timeout
<1-100>

Pie AT B A7 7 T s S R B R N I 1)

9. DNS HhRERI Y 52 Wi

fiRE

PR S P AR

show dns name-server

7R ECE ) DNS k%215 B

show dns domain-list

WoRICE ) DNS B4 585 B .

show dns hosts

AR AL i AT 2 S A AL 15 S

show dns config

BRI AL E ) DNS 4 515 B .

show dns client

BoRAZHHL T 45 ) DNS Client {5 B

[no] debug dns {all | packet [send |

recv]| eventsjrelay}

FIIF15% 4 DNS ZhfEff) DEBUG &R,
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3.3 DNSHHI R4

DNS SERVER
IP: 219.240.250.101

) ) IPv6: 2001::1
ip domain-lookup

dns-server 219.240.250.101
dns-server 2001::1

X INTERNET

SWITCH

€] 3-1 DNS CLIENT S/ FR 4%

W EE TR, AHAUE L 4 IE RS DNS R4S 8 1, ASHpLa BARDT BRI, EA
FHANTEFrIR N () 1PvANIPv6 Hihik, H B0 M 13844 www.sina.com.cn gt L T, DNS
B 5% 28 2 AT HZ Ik 44 60 N 1) 1PvANIPY6 btk I35 SIS bl WA L AT LAIE 5 Ui 1) Hr iR
Mo AZHHUCA DNS &/ i, FEARBAE RN EeeacHbl FiE3) DNS ghasisi 4 %
Hroifig, BCE DNS Hj45asthbl, AR5 CHEAp (i ping %5 whn] LAZEAT Zh ik

RN EIRE, ARAHEAA XN 1PvA/IPVE kit
DNS SERVER
1P:219.240.250.101

IPv6:2001::1
client

/
& ==

3-2 DNS SERVER #iL/1 Bf 3%

L&, 7& DNS SERVER [N I 5t. fERLeN I 50T, %) i PC A HAITE L IE
[ DNS SERVER, ‘B g1 DNS SERVER & #fl. 22 #4114 DNS SERVER It
ACHHUAE SR DNS JIR4545, BEAEAE R w e g bl FH3) 4 i DNS SERVER Ljfi,
P & FLIE 1) DNS k454 1P Huhik. 22 #eb142)5 385 T DNS SERVER Ihfg)a, a8 #hlfi E
% i PC ) DNS 53K )5, S8 [ CAHLY cache, WHRAMAT R o i k44, 5t
SHBEER P ity W BAT A L2 relay 122 )7 315 K 2 EIE K DNS 4545, &
#AHLE] DNS SERVER ¥ reply J&, [FI5 45 KIEZIE R i, [RINL SRz 4 1 1P
HHEXT RO FR,  $E N IR AR
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Switch {24 DNS CLIENT (1t & :
Switch(config)#ip domain-lookup
Switch(config)#dns-server 219.240.250.101
Switch(config)#dns-server 2001::1
Switch#ping host www.sina.com.cn
Switch#traceroute host www.sina.com.cn

Switch#telnet host www.sina.com.cn

Switch /£ % DNS SERVER (¥l & :
Switch(config)#ip domain-lookup
Switch(config)#dns-server 219.240.250.101
Switch(config)#dns-server 2001::1

Switch(config)#ip dns server

3.4 DNSHi4E B Bh

EBCE . 8] DNS Thegif, wlRss i P PidEss. B AHAS R S5 DNS e
o DAL, R P R R DA A
TG N AR B E B IE A TG
Hk, RUFEE RIEER e UP (ff ] show interface #iy4);
SR, 1 H] DNS CLIENT YjgER ifi fRJT )3 T DNS shaS 2 il L se (i H ip domain-lookup
4. fliH] DNS SERVER Ljfigif 75 29 5 DNS SERVER Ljjfie (ffiH] ip dns server
r2);
= 4h, HIRACE T DNS essastull(ff A dns-server fiv4), J+HAS#ALAED Ping il
DNS k55 %

I B 2R H LB AT TGy v DNS (i) i, B4 fd H] debug dns all &5k ay
4, BRI 3 /BN DEBUG {5 BV UK, RIBHHEARRS L.

9 9 §
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X 2% B 1) e dea o R A BA4E HLONEE

FATE HASNEE
4.1 BAWA

SIS, SRR H G T sl B, e — T oA ) B A D B H 7 I 1] ) 7
JE, AEIX— IR SAT WA PR A IS8 — I TRIFRO R I 8] o — e R e B S 2 A K it
(PR /N, o DA S P, oD ML, LIS 0 A E I BRI, A1 20
BAKNE AR EZBAAREAR . Hira it A 110 MEREFEELATZ AN (%
I X 2 oy T BIARL S 2 08, R bs L SR A ).

HRZHIATH AW E K, #EE A I R HER B — AN B, A
SEREYIIA], BRIEEIN ()R B8 10 ROl 7= A I B4 11 A5

4.2 B4R ERESFS
L. YR A ORI L

1. BEE A BRI 18 B

fiRE

42 R e B A

clock summer-time <word> absolute <HH:MM>
<YYYY.MM.DD> <HH:MM> <YYYY.MM.DD>

[<offset>]

BCE A R I (e By, A
BCE Ay AR € I [0 AR A 4h
RE A

no clock summer-time

BEE AR ] B, B
IS 1) 1138 5 4 I AL 4 s I TF 46

clock summer-time <word> recurring <HH:MM>
<MM.DD> <HH:MM> <MM.DD> [<offset>]

no clock summer-time

A, BIIE A I G5
LR LA

clock summer-time <word> recurring <HH:MM>
<week> <day> <month> < HH:MM > <week>
<day> <month> [<offset>]

no clock summer-time

BEE R AR B, RE4E
IS 1) 135 524 I 46 s I T 46
A, BIER A A3 R
iR LA .

4.3 B4 mr5451

Zl 1.

AP HW RS FR: 782012 454 A 1 H 23:00 #) 2012 ¥ 10 A 1 H 00:00 #[H] sz
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I, WM R 1N, JRR 2 A I B E A 44 0 2012,

BEESTRIMT:
Switch(config)# clock summer-time 2012 absolute 23:00 2012.4.1 00:00 2012.10.1

b 2:
MPHWFMECE TR B4 4 AS AR 23:00 21X —F1 10 s —NESH
00:00 WA 54T AN, Bt mEs &l 2 /N, FFKZE A E dr 42 4 time_travel.

RESTINT:

Switch(config)# clock summer-time time_travel recurring 23:00 first sat apr 00:00 last sun
oct 120

4.4 B & mHHESEH B

PCE A N T RE B i) RN, A A A T SR
o A R A A R
T RGN IR
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