RERERE HX

HZx
g O - - SRR 1-1
1L BB oo 1-1
1.2 BRI B A A oo 1-1
1.3 BEABZEI oo 1-1
LA BB B ) oo 1-2
B 2 B ROPANE B oo, 2-1
2L RSP AN T oottt ettt 2-1
2.2 RSPANIE B ARG BT oo 2-2
2.3 RSPANZL I ZA oo 2-3
2.4 RSPANHEEE IS B oo, 2-5
B 3 B S OWE B oooeeeeeeeeeeeeeeeeeeeeeeee e nnnnnnnes 3-1
B L S OW AT G oo nnnnns 3-1
3.2 SEIOWEE B AT B H oo 3-1
B3 S OWEE T .ot nnnes 3-2
B4 S OWHE A T B ..o 3-2
B A B TP X B oo, 4-1
AL IPE XA oo ettt et 4-1
4.2 IPFIXEE R T B oo 4-1
A3 APFIXZEB oottt e et et 4-4
A4 PE XHEEE B Bl oo, 4-5



RERERE B1E GE

FIE B

11 GHBMN4H

Beg hne o dEum D BRI e, CPU B UfE, B Tne.

S B2 AR D e 2 TR AT B LTI — >3 1 F2 M e A a2 ) 80t ot e 4 AR [l i) S22 o — A
g 115 H P SR AR 1 Bk A Bt 11, A Ay o RO B8 H (3 11 o SR AEBE R H Y
i AR — NPT (i Sniffer) 2 RMON M4, v DURALAVE BER 2%, Jf H.
HEIS BT 194 2% H i

CPU HHR I B4R AT CPU ol sUAx 1 A e A = il eh— A

P15 T RE TR AT B LT I 11 PR 38 RN A B e o it 58 4 R Al — Ao 11, Jerp s
SERU A O permit BRSBTS A REZE Rk

PR HMN S e 2 4 ADBEG H s 1, B ERVRRE— M4 session [
s H s 6 T AL H AT RE i B2 MR session. iRl W BcAT 18] B
BRI, ATELE LB AT 2 Ay, 2N ] EAERT K VLAN, - ] UFEAN [ VLAN,
PR3 1 A 1] AZE AR 9 VAN

1.2 IR ERESFS

1. FREB5 H g K
2. feEBigFmE (CPU)
3. RE RS

1. $REEH E KR H

fir 4 fift e

2 JR I AR

monitor session <session> destination interface

<interface-number> fRE BB H R ARy
no monitor session <session> destination | no #EAE A MR B % H 1) .
interface <interface-number>

2. REGEHFWRL (CPU

i R

xR le B

monitor session <session> source {interface
<interface-list> | cpu [slot <slothum> ]} {rx | tx |
both}

no monitor session <session> source {interface
<interface-list> | cpu [slot <slothum> ]}

FAE BRI s A4 1 no
B N N B AR U 1

11
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3. HERGEIR

S it R

xR le B

monitor session <session> source {interface
<interface-list>} access-group <num> {rx|tx|both}
no monitor session <session> source {interface
<interface-list>} access-group <num>

T 8 VLB AR U 1 B N
W Adrn) no BAER MR
piksAL S-S R

1.3 Bee 256

E P

A HWNECE R I TAE Lm0 7 sty R i i 9 uig I & H B i,
[i] B IS W CPU 2Rk i, o 11 15 FIRF& 00 120 (U5 1Py 1.2.3.4,HI1
IP 4 5.6.7.8) AL daml, il & 85 ks 2X A H 1.

[(WeXCBE

1: JE 1o oS B H

JC 7 3 AN ) A9 g AR HE 1 1) A A%
fic & cpu M BRI ;

KO E R 1205

JCE it 11 15 N 26 e L) 120,

g e

BRESBRIT:

Switch(config)#monitor session 4destination interface ethernet 1/0/1
Switch(config)#monitor session 4 source interface ethernet 1/0/7 rx
Switch(config)#monitor session 4 source interface ethernet 1/0/9 tx
Switch(config)#monitor session 4 source cpu

Switch(config)#access-list 120 permit tcp 1.2.3.4 0.0.0.255 5.6.7.8 0.0.0.255
Switch(config)#monitor session 4 source interface ethernet 1/0/15 access-list 120 rx

1.4 R HE R B

PR B AR IR BRI, R A T s

o BB R g i DR S AL WERE, W B DR A AL

R S 1R A N T B AR 1 A R KRR, AR 1 TG ik e 4 A A U
PR s i DYt 11 PR A B s A2 T o (RO 6, B e ok B K o 1A
S B s e BEg H I DA GERI Alsolate vian, 75 WK 520 5 VLAN S 45 .

o AERARFARE TR ARREARER, O BHRE HA S £ session, I HBCE —
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WE B EEEE ¥ 2% RSPANTLE

FoE RSPANKCE

2.1 RSPANT £

Uiy AR ) BE 2 R A ML A I — i 112 S0l A 3 1) e it 68 4 A [R) B9 Sk 4 3 —
Ui 11 o HL il 2o )V RRCOA B A5 o 11, S B0 o IR B4R H i 1. B D Re
L, 25 W N D32 W 4 sy T AR R IR Gl (RGP ANE IS, & SR BR T B8 g R
e H s 14k T [R]— S B LI A 400 o
RSPAN (remote switched port analyzer, ZEFEAS#rum 1H7), Rl 85, =
1 T BEAGUEFN H 1 1 D6 2004k T[] — A8 $ AT 1) R A A5 st oy 1 RN B A% H ¥ 1 ] LAZEAS
[l W 26 e by AT 7 (I A5 N DA R e FEAS e L A A T4 B, FEIEFRBR A4 1) vian AN
REHEAT ML 45 IR 11 A% o
UL T RSPAN DRe I ACHAL 3 h —Fifr:
1. JEACHRA: B I s BT AR R ASHL, ST R E B U EE Remote VLAN
B, B R T A HLER H AL
2. A AL R A TR AS AR H A ML [ I AS AL, FEBE R AR i dh
AR AR LR H AL W AR LS B A B E A, WA
R AZ e AL
3. HIMAZ L B4 H M DT EAZ 4L, KiM Remote VLAN E2 21515
W B B I 1 RS I R
TERC E A HALIR rspan B4 I v] LR FH B 5 i 11 8RB #8452 H 13 H (1) 77 0. 76 B
RIAZH AL RSPAN vian b 2% 5] RSPAN H [ 11 FoAl 1SR — Mokt 2 A0 ey g pbe
KEdh, L —RAIE MBI, &S — B g, Eamem .
L ReME: RSPAN vian [ 55 7 2] RSPAN H 1 H 75 22 RSPAN # 2 [1)
rHTERD H 1R 2% SCRFUR P E ] (1 T B
2. — A E: RSPAN H 93 IR RSPAN vian, X#f RSPAN %l % i
FIH M . H R R T RSPAN vian, Y5 I ASBERL &) #40
Hlo BN E A Trunk 5 1, Btk RSPAN i v JAth 4 4% 4%
Ko HTRA—MTA, SRR RD> . BE R R
e BOUACKH — e SR — Mg, BRI ST MAC Hitik 2 £/ B ik D)
T %
WU AT WAL SR e 2 4 A% B 1 11, B R B AVFRE — A5 session 1Y
s H i 1, TR Raciel H ar L ae i B — A58 session. BAR08 i 1 WBEAT A T
IR, wT L 1AM nT BUE 24, 2N o] LAEAR [ ) VLAN, 0] BLZEA R VLAN.
H A R B 11 0] LAZE AN () VLAN
e/ RSPAN ZhREZ i, Z5eIi % 8 RSPAN vian, Al 1%k RSPAN 4R 3¢
AFEAEIXA vian FARBOVSS . B TERAG O BT s 1 #8JE T-648 vian, 7E471d RSPAN
vian I 2% (BG4 vian, 3174 vian, A5 vian, 4% vian, BtE T =28 01 vian 285k
vian fit'® A RSPAN vilan. H i 15 Monitor AH3%, % 110445k access i I H g T
RSPAN vlan. Szt 4720 &8 - RSPAN vian, #] L4 RSPAN vian ) access 1, m# H
trunk . s FTBEIECE ) RSPAN (1) S 112 Ji5 19 811 2K 25 55 0] sty (1) 3% 3 48 1 A s 5 i 1
44 loopback AHICIECE, 7] HoAt Mk 55 Bt ol ok, BT RASCN i 1 2SR Jii

2-1



WE B EEEE ¥ 2% RSPANTLE

LM . 7 ELE AL E SR IE Remote VLAN MIEAS#edL3 B 1928 #bLIY — )2 Ho@ T

B R )

LAEYEAS ML RIS LR H A HHLE) RSPAN vian FHSANRER =241, &
MVBEAG 5 IR SO AT Rkl i ik 20k H 1)1 .

2 AEPEAS WA LR ] A e AL RSPAN A4 i b, AL 5 191 (1) Trunk
% 11 [) native vian ANAEBEE ) RSPAN vian, 501 RSPAN tag 75 %4 £k H (142 #ell
IRt B B, MM 33 RSPAN R .

SARVFEAZ ALK FH B o 1 B Ba 4507 i, SRR K0 1 LA access B /&
trunk 175 AL E &) RSPAN VLAN [R5 3 1o SR s s OGBS BT cpu tx 7 ) 5%
G, S VA SR E A trunk i 11 feVF RSPAN VLAN (%l ad, I H I native
vian A el E A RSPAN VLAN,

A TG S R B A ) 75 ¥ T B Pt 0 s A M 25 R B A B ) 5

B

RSPAN(remote switched port analyzer): L&FaAg s 734

RSPAN vian: %l T RSPAN [J— M5k vian

RSPAN Tag: RSPAN ¥i#i7: MTP _E#4T Efi)—4 Vlan Tag

S T N RSPAN Y5 i 21 A H (13 A IR . (HEX AN Ak B 1 A H
B A AR, FAT XA g 11 Iy 48 sz 35 v 11

2.2 RSPANER BfE45 5%

1. i & rspanvian

2. fEB BN H (cpu)

- FRE R H i

4. JCE SR

5. BLEB A AT remote vian

w

1. B E RSPAN vlan

i iR

Vian it & fx =,

¥ Er vian BLECH rspan
vian; no #1E AR rspan

vian.

remote-span
no remote-span

2. RSB K (CPU)

i Rt

42 JR e B
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monitor session <session> source {interface
<interface-list> | cpu [slot <slothnum>]} {rx| tx|
both}

no monitor session <session> source {interface
<interface-list> | cpu [slot <slothum>]}

e BRI 1 A2 no
B N N B AR U 1

3. FHEGE H I -

fiT 4 fift e

A L AR

monitor session <session> destination interface

<interface-number> fRE BB H R ARy

no monitor session <session> destination | no #EYE N MR ES H ) .
interface <interface-number>

4. WE R H

i Rt

2Rl B AR

monitor  session  <session> reflector-port
<interface-number>

W s 1 C A S S o 1, i
no i A MR S5 B ity 1 o

no monitor session <session> reflector-port

5. ELE B4 K remote vian

e iR

4 Jaj e B AR

fid B 5 E 4 remote valn,
no £ AE N M R B A% 4l

remote vlan.

monitor session <session> remote vlan <vid>
Nno monitor session <session> remote vian

2.3 RSPANH#LZY 45

FEBH RSPAN 2B, L84S BN B3 i By 35 2B 0 A U B N AT B LA, s il i
TRAZHHL L, A BERINRZR KPR DL, AR AL

1477 RSPAN DIfie 2 Ja, 7 B 1 i SRR A0l i Telnet fif— L2 5L 0 BC S, i
RERTI BEAT — S AZHAL CHIR, X AAZHALT 2508 RSPAN DIfig) (it rRdt. KAy
7 R NG BT AR, R B S RSPAN ZRET—Ff Y -
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Destination Switch

Source Switch Intermediate Switch

E9

El E2 E6 ol E10

PC1 Monitor

P 2-1 RSPAN W /s & K

AT LR PRI T 58 7 & —Jo I H, 07 & A O H e J7 % — K e e — i
i ag bz s, 77 & RS A LE S AN S, PRI

PR R 7 R — B K Re e — M O S A i LER:, H2eE T —1
S T, i R 2 e g 58l Ot 11, n] UK R AR CCE i[R3R 7E RSPAN vian
HRE, RIS R A E LA

DA 2 R — MR e i B 25 AN AT S AL P T
7:77&*
PR
interface ethernet 1/0/1 2y i [ .
interface ethernet 1/0/2 4 H (13 11, 5 [RIAS B ATLAH % o
RSPAN vlan % 5.

Switch(config)#vlan 5

Switch(Config-Vlan5)#remote-span

Switch(Config-Vlan5)#exit

Switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport mode trunk
Switch(Config-If-Ethernet1/0/2)#exit

Switch(config)#monitor session 1 source interface ethernetl/0/1 rx
Switch(config)#monitor session 1 destination interface ethernet1/0/2
Switch(config)#monitor session 1 remote vlan 5

FH [A) AZ #eh L

interface ethernet1/0/6 J4iium 1, SIFAZ N ATE.

interface ethernet1/0/7 Jy H i 1, 5 H WASHAUAHIZE, %35 1/ native vian g E A
RSPAN vian, 1504 5 R v Ge oA B AS #pL FIEmfE 4.

RSPAN vlan % 5.

Switch(config)#vlan 5
Switch(Config-Vlan5)#remote-span
Switch(Config-Vlan5)#exit
Switch(config)#interface ethernet 1/0/6-7
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Switch(Config-If-Port-Range)#switchport mode trunk
Switch(Config-If-Port-Range)#exit

H K2Z#eb

interface ethernet1/0/9 Syt 1, 5HYFAHALATE.

interface ethernet1/0/10 24 H )% 1, 5 Monitor #Hi%, %3 140k access i H H @ T
RSPAN vlan,

RSPAN vlan % 5.

Switch(config)#vlan 5

Switch(Config-Vlan5)#remote-span
Switch(Config-Vlan5)#exit

Switch(config)#interface ethernet 1/0/9
Switch(Config-If-Ethernet1/0/9)#switchport mode trunk
Switch(Config-If-Ethernet1/0/9)#exit
Switch(config)#interface ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport access vlan 5
Switch(Config-If-Ethernet1/0/10)#exit

PR

PRAT .

interface ethernet 1/0/1 Syt [ .

interface ethernet 1/0/2 24 trunk i [, 5 RIS UARIE, %05 1) native vian ANGE A
RSPAN vlan,

interface ethernet 1/0/3 J e 5 iy 171, M2 AHWBEAZ H 193 11, o 112420 & T RSPAN
vian, 7] LI RSPAN vian [f) access 111, 8 4 trunk I,

RSPAN vilan 4 5.

Switch(config)#vlan 5

Switch(Config-Vlan5)#remote-span
Switch(Config-Vlan5)#exit

Switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport mode trunk
Switch(Config-If-Ethernet1/0/2)#exit
Switch(config)#interface ethernet 1/0/3
Switch(Config-If-Ethernet1/0/3)#switchport mode trunk
Switch(Config-If-Ethernet1/0/3)#exit

Switch(config)#monitor session 1 source interface ethernetl/0/1 rx
Switch(config)#monitor session 1 reflector-port ethernet1/0/3
Switch(config)#monitor session 1 remote vlan 5

I [B)AZ e h L.
interface ethernet1/0/6 Y 1, HIRASHA AL,
interface ethernet1/0/7 4 B Wi 1, 5 H A HHIAE, %% ¥ native vian ANEEBEE N

2-5



WE B EEEE ¥ 2% RSPANTLE

RSPAN vian, G4 5 MEdE nT G8 ok (E H A2 #ep L b IEs L.
RSPAN vlan 4 5.

Switch(config)#vlan 5
Switch(Config-Vlan5)#remote-span
Switch(Config-Vlan5)#exit

Switch(config)#interface ethernet 1/0/6-7
Switch(Config-If-Port-Range)#switchport mode trunk
Switch(Config-If-Port-Range)#exit

H HIAHe:

interface ethernet1/0/9 Y I, S5YRAZ HHIATIE .
interface ethernet1/0/10 24 H #um 1, 5 Monitor AHI%E, % 42004 access i I H @ T
RSPAN vlan.

RSPAN vian & 5.

Switch(config)#vlan 5

Switch(Config-Vlan5)#remote-span
Switch(Config-Vlan5)#exit

Switch(config)#interface ethernet 1/0/9
Switch(Config-If-Ethernet11/0/9)#switchport mode trunk
Switch(Config-If-Ethernet1/0/9)#exit
Switch(config)#interface ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport access vlan 5
Switch(Config-If-Ethernet1/0/10)#exit

2.4 RSPANHE4E#E BY

MW E rspan DIAE L) BN, R A S S A R R A

e BERH I R A RS AL s g, e R A 4

o BEGH I )F RNTEAGR AAIe f RRORT s Gy e A B g 1 1
Ty TE YR AN B R U, B A i R s A H
T,

& EYEAS HHLFN R AZ L RSPANE A ik i v, A #e bl 7 1m) 1) Trunkesis 1)
native vianiz 757 % B ARSPAN vian; @i, 52T runkii I native vian.

=  PFUERSPANIIREG, H OB Evian tag, SEUR S o L Hlabortf iz
i, WIS R S BSOS AL BRAMT UL .
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%8 3EFE sFlowlil B

LR
ASFE PR A A AR T BRSO R % h s B0 AT T el SRS 2™

3.1 sFlow/+4f

sFlow (RFC 3176) &3 THrEMIZs 3, 2 H InMon 2 &) I R 1 T 4
P 26 s R TP S o L T B 2 P I R IRIAC AL 5% p 2 S A 110 B 3 SR
Gt SRR RO 2R T M IR P o A, B A as e R A EAT T T R 1 4y
B1, MITIE W4 2 1 H I

—/) sFlow i 24 6udh: sFlow fREE. Wil Eds. A sFlow 7341 #%. SFlow
AR B FHRAEBAMAS B ML 5 IUEE o sFlow Hdi e 4 % 1 SR 20k B 4% % SR RE 1 B
g1t 2] sFlow 73 M1, sSFlow 73 B 28 R RAE B BEAT 73 B HFARAE 2041 45 FAE H AR I Ak 2
o X HFRATHIAHM LI AL sFlow FR 45 A4 HERTH S Bem s g2 28 504

AT T B B RS T.

BATSZIL A RAEE G IS HIET 6 IPVA IR IPV6 R SCR A HEA T AL FE, Hg 28 (™
JEEASRF. A THE IPV4 Rl IPVvE [HROC, BAl% RFC3176 M2k, KA —1k
(HEADER) #i5, 7EA#r Hth iR EEnE b, AR k(E R .

InMon 2w AT sFlow Vhil H i & 3 2] T hCA 5, 1T RFC3176 SEILF & iA
4, TRCAR Z AR S5 R RIAR SRS X BT REAEAE— B AN, th TR 5 1WA o 1IE T
L 5 a0 Y e, FRAMIIE R RFC3176 S,

3.2 sFlowREL B 1% 751

1.E¢ & sFlow Collector #uik

st fift R

A JREER, I H L E R

sflow destination <collector-address> | it & sFlow 7 #T84E BT £E ML) 1P ik Flvg

[<collector-port>] F5 e o I kud, anFi H EAREE 1P

no sflow destination Huhk, DU G R RCE A A 4 R
BiE . No WS BN e, MER 1P
HuhkAiE .

2. i B sFlow SRtk

st fift R

A Jey e AR X

sflow agent-address | fic & sFlow fUELAE 96 IP Mok, no fiv4

<collector-address> IR Z bk .

no sflow agent-address
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# 3% sFlow L&

3.8 E sFlow Philitsesk

AN
iy &

fiRE

4 Jaj e B AR

sflow priority <priority-vlaue>
no sflow priority

P& sFlow MAEFIER SN (45644, no i
A WE BRI

4B E sFlow EHIRCEIELKE
S fit R
ity 10 AR

sflow header-len <length-vliaue>
no sflow header-len

o sFlow 785 KA h S KR SR Sk
MK, no fir &R W BRAE .

5B E sFlow IR RKAWFERELKE

AN
iy &

fiRE

i 1 AC B AR X

sflow data-len <length-vlaue>

Be ' sFlow £ SCH SEVF I fs KB %

no sflow data-len no i 2 kS A ERIAME .

6.0 B sFlow TEARREESR

s fiff R

ity 11 i B A 2

sflow rate {input <input-rate> | output | FL# sFlow ZERE/ERAFE I R AR E K . No iy
<output-rate >} A MR R A

no sflow rate [input | output]

7.0 E sFlow 4 RAEE R

e fiff R

ity 11 i B A 2

sflow counter-interval <interval-viaue>
no sflow counter-interval

RO SFlow JEAT40 v T RE IR A I -
AR S5 o TR T

8. ILE sFlow fEH KT

AN
iy &

fiRE

4 Jaj e B AR

sflow analyzer sflowtrend
no sflow analyzer sflowtrend

fic & sFlow 1 FH i 23 #1248 - no fir 2 il 5% sflow
SO T
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3.3 sFlowZ545)

ﬁ

SWITCH PC

3-1 sFlow Bc & #i b

WE FT7R, SWITCH b 1/0/1 LLJ 1/0/2 FJi 8l sFlow KAf, i PC 13k T
sFlow 7 T4k, PC Hulik>h 192.168.1.200, SWITCH -5 PC M — 2 8% 1
73 192.168.1.100, SWITCH LACE TNkl 10.1.144.2 1) loopback #:11. DL R &
sFlow f¥fC &

RESBRIT:

switch#config

switch (config)#sflow agent-address 10.1.144.2

switch (config)#sflow destination 192.168.1.200

switch (config)#sflow priority 1

switch (config)#in e1/0/1

switch (Config-If-Ethernet1/0/1)#sflow rate input 10000
switch (Config-If-Ethernet1/0/1)#sflow rate output 10000
switch (Config-If-Ethernet1/0/1)#sflow counter-interval 20
switch (Config-If-Ethernet1/0/1)#exit

switch (config)#in e1/0/2

switch (Config-If-Ethernet1/0/2)#sflow rate input 20000
switch (Config-If-Ethernet1/0/2)#sflow rate output 20000
switch (Config-If-Ethernet1/0/2)#sflow counter-interval 40

3.4 sFlowHE # Bl

FERCE . A sFlow DfERT, FIAES T BOERL . e B R G5 N T 2 sFlow A fig
IEHIEAT. DL, AL R BL R 2

o NAZORUEPEE R I A G 1R

T DRUE A R G B S 1 R B 3R P (KIsFlow 3 Mt s i Bk it vl 3 1 5

T WUERESRGURFE, AUORIERCE T4 0 R RERFRE R

o WRESRGEURAE, D ORIENCE TR B GET SRR IR

DR A IR B A AR, SRR A A R HARAR S5 L

3-3



WE B EEEE B 4E IPFIXBLE

P45 IPFIXELE

LR
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4.1 IPFIXA48

IPFIX 4xF% 4 IP Flow Information Export, B[l IP Jifs S5, &2t IETF ¥ Cisco
NetFlow Version9 il (19 FH TP 48 Hh A SO0 S AR ARHERIN AL, e 456 928 b il B 2 A L
W PR AEAL, o T2 A 2 gl s 428 R A8 1 i i ph 2 AR P R A5 7 oK, 0
RT3 git, RSO RIRITEsR, ARG AL T 8 0 P o s, Bl
A2 B TAE B S0 S AT A0 T RIAE A T T SN 29 AT 19X 4 Hh I it i (RO AAE , Do e
SRR R RSO SR, FATTRT LT B0 2 i R4 IR R DL, AR X e EO6S
LG AT, 222, DR TE 3%, MM B 45 W 45 it 10 H 6o i 0] L T AEEAT
]I % B 8 TN B R G G 2 b, 1 HL IPFIX RS d s 2R 56 TR, HATR
SRR, SR A R SR R A AR D DA AN T2 I R R B T

H 51 9 28 73 T3 (Flow) i) 23 13 R 3= %245 NetFlow. sFlow A1 IPFIX . NetFlow J& Cisco
ANFMAWEA, el MRS I, SO —FRAHEAR, 11 1ETF Hl5E 1 IPFIX
i, WEIET NetFlow VO Wil 16, BAEFS M2 b B g iH 5 B ks 2 FAriEfb. sFlow
JE T ARUER 2% T P, & InMon 2RI T HR I T I P M 48 i e As R it &
R F S R BEA LKA B AR A B0 3s 380 FH T W 4 1K) FH 7 i 23 B i, b 20 B 2 e WS 381 ) 2
AT FH P BBk I 20T, NI IE B WS 44 17 B 1. ATIPFIX AL, sFlow BEAZ 2 —Fi i
AP RAT, S S SR md e 1, B REER A 0 T an B 2 AR OSCAE B, AHAR S A% =X
JeE R, AeY e, sFlow MR PR SR, B &SNS 2-7 J2 5 Bk s ). 1fi IPFIX
A DU P IR E AN R R SCIREAT 3 2R Gevh, EEIERCCIS S S, PR bRk thas
=25 8. ah, AT LUR GG G B AR SRR SC N 2%, At mT AR e B v 1)
B, HAMRRI Ty k.

BT LRI, sFlow 3 5% i F T AR SE s e il-5 SR B SRAS LR IMERG, P 75 B5%
AR ST A AR I P 5 5 I 4 U e P AR A5G v o IPFIX 322 15 ZORE I e v HOW R
BT RGN RS, L 75 B RS- R AT K800t

IPFIX 2 E SCRPRF 5 B R _ESEBm), F sFlow BEHURAAAE B R L R Rk, 28H#e
WUERE 6 b 45 1] DAIR] I SCRp I AN e, FH P m] DURR S S Br 75 ZERIE BEA R i s 4 vk
%
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RERERE

¥ A% IPFIX BLE

4.2 IPFIXFE AR &

IPFIX B EAT45 )P F0anF
1. PR VTSR]
1) WHE 12 HOCHIL R VE RO T
2) W IPv4 OCHIE SR IL AL G B
3) WE IPV6 R ic 3 L S B
4) WERICE AR
e B SRAE A )
TAC 52 R )
i A A )
1) IEPEUCHCOCHE T
2) Rk
3) IEBEIFER A
4) WE RS
5. K E Y #un 1

1. FeE VLA

AN
iy &

fiRE

4 Jj e B AR

ipfix record <name>

no ipfix record <name>

BB record, JfiEAN record i &
Rl A AT no BRI e

) record.

match datalink vlan {id | priority}

no match datalink vlan {id | priority}

match datalink mac {destination-address |
source-address}

no match datalink mac {destination-address
| source-address}

match datalink ether-type

no match datalink ether-type

WHE L2 IRCID R oY, 4
B KRB, WU T2 E
WE'S'ES ==K

vlan-id

vlan-priority

dst-mac-address

src-mac-address

ether-type

select {ipv4 | ipv6}
no select {ipv4 | ipv6}

R G IL RGBT . (3%
fir & AN E I, match ip/match
ipv4-mask/match ipv6-prefix iy 2 1]

B EAAERO
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RERERE

¥ A% IPFIX BLE

match ip {protocol | tos | destination-port |
source-port}

no match ip {protocol | tos | destination-port
| source-port |}

WE PR3 G IPv4 K IPV6 R
BIERO Pl Y, YFHES
AN RN, FTREAT 2RI .
2 BCE RSO B A
protocol (Xf IPv6 1fi 75, & UCHD
next-header ¥ )

tos

destination-port

source-port

match ipv4-mask destination
<mask-length> source <mask-length>

no match ipv4-mask

E VS 1PvA R SCIE H (1) Bkl #E
K. (FE L select ipv4 fir &1
HAEAD

match ipv6-prefix destination
<prefix-length> source <prefix-length>
no match ipv6-prefix

BEE UCHL IPV6 i SCITIY5/ H (1) kit Fi
ZKJE. (FE L selectipv6 fir &I

HAEHD

match ipv6 flow-label
no match ipv6 flow-label

IPv6 i 3C 1 Uit K T N

flow-label,

B

collect counter {bytes | packets}
no collect counter {bytes | packets}
collect timestamp sys-uptime{first | last}

no collect timestamp sys-uptime{first | last}

BRI K AR R, AR T

T bR —2e5AME &, 5
NPT AT 2R

I, ATHEAT 2 I .

R

bytes

packets

sys-uptime first

sys-uptime last

description

no description

LR B PSS

2. EEERFEHN

PANA
IJIJ/?\

fiRE

4Rl B AR

ipfix sampler <name>

no ipfix sampler <name>

B H sampler, JEHE sampler fit
AL A4 no BRI IR
JE 1) sampler.

rate <number>

no rate

BCERAERN 1) (N+1), H
IR Ao XIS

N
)

4-3




RERERE

¥ A% IPFIX BLE

description

no description

LR B PSS

3. BeE % H H)

PANA
IJIJ/?\

fiRE

4 Jj e B AR

ipfix exporter

no ipfix exporter

B8 exporter, JFHEA exporter
BCEAE: A2 1) no B4 K MHRR
18 %E ) exporter.

ipv4 destination <ipv4-address> [source
<ipv4-address>]

no ipv4 destination

ipv6 destination <ipv6-address> [source
<ipv6-address>]

no ipv6 destination

Tic B 38 A s A e ) R b ik A U
Ik, 44 exporter HAERC E — ) IPv4
JSTE Rk, s A 1PV YR/
ENIOR:LR:

transport {udp | tcp | sctp} [destination-port
<port>]
no transport

PR S AL v 11, H R SL
Fr UDP thil.

udp template {timeout-rate <seconds> |
refresh-rate <packets>}

no udp template

fiC'E UDP P PR A4, v
DAIE B8 DA ) 553 DL a6 i SCH Ok
Ji) o LA

description

-~ [Nk B RS
no description
4. BCE WM
i it RE
AR E R

ipfix monitor <name>

no ipfix monitor <name>

BI%EH monitor, #EA monitor fic &
R A AT no BRI e

iJ monitor.

record {<name> | default-set [ipv4] | [ipv6] |
[12] | [ipv4-ipv6] | [ipv4-12] | [ipv6-12]}

PR PR S B, mT AR E AT
HI2PBR 1 pre) e if) record i e Il

no record WA G T
exporter <name> TEPELIC A H HhE, DI 3
no exporter <name> P exporter .

set packet-type {ipv4 | ipv6 | 12}
no set packet-type {ipv4 | ipv6 | 12}

P e B AR SR, i

PEZFHRIC, T 2 IXIE .
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deal {non-discard | discard | all} Pt e 1 T A bR ] o
no deal I

cache {entries <entries> | timeout {active

<active- time> | inactive <inactive- time>} | et e s "
e Bl sk i S8, o g

cache " i K IC SRATAEEL, 0 3%
WO, ZA ) LS B ]

type {normal | tcp-end-detect}}
no cache {entries <entries> | timeout
{active <active- time> | inactive <inactive-

time>} | type {normal | tcp-end-detect}}

description
pHon RO A
no description
5. Kt E N B % 1
i il e

R AU K

ipfix appl monitor <monitor-name>
3 R # ipfix monitor }2 sampler Iy fig ) H

T 1, TR S L, S AR
J7 In)#B L g BB ipfix monitor .

[sampler <sampler-name>] {input | output}

no ipfix apply monitor <monitor-name>

[sampler <sampler-name>] {input | output}

4.3 |PFIXZ55)

e3P
IPFIX (AN A FAE A A3 2% . IPFIX A0 sk Al LURSHG 2 H 1 1P PSR Rt 1
FEEFB, BT LA Y AR A SR AR A I B R W R B R, A LA A 1 1/0/1
RN P 2 A RS A I B, R R R A R
- 1Pv4 JEsthhlk: 4 75
-1Pv4 HffHhE: 4 575
- TOS(DSCP+ECN): 1 AN
ETERE AR A, XFE, AR TEE (455 VRl s R T
I JE izl kA5 B H 2 server g4 o
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Server:192.168.1.2

REFER
—~~ Switch:193.168.1.1 —
( User Network Internet \;\)
\“”"\ﬁ__ = J ~—

K 4-1 IPFIX fic &
SN, 4% LU J7 AT
Switch 1) (I G2 AT SRAT R PR P ) -
(L)VCECHEI: VCRCHR ST IPv4 JEbbak . 1Pv4 H FHHERI TOS B, M1 8UE R K
B
Switch(config)#ipfix record my-record

Switch(config-ipfix-record)#select ipv4
Switch(config-ipfix-record)#match ipv4-mask destination 32 source 32
Switch(config-ipfix-record)#match ip tos
Switch(config-ipfix-record)#collect counter bytes

Switch(config-ipfix-record)#exit

)fr B H bk 192.168.1.2, JEibiky 192.168.1.1.
Switch(config)#ipfix exporter my-exporter

Switch(config-ipfix-exporter)#ipv4 destination 192.168.1.2 source 192.168.1.1
Switch(config-ipfix-exporter)#exit

)R W% ipva FROC, REFESCHE T K sl A B 1 R0 2 G E, A S B
BOIABCE R .

Switch(config)#ipfix monitor my-monitor

Switch(config-ipfix-monitor)#set packet-type ipv4

Switch(config-ipfix-monitor)#record my-record

Switch(config-ipfix-monitor)#exporter my-exporter

Switch(config-ipfix-monitor)#exit

(4)¥ e N H #1030 1 1/0/1.

Switch(config)#interface ethernetl/0/1
Switch(config-if-ethernet1/0/1)#ipfix apply monitor my-monitor input
Switch(config-if-ethernet1/0/1)#ipfix apply monitor my-monitor onput
Switch(config-if-ethernet1/0/1)#exit
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4.4 |\PFIXHESEFE BY

HAEATH] IPFIX L R 2@ 3] ) @, A A 2 A 2 R B A

o AR IEFECE T IR, E DR OGRS R R SO R AR I IR

o TR AL 5 E )k 2 TR R 3 8 R DL R AR B s A TR (B o ) S
Fr IPFIX Thfig.

o ATHHL IPFIX ZhfE &5 1%, nliliid debug ipfix monitor A debug ipfix exporter i %%
ACHHLREAT IR AL PR AR R IPFIX 4] 3
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