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Console #{i% .

AL 1 5¢1F 1 Console.

9 HENHEY
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D g 28

SHENT A,

FHTE
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) TrueType B2

@ Windows Mavie Maker
| windows ¥ iEETEER
O EFFTHERS

Y EE

o itee
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U EmE
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‘ B SRRy
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SHITCH#
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switch>

R MU A TR G A P IS AE A5 — A B4t R K IR S . iR
PRI AT R — U0 B it B A ) PAIE it 1) X509 GIE+S, XA ) K HELE 20-30 7341
OIS 8 3im JCATAT B ., BETC W B GiRAmA, 254 20-30 734 m A 2 did /i - UP/DOWN
5 R e XA RATIMLIEF ISR o B FRH P v LU AR DG i & BT BE, A & 1E L AR =1y .

1.1.2 wHNEHE

Frif W # (In-band management), 5l Telnet F2/7 &k BIA ML, il
i HTTP BrsUi RIAS He L, B imal snmp R SEEGAS R LE T B B . AT Hp LB (1L
iy P B 3] DU R A 4L b 1) RS 1 s B8 i BEAS LI D RE o AT S ML IR 2 11
PRARTE, B0 N BN, n] DA Y AME 0 A S LA T O

1.1.2.1 @i Telnet AT HH

Wi Telnet & BRACH L2 2 & (1 544

1) AHHLECE IPvA/IPV6 Mkl

2) AEH Telnet 2% /3 (1) EHL 1P Mk 5 H @ ALK VLAN £z H) IPvA/IPV6 ik
FEAHTRI Y B 5

3) AL 20, W Telnet 7%/ dii v] LAIE ik % by 25 55 04 RIS AT LHEAS 1PvA/IPVE
Huhk.

AR HHIE = J2AT WML, ATLARCE 24 IPvA/IPY6 M, fic & 530 WAL &AWL 1P
HUHEAHOCRE Y o I LAASH L T IR 284, &R 48 AT VLANL A77E.
LU 42 Telnet % /iy Telnet FIAZ ML) VLANL £2 58 (UL IPv4 Huhk 4 491):

& 1-7 1E3d Telnet & FEAS #i#l

F—: WEZHNLIP Huhl, I H RS #ALK Telnet Server ThfE.
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T EHCE ML 1P Mkl ZESAZHHL VLANL 210 1P HuhlZE R — AN B . dnag 4 pl
[ VLANL 42 11 1P $uhik 0y 10.1.128.251/24, W] LAUCE ALY 1P Mkl 24 10.1.128.252/24.
7EFHL EFAT ping 10.1.128.251"ix %, Wons& 1 ping il 4 ping AN, AL £ R A

R A AL VLANL 2111 1P Hhhk e B a4, AT N L BT, 62008
1L AN LD Console J5 2URC & ASHALI 1P Hodik, BlE AW~ (USIANER RS, BT
A AN UL B I (3R AF 2K Switch):
Switch>
Switch>enable
Switch#config
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-if-Vlan1)#no shutdown

SR J5 {E Console ¥4 Ja it B A i dir 4 telnet-server enable i3} Telnet Server
Dige. BUEWT:
Switch>enable
Switch#config
Switch(config)# telnet-server enable

B 1547 Telnet & P B o

1217 Windows H i) Telnet & Fim ey, JF HigxE Telnet 1 H fHhk

21
= \EEEAIERR. JrfE, E%ﬁ Internet BFERYES
T\B 0 Windows EAETHE
F1F (03 Itelnet 10.1.128. 51| |

i i | wme. |

Kl 1-8 iz4T Windows Hilif¥) telnet & /7 i fe v

W= GoRZTHL

ok F Telnet INCE S, 7525 N EMIIH P 204, 5 NAZ A 1K1 441 Telnet
P EIV7 1] o RIS 2 A T ORGP AT A o 32 AR A P AR R o B A B LI A B
B Telnet 7, WA P #8TGVERENAZHALIK) Telnet Fi'& St ifi . PRIILAE fui/F Telnet 75X
T B AT 4 LIN 242517 Console ¥4 RIFL BRI T H v 4 username <username>
privilege <privilege> [password (0 | 7) <password>] JAZ L 13 E Telnet BZAUH A
434§ FHir4 authentication line vty login local 7 FF A UE 75X, b privilege 3£
WIIAEAE HoA 150 AnAZ LA AU 2 44 08 test, 14 W SCIY test, & 7 X T
Switch>enable
Switch#config
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Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

7F Telnet FC & AL N IERI 2R 04, Telnet B /2 5t nl il Sh (ridk A 2028 #epl
i) CLIEC & FLfi. Telnet &%) 5ifid Console 3N G ) 25845

_-=._! COAWINNT system32' telnet.exe : i ok ] EI|_>_<_]

login:test
passuod - e
SWITCH>

K 1-9 Telnet it & A1

1.1.2.2 BITHT TP BAT #ehl

MWk HTTP & BEAT A L EE 2 A ) 24«
1) ZTHALACE IPvA/IIPVE il (B (el IEGALEAE vian 1 1 IPv4 HilikJ2
192.168.1.1 JF H HTTP R4S & T A ). H P ] Dl ki shohl B 88 % 1% % 1Y) WEB

G T I B
2) AN P EAL IPvA/IPVe Hitik 5 BT JEAZ HLIK VLAN 42 111 IPvA/IPv6 Hitik
FEAH IR Y B 5

3) FHAAR 2), W T LA i B A AR T R BA AT LA IPvA/IPY6 M.
5 Telnet 1 P & A8 ML, HELEHLRER ping/ping6 1B ASH#AHLI IPvA/IPVE Hiulil:,
I HEN RS 104, Z BN HTTP U5 ) &8 #efl. IR
B—: FEAZHHLT P Kbk,

TR AME BN E AL 1P lik, 2 WIE telnet & BEAZHHL 5.

B AEE TN EIEAT HTTP WM.

1-7



EAEHBRIME 1T THHEE

EEMNL FIZAT Web 8%, EHWHER A A HALHT 1P hil, B¢ E 21T Windows
FHTTP W03, EEnzZ L 1P Mkt 45#10.1.128.2517;

=7 IR AER. IO, E%E'E Internst PFERIE

IR s Windows HHREITHE

g

[ m= || wmE | [o&E®. |

1-10 $AT HTTP X

FEAH ] 1PV6 HulE 7 ] AZ LIS, AR FH X S 3% Firefox, ARASYE 1.5 DL L, Lhlinasik
BLIP) 1PV6 Hitik 2y 3ffe:506:1:2::3, 7EHLhEAb AAZ AL IPV6 Hiil: http://[3ffe:506:1:2::3],
e TSR S RS AITici) O

FE=: Web Vj )5 Hbl.

ok E Web HIBCE A, W ZA ARSI A%, BNASHPLRHE L 1% HTTP
Vi e o 2RI AL h T ORISR G 52 AR 7 AR o AT ML BAT ¥ AR AL Web
FHF S SUATART FH P B TC I NAZ AL Web e E St . RIAE foiF Web J7 U BEAZ HeL
I}, Z{E Console J7 2\ N 4 Rlc BB F {44 username <username> privilege
<privilege> [password (0 | 7) <password>] AN E Web $ZAUH A4 FEAd H
4 authentication line web login local ] FF A IE T 2, HAr privilege 150 254711 H.
15, WIASHHLFZAUH P 44 admin, 1145 B SCH) admin, 3#E 5 001 R
Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local
N DCWS-6028 [f] Web it & ¥ 6 5% Fi 1 -
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D@ N

DCWs-6028

H F & (Username) | |
HF%E{Password” |

& & (Language) 3 (Chinese)
E3F (Login)

Copyright (C) 2001-2016 by Yunke China Information Technology Limited.

http:/fwww. denetworks.com.cn

& 1-11 Web &3 5t

NIERARIHI D AR, BEASZTHALK Web BT & 32 74 .

-
sdmin [FRARE A (RET
DaC N
{ ks
i FAEILE 4 9 HEnEEAP
- RHmEW DCW5-6025 MacHEht
£ 8 il Profil FREEERSE X 1
IPHihk 192.168.3.1 (*)-Peer S 8 Pl profile HfHRA RE RERE LARIHR
MACHEIHE 00-03-0f-61-c9-4a
IERBIETTEE 0 weeks, 0 davs, 4 hours, & minutes . 5 @
X w
g:ijP 123455332 47 Yunke China Information Technology Limited
g4 7.0.5.0(R0200.0020 L A00-§10-9119
0.5.0( : ) HEEHR http:/ fwnaan . denetworks. com.an
& E (]
APEL 0
Ermwmitai

1-12 Web Bc & FLif
FE: Wi Web Bl EAZHHL LIRS, AT B TR EH S S FRER R

1.1.2.3 B snmp M E R4S BT B

WL snmp W A BRAS LB B4 1R 4 1

1) AHHLACE IP Hohl;

2) AERE P i NP Hikik 5 ST JE A B VLAN 2 L1 1P k- AH ) ) B
3) AW 2D, WZ i AT LIGE ok A 1 A BA RS HALIEAS 1P Hud
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4) JF)a 7T snmp Difig.
2 snmp WERAER ENLAZIEE ping WAZHALH IP bk, XFELEIZAT Snmp W&
AR, Snmp WA REER BIACHM L %%, I HFLRET Al 132 5 (134

1.2 CLIFF1H

WAL AT =R PSR CLI (Command Line Interface #ir4-47) FLifi.
Web FH1FI Snmp WA AE. TR0 CLI SHIiE4n it /48, Web Jit1ii 55 CLI Ftii 2 &g
FHARL, Sl EANHT o

FPX CLIE S deApa s, arindA1$E 21 Console & HE 70, Telnet &k FAZ AL
H I IT CLI S H6 A B b LA T e B BT

CLI Ftiiu i Shell FEFP#E4t, e & h—RVIMACE mr 2 48y, MRPX e dy il &
HAHAUIN PTEMAEHAE, Shell X Loy 44338, AN 2 1 1 iy 20 B35 A 7] 1R e A
Ko FHEAENLHAZ LT Shell [15HF -

i A

Hic Bk
PR

W Re
XN PR 25
XFEATEA LD

1.2.1 ie EEANH

¢ ¢ 9 9 9 9
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—EBHPEEEL
SNNAPEEELR
+EEEER
I | DHCP | i1 I |
= 1 B i) x
I:l Vﬁ“ hl: EH ;Il Portal &
A | = Mo TR = |...... B A
E = = 2 ®m| B =
B | x B & |2 B s
® ] % 1 S ®
A =
Kl 1-13  AZHALE Shell B &R
1.2.1.1 —R& A P AR,

HUPEEN CLIFithn, GNP AR, s i “Switch>”, RF5>" 0 —
FEc PR T o D AR BUH P B 4 exit AR, ) DARL )i ] A
o

1.2.1.2 HFRUR PSR

1E— PRI enable dir4, AR CARCE THEAREBUN 1014, ISR AAH Y
MRERCH 14, BERTIENRE R P “Switch#. >4 FH = A e ie i XA H exit GB
i, o r] AR R AU P R T AN H LR AL Crl+ 2 (PR EE SR, A5 SN LAE AT (T L
B O BEER AR, AT LR B AU A

FERFRUAT BT, FP AT AR A WU A5 B & 1 RIS 00 . Ok Bt ¢
vHAE e T HBE AR RS, T B 14 Ja RO AL I 25 IR B AT B v, DL
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BEANFFBUN AR A BB E %, B AR B P R AREAE T, A B LG
BATERBE, G BRI,

1.2.1.3 &l B

WNFERCH P X G, WA @ 4 config, B AT HEN 4 C & B A
“Switch(config)#”. 4 e HAAC SR, dnd COle & RN, VLAN FLERCI, nT DUE
F 4 exit 35 [ 3] 4 R e B A .

a4 R E A, P T DO A LA T A R PE L, X MAC Hbhib 3% w8514
8% VLAN. 335 IGMP Snooping. STP %, /77 4s Jaiic Bpk 8wl i iy 430\ 31422
I B O 25 A3 AT
P2 e B A

A AR BRI, R @4 interface ma] LLE N BIAH N 82 LGB . AZHpLERAE
ARG T =R 2R, 1.VLAN $210; 2. LUK 1 3.port-channel, Rt A5 =Fh
IR PG B A

EPAmE Y] AT AT ERAE B H 7

VLAN 1 A RRCERUT, fMAd | BLE ALK 1P | fiTH exit my4RIAT
=3 interface vlan | %, iR A 4 J5 i R
<Vlan-id>. o

LA Y ity 11 A RBCERUN, A | EEA AR AR | TH exit mrARIAT
4 interface ethernet | LKME: LT | 38 7] 4> J& i &
<interface-list>. i, HHRLE, iV

port-channel | 7EAJRBLEA T, fy Ay | Bl & port-channel | ff [ exit fy&RIH]
4 interface port-channel | XX TR, | B Bl 4 5 B B i
<port-channel-number>, | # %%, .

VLAN [t B A

E4 RlC ER, (F 64 vian <vian-id>gtn] LLgEAFIFHN A VLAN BeERAR . 76
VLAN FCE R, P ol DARCE 8 T4 VLAN [ b 1. 34T exit aiy 2B A VLAN At
B R 9] 3] 4 J c B A
DHCP Sthfibth fic B4 5

4R BRI N ip dhep pool <name>fiy 4t A 3| DHCP Hb ik i it & 45 =
“Switch(Config-<name>-dhcp)#’. 7t DHCP Hulil-itsfic B A X~ nl LG & DHCP Hbik-it i)

JEYE. AT exit A2 HI R N DHCP M-t i AR xR [m] 3] 4 Jey e A

2% i A

B P | HEATT AT HATERAE BT

oy

RIP #ith | £ R ERKX FTHA|BRE RP il | T exit ardRIn]

W router rip 4. . B[R] A Ry D AR
o

OSPF i | 78 & e & #5 X A | iCE OSPF Pz | $UT exit a4 EI]

Pl router ospf % o B [A] A Ry D AR
o

BGP Mhith | 78 4> Jm fic & A X F i A | ie® BGP thiXZ | $UT exit drdHin]
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W router bgp <AS number> | . iR A 4 J5 i R
Uy I B1) e i A

il B R | AT AIPATERAE B 770

gt

kst 1P | AR ER X N ip | BLE AV PR | $UT exit arARin]
7 i8] 71| K Wi | access-list standard fir4. | Al &R B[R] 4 JR B R
AR K.

WAy R IP | AR EM KX NHA ip | BEY RUIMAIE | $UT exit ardRin]
7 18] 71| K I | access-list extanded 4. | KIZ 5. IR [A] 4> JR) T B
AR K.

Captive Portal fiil & :

E4 R ERRN, Wit A4 captive portal 7 LAHEA captive portal Ft B A=, 7Eit
P N AT LAACE portal YAEAI SIS, AT exit iy 4 i) LLR Al 4 e B AR X
To Lk A

2 )aEAR, Wil 4 wireless i DA ATCERRC BRI T LA DG W A4 21
A P TRCE . BT exit iy A nT LN TCZR I B AR IR (9] 21 4 oy e A

1.2.2 B EEE

AL P SRR BC B i 2 T AA S K, (HEA RS RAR A e UC B i & (R S
LA R 2 AT B S AL R3] i 4 s 2K

cmdtxt <variable> {enum1| ... | enumN} [optionl1 | ... | optionN]
VAL : AT emdtxt Ko KBEY; <variable>R/RSHON L E; {enuml | ... |
enumN }ERRAESHEE enuml~enumN b4k —AN 2% [optionl | ... | optionN]#E R

ZSHATIERE A EE AL R 2 hib s < >, (Y, (1RSI S A, .
[<variable>], {enum1l <variable> | enum2}, [optionl [option2]]%5%.

T UG B A T I ARG AT

< show version, &HEMZSH, BT HAKRBEFEASHNGS, HEM A2 U0,
< vlan <vian-id>, AR, JEFE B AN S5 ;

< firewall {enable | disable}, it 74 H1 /] LU firewall enable 53 firewall disable;

< snmp-server community {ro | rw} <string>, LA JURE A O
snmp-server community ro <string>
snmp-server community rw <string>

1.2.3 ZFRFER

ACHML R 7 R R, REARR AR T ARG, 0 B R Ze AR S
BackSpace &, 41 AL A AN SCRE ER AR BTN, nTRMEA] ctrl+p AT ctri+n SRR

15t Thig

MErE BackSpace | MIEREHRFTAEAL B AT — T4, Jebrilts

othrgE” BoR B ML, 2 TR BATRA R S
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FAE B F1E XHHEH
N ehREE R T AN Ao 9 bR R 2] LT a2,
A U] SRR R B A R — A N AN S

Je AR Fehr I ZEB S — A E KA A,  "Ixie

A7 ehre—” HebR AR E)— ML E N By AR S5

Ctr+p F24 T B GhREE 1 H

Ctr+n AT R ehn e

Ctr+b A4 T 22 bR 4

Ctr+f F24 T A bR — A

Ctr+z ILABTC E A R PR E BRI ERR R B A

Ctr+c FIWAZ bl ping s IEAE AT H dir & HERE

Tab % 25N K755 T DL R I R s i 2 s oG 7, T LMEH] Tab

BB H AN 70 R S B I iy & G
1.2.4 #BhThEeE
AN B T WAy SRR Bh s S, bRy X Ob Al “helpan 4, 5 —Fb

2 i

) {5 7 v L T R

Help AT —mr AT, A “helpfir 4 S A SREUE T & ﬁﬁﬁfﬁiﬁﬁio

E 1. AT AR, SN 2SR BZ i 245 20 (0 BT AT i 2 e L] 4
ik
2. EMAMKRETIE, WAL, HEALERSE, S
SBHA ., SRR, AR E R, WA e A
JCRTRARER, B “<er>” , ML A ORISR, 7EiZAb kN 722 Rl
J;
3. (EFRF R G SN, S L TR B IR T e

1.2.5 XA R E

1.2.5.1 IhiR [EIE B

LL%ﬂiﬁﬁJ\E’Jﬁfﬁun LHELIL Shell FEEE . P EMSAAH N T
e, Har@Pirsish, AaiafEg.

1.2.5.2 #iRR Bl R
PN A AR, B SO, R, AR, AL AR
1.2.6 LA EEILA

AT Shell SEFRFANTE VLRSI R Ay & FOCEE T, 25 A JCoh 21 fiy & BOCHE I
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Shell #ta EHfET
Bl an -

SR RUT P C E A4 “show interface ethernet 1/0/1”, H i A\ “sh in e 1/0/17E[l r]
2. RHERRUH ECE 44 “show running-config”, WAV A “sh 7, RZGaRS

Ambiguous command!”, [ Shell JoikX 43 “show r"J&“show radius™ iy 4 ik &

“show running-config"fiz%, P25 sh ru”, Shell A2 IERA IR fiEHT o
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B2 F THBHEARE

P2 N EARLE

2.1 ARE

AT HALFEAS T B AR E AR R BT P R i & BE AR H 12 1 S B AR ) i

Ay BOE SRR Bl R AL R GEAE A

2

4

iR

B FH P AR R AU T A
iy

enable [<1-15>]

MG enable fiy4, A BCH] ™ Fid B AR
BEANFFBU e AR S 5 i P B 4

disable i, disable MR BN B i 4 .
FERUH P EC AR
config [terminal] MEFBUH i BN B4 Rl A
BRI E A

MYETEEGE H, HEAN E— MR, WrE4 )R
exit Tic AR AL A iy AR [9] B R AR 7 B

2o FERFRUT T B B AL T A iy IR [m] 21—
F 0 ) e B AR AR

show privilege

7S i B

B P EAS AR BT e B

AL TR
AL T AR O P C B A R A
end BRI, A 2 i m] LR RZIR [P 2R U
P AR
RO P C B
clock set <HH:MM:SS>

[YYYY.MM.DD]

BCE ARG H WA B

show version WR T HAURALE B

set default PEATHHLR ) WA .

write B ATEAT N L B 28R (7 2] Flash Memory.
reload IR B Lo

show cpu usage

B~ CPU T HI#%,

show cpu utilization

B3 41T CPU AT

show memory usage

BRI
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4 JR e A
banner motd <LINE> fit B 4 ] telnet B it console 25 7 3 8 i A2 e
no banner motd HLIAIE T B s a5 B

web-auth privilege <1-15>
priviied B web TR AL L.

no web-auth privilege

2.2 WREEHE

2.2.1 Telnet

2.2.1.1 Telnetf&4\

Telnet I FE % & — M R R 2ot il . 7 Telnet Btnl e LT {EHLIE 2 TCP
HEHAE N (B8 BIERER 5 —A L EHT IP ikl EH14%) . Telnet REIEH] - 1o

SR BT R ML, (R AR A AL 4 ol TCP SEBIR [RIBFH 7 B IX P IRSs
SEIBEWI, DR P 0 e 2 B A R R A B A R L b

Telnet i H& 7 — &4 tial, 7EAHM RS A Telnet &) by, A2 AN Telnet ik
Sak o ATHHLEE T LAVE N Telnet 45w th al LIAE b Telnet %5 ) i

MAZHHLAE N Telnet figs2%it, = nl UG Windows s A4 R 48 H 451 Telnet
AT, Telnet Bk BIACHNL, whATHT A 2 N A BR R W h A I — R . ASHBLAE R
Telnet Iz 45 %5 i 5 2l LA 5 5 A Telnet 26 7 iy vr. TCP iE#% .

1R Telnet % i, ZEACHALIIRACH FIC BRI telnet 4 B ) 6 5% 31
HoAthaze vt L. ATIRHLAE N Telnet 7/ i HAE S — AN RE EHLE . TCP %8z, WfAls
F AR ENENLER:, WALAEWRIT S L —NE R TCP 4.

2.2.1.2 Telnetf£4- %751

1. [ Telnet k4524
2. THHL Telnet E BT AL ML

1. iEE Telnet %58

me it R

4 JRBe ER

FIFAZHALE Telnet AR5 251h
At A2 M no #EN KA
Telnet %5 #5 D HE

telnet-server enable

no telnet-server enable
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username <username> [privilege <privilege>]
[password [0 | 7] <password>]

Nno username <username>

MLE Telnet XSk B HALMA
HH P A4 A4 E no
A IR A HAZ AL Telnet H
J. AHb Telnet FH 7 (40T i 2
BR8N 15.

aaa authorization config-commands

no aaa authorization config-commands

X VTY (Hi$5 Telnet Al ssh %
skJTRO B P IT A i 3L
Difg, AHMN no & XMl 2%
BIihe. IR T icDiaedf B
WCE T e BBTVE, PATHA
i R I A S EORIEAT AL

authentication securityip <ip-addr>

no authentication securityip <ip-addr>

fii'E Telnet & sk FAZ ML) 2
4 |P bk A1 no BEE N
THBERFZA Telnet z24Hi L,

authentication securityipvé <ipv6-addr>

no authentication securityipv6é <ipv6-addr>

Bl E Telnet & sk BAZ HAL ) 2
4> IPV6 Mtk A4 1) no #AE
FMERFZRL Telnet 224 itk .

authentication ip access-class
{<num-std>|<name>}

no authentication ip access-class

3 Telnet/SSH/Web & 3% 77 045
SERYER IP ACL $RI); Ay 4
i) no #EAE U482 ACL.

authentication ipv6 access-class
{<num-std>|<name>} in

no authentication ipv6 access-class

3 Telnet/SSH/MWeb & 5t 77 041
SERRUERT IPV6 ACL FLI; Ay
A1) no #AFE I BUHZEE ACL.

authentication line {console | vty | web} login
methodl [method2 ...]
no authentication line {console | vty | web}

login

Pl B I e S SN VRS

authentication enable method1 [method?2 ...]

no authentication enable

lii# enable INIE VL3

authorization line {console | vty | web} exec
methodl [method2 ...]

no authorization line {console | vty | web} exec

P B R SR AR BUTVES R

authorization line vty command <1-15> {local |
radius | tacacs} (nonel)

no authorization line vty command <1-15>

Bii'E VTY (RIfE Telnet #1 ssh
B TR B H P A AR AL
J7 A BOE AR e o
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accounting line {console | vty} command

<1-15> {start-stop | stop-only | none} methodl

[method?2...] P B B s K 7 AR
no accounting line {console | vty} command
<1-15>
AU
GBI AL Telnet 2577
terminal monitor I s WIRAE L A2 no
terminal no monitor BN OCH Telnet % 7 iy fb 7
WS DR
oA telnet F1 ssh 2 i 1) H
show users FER, ULy, ShirH
ST 1P
T Fe e 2t g BRI, 5
clear line vty <0-31> i telnet o ssh ZFEH R
.

2. M Telnet BFBEEEH

s fiFt R

FERUEC

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6-addr> | {fHAHALFLMLIK Telnet %7
| host <hostname>} [<port>] Ui 5 SR B R AL

2.2.2 SSH

2.2.2.1 SSHfE 4

SSH /& Secure Shell ‘%44 EfEE, ©EAEFER TCPIP Sl Eh e -,
It SSH %21 SSH 2 7w iRk 2 M3 AS #e,  BHOMAE, N2 SEHRIEh R, 75
MV AT — 4 22 A A AL S MR IS, ARAIE U A8 H A AN BRI AT AT 55 = J7 R BRI
B, NI K B EE R ORAIE T XS SSH R 5548 D R i) AC H LI C B R 3. H T AS el
SKHURRAT A SSH2.0 PhilUE ) SSH kg5t . SCfF SSH2.0 FrifEfy&imifFin SSH
Secure Client. putty 1] LUFJH] SSH2.0 #3302 E A HpL F ) SSH ks#%, SEHA
I IR O] =Rk i

H AT SSH AR5 48 SCHE5 P ity RS AL RSA AFHIIE, SCRFPMIUIE ¥ 3DES
WAL, DLM SSH RS x SSH I I 3 5 IATIE 55 .

2.2.2.2 SSHR &I B T3
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s iR

AR e A

ssh-server enable FITF ALY SSH kS5 25ThRE: A dr 21
no ssh-server enable no RN KM SSH IS5 4 Dhfig .

username - susemame> - [PIVICAS | wyin S 2 stk S HHLIOH

:E;:'S'Vevi‘:l] password 101 7H) ot 4, Ao no HfE MR
SSH M /.

no username <username>

ssh-server timeout <timeout> BE SSH ANIEREIN I ] A4 1 no

no ssh-server timeout YEVR A 11 SSH U\ UE RIS ]

ssh-server authentication-retries | e .
WE SSH YR X E: Adr4 i) no #

VEWKSZ 45 1) SSH YAIF B KEL

<authentication-retires>

no ssh-server authentication-retries

h- host-k t
SSN-SEIVer  NOSLKey  Creale TS . Wity SSH R4 11 RSA L HLE 4%

modulus <modulus>

R

A5 S A ALK SSH 2 v i s R A
B A no BAEA KM SSH &) i
s S B DI RE

terminal monitor

terminal no monitor

show crypto key R ssh & %5
crypto key clear rsa T BR ssh n# a4 .
2.2.2.3 SSHARS; ##AC B 24451
Z6 1.

MR AZHHlImiedT SSH kS5 as, ARumistrsZFy SSH2.0 Ari i 2/ i A+ 4
Secure shell client 5% putty 55, 2 7 i i FH H - 44 F08 60 7 XS Sk AZ bl
AZHML S EA ML HhE, ARG RN SSH I, JH B SSH RS, IXFE SSH2.0 %
2 S B A agh T AR FHAS He A LE B 1 FH 7 44 R iz A X5 SR . SSH IR S5 IS AL T
Switch(config)#ssh-server enable
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch(config)#username test privilege 15 password 0O test
WIHIE IPV6 4%, 2t B AT SCRF IPV6 DIBENT SSH & 7wk A, 91 putty6, A2
AL _E BRI A bl 1Pve HuhikAh, HERCEAE.
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2.3 LB HHLHIIPHEAE

AEHHUITAT LUK R B2 BB )2 (DataLink Layer) i, #E47 2% % . VLAN
#Z1 (Interface VLAN) 3R T H:—4~ VLAN [ =24 D68, wLARCE IP Hodik, % 1P M
BRI AT AL 1P k. VLAN $ FUR OC 1 & iy 24 il DAYE VLAN 42 LA R E . &8
HHL T AL T = RIECE 1P Mk 77 5

o FIAETR

< BootP J5z{

o DHCP 53

FLECE 1P Huhl, BUH AR € —A 1P itk

BootP/DHCP J5 A &2 #eHL1E k) BootP/DHCP Client, [] BootP/DHCP Server %
BootPRequest HHFIREHLAL )5 R ) |7 #, BootP/DHCP Server 42t 211 K 54 Hb
BT AT ML HANEHHLIE AT T DHCP Server [{1IhfE, AEW 5414 DHCP Client
SYIC 1P Mkl POCHENE K DNS JIRR 25 #5 ikl 55 4% 2 4. B4k DHCP Server HILE 2 WM
LN VERAE 7

2.3.1 BEEAR B IPHUEEAES 751

1. #E VLAN £ B
2. FILEE A

3. BootP J5 =t

4. DHCP J5 5

1. ¥ VLAN #OmEER

i & it e

42 R A

7/ VLAN #110 (VLAN g =2
Fe0); Adr A1 no B A IMBRAS b Lo 2
] VLAN £ 110 (=280,

interface vlan <vlan-id>

no interface vlan <vlan-id>

2 FTERE K

[ike il e

VLAN £z F i B

ip address <ip_address> <mask> | FCE ALK VLAN £ H1) 1P itk ARy 4
[secondary] (1) no A A MERAS HAL) VLAN $2E1) 1P
no ip address <ip_address> <mask> | Huli.

[secondary]
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ipv6 address <ipv6-address / BeE IPve Hihik, BLH5 ARG B AR L,
prefix-length> [eui-64] A H il gl AHOUEEES ML . AAr2 ) no

no ipv6é address <ipv6-address /| #AEAMMER IPv6 Hiutik,

prefix-length>

3.BootP A3

[ike filRE

VLAN £z F i B

ip bootp-client enable ffHEAZHH A BootP Client, iifiid BootP )

no ip bootp-client enable i 7 ERH P Hiudk A2 9 DGk s Ay 21 no
A 9 < 4] BootP Client Liifié .

4.DHCP

[ike il RE

VLAN £z F i B

ip dhcp-client enable {ffEAZ M4 DHCP Client, it DHCP

no ip dhcp-client enable T 7 IR IP kb J X Ok s Ay 411 no
A4 K14 DHCP Client Zhfg-

2.4 SNMPECLE

2.4.1 SNMPA 45

SNMP (Simple Network Management Protocol, fiij 5% 2% & BEpO) 2 H i i)
Z IS B, KE N T T LA TCPAP A FEA AL ES . SNMP 2 — S AW R e
FH: SNMP V1 fdifi. 5Bl A2 ) KIFF:  SNMPv2c % vl [WIIReiAT T #5
BIEMFEE, AR R SNMPV3 7824k EA T RIId 78, ¥inT USM
CGET R I8 R VACM CGETRLEI U7 3 8D 7 R4 .

SNMP PSR T —N7E W28 P i 2 TR0 A # BR A SRR L ) FEAS T 570 SNMIP
K I S A WORLE], R A2 A (R T ) o2 1) A% 4 2= P10 UDP SiARfanie 2,
DRI I e 8 AR 7 PRI R AT PR o S L I 28 S o

SNMP BRSCR A B AR, [Hk SNMP S5 r: NMS 4845 Bk
(Network Management Station), s&iz47 3R SNMP BRI A B2 7 A e 1 A
Ui, 7E SNMP (KR 2855 BP0 . Agent ACFE, I fT7EE 3 45 4 4% I IR S%
xR AT, HEEHAE RS . NMS FIHLEAS B, i Agent AR BE& B X 5 .
(R JF BRI AHA A B AT Agent FABLDIHED

SNMP [ NMS H1 Agent 2 )3 i brAEs ST 15, RIS 4K, NMS
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RiER, Agent it V% . SNMP JEA5 7 il B2
<& Get-Request

Get-Response

Get-Next-Request

Get-Bulk-Request

Set-Request

Trap

¢ ¥ 9 9 8 9

Inform-Request

NMS ifiit Get-Request. Get-Next-Request, Get-Bulk-Request Fll Set-Request 7H &
KT Agent & H AT v AT B BEAR R IIE SR, Agent ZEEE K, H Get-Response i 5
KA RBATIR . FERLERP RGO T, W24 %% v 1 UP/DOWN . ) 255 41 AR A I
Agent 2z E 1)) NMS K1k Trap HERIE A NMS KA T 570 F4F. 488, NMS i8] Lo
Wi RE RMON Djfg, BAATH—Seff il i B B4R, Huoe BRI S, Agent #HR
P E K% Trap Bidsk Log, 55T RMON, FiH BAN4). Inform-Request -2+
NMS Z[AIFEATIEAE, — BN H] T 70 J2 U M 484 B

USM 4t 1 5835 (I3 FEE I IR 55, DRAE T ARSI 2 A o AR T S A 1R 6, USM
SR SCHEAT IS, ARUERSCAEAL L AR DA S, HROCHAT 30, DRI SCAEAE fn i 78
HORBEE M. USM [RARTE N 57754 DES-CBC $17k, % M558 HMAC-MD5 Al
HMAC-SHA $7i%. [R]If USM $24t 7 IR [R) & fO R A, [ 1k I 48 A SR MR ) T3

VACM #4705 I H P S AUIRSS . ORAIE T V5 i) ()24 . VACM K- il A R A [7] (1)
H P IBONRE — 2, FEAA RIS 1 s Al 5 SR I 22 Ve, A8l 7 - AT

2.4.2 MIBA+H

NMS A LA ) 1R 0 A5 R A2 2 il RSB IR o SCIK, B e 4 IR A 23— AN 3L R Bk 2
H, Bl MIB. Frif MIB BB B (Management Information Base), &% 13 id f 254
PRERSCAT LAY il B R 5 S BT — N R @B, 5 SCT AT RUM AR e
W25 B 5 BRI LS R . ISO ASNLL Jh MIB & LT — /MR gER, R4 MIB #BHIX Fh
WAL G R R AL AT I r] G B, IR S — A OID X %45 IR4F (Object
Identifier) fl—/N ST %5 MM SCARA . OID 245 f) MR RN — 4185, e 4
It H AT LA B HR/NIZ T S5 E MIB BB R (7 8, R B TR
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Root

Hode (1) Hode (2]

Hade (1] Hode (2]

Object(1) Hode (1) Object(2)

Objecta(l)

K 2-1  ASN.1 B4

EiZE T, X% A OID 4 1.2.1.1, NMS il iXMh—J5 K OID, A LAKAT B X
(V7 ) XA S, ATIREUZEAS A R E R HEAR . MIB g% XA 2k e LT — M
A I 2 B (B RHE AR TR B o

W R AT ZE0 Y Agent (1) MIB AR EAE ., #7245 NMS _Fig17 MIB 3 4k . Agent
R MIB — i EFEAF MIB FIFAH MIB PEL5;, A MIB & L2 AT, il NMS
HORTLAVT ] ) M 2 RS R, B MIB N R S SRR B IEE R, FER&) i
(1) 3 A AT LA A )

MIB-l [RFC1156]/& SNMP Af MIB FEREH —MRA, EREdd 78, # MIB-I
[RFC1213]IrHAL, MIB-II fRE T MIB-I £E 5K 1) MIB B 0 AR RS MIB-I T A 55
IRZ T, A ZRRAAL, IXLELH B0 R a5 T 4 B A D Re s, NMS Jdid v
1] SNMP Agent [¥] MIB J, gt nJ AT SIAH . 1) 99 26 5 B4

AR WHLAT LU SNMP Agent, 37 EF SNMPv1/v2c Al SNMPV3, AAS LSz FEFEA
f£) MIB-lIl. RMON A4 MIB, it BRIDGE MIB ZAHI</A% MIB, [l 325 A & LI FA
A MIB, AT T AT HNIT R EAARSEL, SR B4 TR SCHF

2.4.3 RMONAH

RMON &%) SNMP FrfEFEAAA R K EE Y 7. RMON 2 %4 MIB & X, HAEH
J2 58 SURRUE 17 90 4 W MR T AE RN 2 10, (0T SNIMP {1 P £ i Rz e W A 2% 2 1) e R 15
RMON #2417 — P 24 I HL v 25 7 1K A0 9 3 B N AT

RMON i) MIB 7324 10 4, ZAC#HI SR P a s IR 1. 2, 3. 94, Rl

it (statistics): HEG RIS RE—AN 7B PIEAAE RS R G T]

Pised (history): c s MG TH4l n 453 210 045 B M Ge v FEAS

iR A @larm): RUFEHEZERIEG A G RMON AEEC S5 (0 AF A T4l s 5 4 B R 1)

o8 R s
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i (event): —/NK T H RMON ARBL™ A1 A FAF 1k .
Forpr, AR o0 T AT A S e GEvt AR g S 2 Wl R AR B DA ) — 1 R G -4
o EARAANFAFALIUSR AL T —Fh vy DUR AN R4 AT BB BAR A0 7, AR

b

2.4.4 SNMPEZ.E

2.4.4.1 SNMPECE £S5

1T IFEEC ] SNMP A H iR 45 23 Th g
2.liCE SNMP A5 i SARH B 1) J& 1tk
3.0 & SNMP 5 B il i -

4 WS

5.MEH -

6.1l E 4l

7.l B

8.1t & TRAP

9./5 81551 RMON

1 FITFFER K SNMP AREER& 2 Thee

IR S S CR3% Trap Bi#id 5% Log).

PN
fi &

it e

4 e E A

snmp-server enable

no snmp-server enable

FIFFASHMIAE A SNMP ARHE IR 25 28 Thfg s A
A1 no BAE A 5% A SNMP ACHE R 25 % 1)

&b
He o

2.l E SNMP BtEERE$

AN
iy 2

fRE

4 JRBe ERLC

snmp-server community {ro | rw} {0 | 7}
<string> [access {<num-std>|<name>}]
[ipv6-access
{<ipv6-num-std>|<ipv6-name>}] [read
<read-view-name>] [write
<write-view-name>|

no snmp-server community <string>
[access {<num-std>|<name>}]
[ipv6-access

{<ipv6-num-std>|<ipv6-name>}]

BEEATHAM LI BT AF 5 AT 4 no #4F
R B L R AR 4T R
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3. B E SNMP B Hus ik

PN
fi 2

it e

42 R E A

snmp-server securityip {<ipv4-address>
| <ipv6-address>}
no

snmp-server securityip

{<ipv4-address> | <ipv6-address>}

BEE SOV A AZ M L AINM S BR324
IPvAE & IPveiihl; Ay 2 Fno#afE A M kR
LB 224 IPVAEL E IPV6 it .

snmp-server securityip enable

FTIFI5E T NMS A5 BHLuk ) 22 4 1P Hhik A6 A T

snmp-server securityip disable fiE o
ABET %S

[ike il e
2 JR)E AR

snmp-server engineid <engine-string>

no snmp-server engineid

BCEA B A G S, HT V3.

5.5EH P

PN
fi &

it e

42 R A

snmp-server user <use-string>
<group-string> [{authPriv | authNoPriv}
auth {md5 |

{<num-std>|<name>}]

sha} <word>] [access
[ipv6-access
{<ipv6-num-std>|<ipv6-name>}]

no snmp-server

user <user-string>

[access {<num-std>|<name>}]
[ipv6-access

{<ipv6-num-std>|<ipv6-name>}]

J—A SNMP I In—"ANHH P, 58K
USM it &, HT v3.

6.RCEH

PN
fi &

it e

42 JR i B

snmp-server  group  <group-string>
{noauthnopriv | authnopriv | authpriv}
[[read

<write-string>] [notify <notify-string>]]

<read-string>] [write

[access {<num-std>|<name>}]

BEEATHHL LG S, 52 VACM id &, H
F v3,
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[ipv6-access
{<ipv6-num-std>|<ipv6-name>}]

no snmp-server group <group-string>
{noauthnopriv | authnopriv | authpriv}
[access {<num-std>|<name>}]
[ipv6-access

{<ipv6-num-std>|<ipv6-name>}]

7. BCEME

AN
iy &

fiRE

42 JR i B R

snmp-server view <view-string>

<oid-string> {include | exclude}
no

snmp-server view <view-string>

[<oid-string>]

BEEATHHLEE R, AT v3.

8. E TRAP

PANA
IJIJ/7\

fiRE

42 JR i B R

snmp-server enable traps

no snmp-server enable traps

WE LRSS RE Tap W&, HT
vl/iv2c/v3,

snmp-server host {<host-ipv4-address>
| <host-ipv6-address>} {v1 | v2c | {v3
{Noauthnopriv | Authnopriv | Authpriv}}}
<user-string>

no snmp-server host
{<host-ipv4-address> [
<host-ipv6-address>} {vl | v2c | {v3
{Noauthnopriv | Authnopriv | Authpriv}}}

<user-string>

WeE M SNMP 1) Trap i L 9 2% 5 Bk
IPv4 5% IPv6 $tilil, viivac Hiff) Trap [k
FARER, V3 T AR g0 A A
(1) no #AE  INBRFE 2 R4 Trap WS 19
LR HVE) IPv4 B3 IPv6 k.

snmp-server trap-source
{<ipv4-address> | <ipv6-address>}
no

snmp-server trap-source

{<ipv4-address> | <ipv6-address>}

WBEAZ WML RIE trap IFTAE YR 1Pv4A B
IPv6 Hiutik; AT A1) no FAE kBRI E 1)
Rk trap i H Y5 1Pv4 o 1Pv6 Hiutik,

gt 1 B AR

[no] switchport updown notification

enable

TF I 8 5% 55 11 UP/DOWN FHAF K32 trap
5 R Dhe.
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9.)83h/55H RMON

i fifRE
AR B R

rmon enable FIFFI2K ] RMON.
no rmon enable

2.4.5 SNMP $iL 74 firl B 2845

ERLE (NMS) (1) IP il 1.1.1.5; ¥l (Agent) (1) IP ikl 1.1.1.9,
S 1 I AL ] SNMP WSO AS B SR E84

e B AL IRATE

Switch(config)#snmp-server enable

Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public

Switch(config)#snmp-server securityip 1.1.1.5

XK, BT LU private 1 AR5 B ASCHBLEEAT AT S I UG ], B AT DU H]
public 112 BIAF T H R A LA T KB D7 1) o

KB 2. FHEERSCE AZHH v Trap WA GFE: BHE A REE T4 Trap FIHEA
FRFERRIAE, IS ML EIMES B Y Trap S0E BIA 747 33 4 usertrap).

e B AL IRAE

Switch(config)#snmp-server enable

Switch(config)#snmp-server host 1.1.1.5 v1 usertrap

Switch(config)#snmp-server enable traps

B 3. EHLG ) M E AL SNMP v3 RS AAZ AL 3R I E AR -

e B AL IRATE

Switch(config)#snmp-server enable

Switch(config)#snmp-server user tester UserGroup authPriv auth md5 hellotst
Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify max

Switch(config)#snmp-server view max 1 include

FH) 4. BB EROK AL HALE) v3Trap i 5.

e B AL IRATE

Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester

Switch(config)#snmp-server enable traps
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B 5. FHEE (NMS) (1) IPv6 Hilik & 2004:1:2:3::2, 28kl (Agent) ) IPv6 kil /&
2004:1:2:3::1. & Bl K R AFAE ] SNMP BSOS B LR B «

AT i A C B4

Switch(config)#snmp-server enable

Switch(config)#snmp-server community rw private

Switch(config)#snmp-server community ro public

Switch(config)#snmp-server securityip 2004:1:2:3::2

IXHE, LSS UG private 11 AR5 B ACHMLEEA T RIS I U ), BRI DUEH]
public 11 4 FIA 5 H A HMLBEAT KB R TT 1) o

KB 6:  EEIERNOR BAZHHLN Trap wE G EHEEETRER E T X Trap 1 F1AF
A5 ER PSRRI g R B 1) Trap S0k AA -5 55 usertrap).

AT i A BC B4

Switch(config)#snmp-server host 2004:1:2:3::2 v1 usertrap

Switch(config)#snmp-server enable traps

2.4.6 SNMPHESS 5 Bl

ERCE . fITH SNMP I, FIRgS T EER:, FUEA USSR R 580 SNMP K fEIE &
BAT. DAk, FH P R LR A
o SN B R ) IE A TG R
o HWG RUERE DR EEER P SGE UP (fEFH show interface fin$), LRUEAZHALFN T
MLE EAH ping il (ff ] ping f14 ;
o RIG, SO EAZHANLITIT T SNMP Agent JIk 2% 2% 5 A (f# ] snmp-server enable
we);
o ¥, RIEA NMS FE 24 IP (ffEH snmp-server securityip #ir4) F A FRF
H (ffEH snmp-server community /74 ) 1A, KoY HEAA MR SNMP A
BE IE AT NMS Ja 15
o WIS Trap ThAg, 4537JT Trap DhfE (fi ] snmp-server enable traps fiy
A, AT RIE Trap BeAE SR € 1) ENL, 1§ 0 IEFECE Trap () H AR LT 1P
FPMAFFr 8 (f# ] snmp-server host 74 );
o WUR T EAEH] RMON Dihg, 20E 46477 RMON (fiiH] rmon enable 7% ;
o {E SNMP AT fErh, W i AT Be Rk, W LMEH] show snmp 74 &F SNMP
W R AL G5 KL AT LT show snmp status 74 A1 SNMP IR (S . AT
LU A debug snmp packet iy 21 7 SNMP FJHRTF ¢, A R .
WA ER A A 7 IR TCTE AR g SNMP [ 8L, A8 405 5 HARIRS HDE R
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2.5 THHI+HK

2.5.1 THEHLRGAM

RGO EFE RGEWUG ST N G 33 o ASHBLII IO AR PSSO S, 7
& FHOBT ) SO 2 1 T PR ST A

RGWUR AT FR A B LA IR BRI AT SCRFRE P45 1) He 4 SCAT RIRATTI8 5 Ui I IMG
THR A o AHBLR GG ST L SRVFRAFAE FLASH ™, SCF4 [ € 4 nos.img.

SIS FR G FACHM AT IR A S SO, BIERATT0 361 ROM JF ST Cln S sef:
B, ATRUESEA IMG XX . 515 X R ARV RAE ROM HH . AL 513 XA W
A, HE AR 441 2 4 flash:/boot.rom Al flash:/config.rom.

RGEWUG ARG | F: 3T B TR IT Ve —FER o A4 FH P At T I Ao =X (R A Ht
Bltgk: —. BootROM #%:(; . Shell BN TFTP F14¢. FTP J44t. T p 15 40
A IX R TR T

2.5.2 BootROMBR R T2k

1£ BootROM #5x F H- R AT ML —Fh T2 7 20: TFTP, wmlifid BootROM T [H 4

WHE.
Console Zi%H7 WY £ 3% 2
2-2 7 BOOtROM #5304z AL TH 2 1) s 784 4 4
FESBUT
P

s — & PC AR NAZMMLAIFERI &, IF HAZ2 W G i DOK R 5 AZ B LR 9 S 1 AE
11 PC 223847 TETP (RSS-S0 img LA

E:- ;7
A HALE SRR, FefE ctrl+b"E, HRIATHAHLEEA BootROM M4z, WosuiF:
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[Boot]:

=P

7t BootROM #:0 T, $ATHr4 setconfig, W E AN BootROM A N IP Hidik, k55
BRI 1P Huhik. G EAHLMbAE N 192.168.1.2, PC Ml 192.168.1.66, HlE W :
[Boot]: setconfig

Host IP Address: [10.1.1.1] 192.168.1.2

Server IP Address: [10.1.1.2] 192.168.1.66

[Boot]:

B
T PC th TFTP JIR454%, 12T FTP Server #2137, fEMEZHML FALTHECAIS, 1564 A
Ik 55t AT AT B [0 I ERCIRES, AEAHA LA 1] ping #v4, ping )5, FEAZHAL
(] BootROM #:X N AT load iy 4; #7 ping AN, KA s A
PAT 22 513 30 f config.rom.
[[Boot]: load config.rom
Using switch device
TFTP from server 192.168.1.66; our IP address is 192.168.1.2
Filename 'config.rom'.
Load address: 0x4000000
Loading:
HHH B R R R R R R
#
done
Bytes transferred = 337444 (52624 hex)
[Boot]:

FHP:
7f BootROM KiK', #4714 write flash:/ config.rom. DL R &6 58357 51 5 S0 1 AR-AE
[Boot]: write config.rom

File exists, overwrite? (Y/N)[N] y

Writing flash:/config.rom...
Write flash:/config.rom OK.

[Boot]:
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BN

PAR & B8 5 |43 3 boot.roms

[Boot]: load boot.rom

Using switch device

TFTP from server 192.168.1.66; our IP address is 192.168.1.2

Filename 'boot.rom'.

Load address: 0x82000000

Loading:

HHH B R R R R R R R
HHH A R R H R

done

Bytes transferred = 496240 (79270 hex)

[Boot]:

8w 2

7t BootROM Hi:\ R, $hAT4 write boot.rom. LA 25 5851 5 SO AE AR A7«
[Boot]: write boot.rom

File exists, overwrite? (Y/N)[N] y

Writing flash:/boot.rom......
Write flash:/boot.rom OK.

[Boot]

BIP:

DR 2 T8 R WG SO R T
[Boot]: load nos.img

Using switch device

TFTP from server 192.168.1.66; our IP address is 192.168.1.2
Filename 'nos.img'.

Load address: 0x82000000

Loading: ###HHHHHEHEH

done

Bytes transferred = 51635 (c9b3 hex)
[Boot]:

P
7f BootROM Hizl K, #4714 write flash:/nos.img. LR &%) 58T 5 G A5 S0 R AR A7 -
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[Boot]: write nos.img
File exists, overwrite? (Y/N)[N] y

Writing
flash:/nos.img

Write flash:/nos.img OK.
[Boot]

F1p:
THRAZ ALY, {E BootROM #xC T, #4474 run B reboot, [7]3] CLI Bl il
[Boot]:run (&¢# reboot)

BootROM #&= T iy HAt ir &
1. DIR#%
T R FLASH HRIRAE IR SCPE
[Boot]: dir
256  boot.conf
2270  startup.cfg
2270 1.cfg
255  bootip.conf
11838890 a.img
11838890 nos.img

7 file(s), O dir(s)

Total size:27838464 bytes , used size:23810048 bytes, free size:4028416 bytes
[Boot]:

2.5.3 FTP/TFTPF 2%

2.5.3.1 FTP/TFTPfj4

FTP (File Transfer Protocol) /TFTP (Trivial File Transfer Protocol) #B+& SC{-A% %t
W, ETCPNPHE T AL T 25 VUE, RS T ZE, EZH T ENLZE, EPLS At
BLZ TS e IR % I — IR S5 2B AT SO R . R I AT A [F 2 Ak
FTPAE TTCPZ b, A nl gy i m E B R A IR 55, (R e ARSI
B LA R EA L] Gl i B SR - 2 A R SR SEIAE ) o« FTPYEREAT SCIFAE 4
I, 26 PR 55 s 2 (B BT N e IR e e . H e HFTPE LU A%
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IR, RS AR )20 i SRR, T 5 R Rk U R

e AT AT 2K

— RN AR 25 i E A RIRSS g E O TR AL K kR S, R
Bl — LR B B AL o0 i G IR S5 45 205 3l I BEAT AL FH 19 4% A1 R FH 205 3
5 OISR AL A sk A S 1 ST B, M e s WR205 v HOEAE AT ],
B 205 0 L AT AR, RS ae il R0 H B oy AR i S g S A R

TR0 7 RSN IE R o B A AR R T R IR 5% A i B LA B, RS
SRS [ s T W s 1, R A s A P R T VR R g, FH RS i B S 4 E
I P s 11 3k ST B %

FH s R S T T E (R M AN S 1, G AE A 5 = U7 ke S R IR 55

TFTP /R#AE UDP Z L, $RUEAT SRS, [FI ARG e L]
DA KR F P A RS 0 SO E A e il o Ao i S, T3, I b I AL 7 2K
RAREEIE 0 IE AL . TFTP AT FTP B0 A e 3R A5 B ) . TRE AN R SCAAL iR
%

NI FTPITFTP 2 P HLANIR S 1 Dhhe . A HALIED FTRPITFTP 2 LN,
TEAS M HMLIE H TAERIEOL T, eI FTR/TFTP R4s4s Cnl LU FHURIIL & AS
U FEECE SR G, (FTP 22 i o] LAV IR S5 as LIRISCHESIER), AT DOReAs it
LM AT E SO R G S L3k Bz FTP/TFTP MR454s b (nf LU NI E A #A1)
FIRE: “SATHHAER FTRPITFTP RS54, FRIFEEREA ERALN FTRP/TFTP 2 7 it
AR BOCAF RS, (FTP RSG5 e it fR ALk o5 45 F 3O3R Dhfe) .

N FTPITETP 4 2R TE:

ROM: EPROM [{fiiFR, A5 HB rds. ACHMHIRH] FLASH NAAAUE EPROM.
SDRAM: AZHHLNAE, T RGNS AT FECE P20 A7

FLASH: [NAf, HITIRAFRGECIFAECE A

ARG WHERGWAG NG| 330

RGBT SR A HA UEAT IR B FIERA T SCRERE P A5 1 IR 4 S0 A, BEFRATTII R 3 IMG
TN o AR GG A IR SRV RAEAE FLASH o SZHHLIE, 782 Bl ER AT
Wi FTP EERGWUE AT S [ € ) nos.img, 4830 R S8 IMG SCAF (1) B2
I3 EFRT I FA NI S B S, BRFRATTIE 3 Ui ROM FHSCA Can RSO3
K, ATRUESEA IMG 3o 51530 R AV RAAAE ROM o AZHALRLE 513 A A,
AR RSO 44 [ 52 4y flash:/boot.rom Fl flash:/config.rom.

P ST A T AL R B E S RS AT IC B o DX 23 JA B e B SO s AT E B ST TS B
e, 1 % 03 R ST o

JABNBCE SO AR A B F B E P 91 o S8 Bl G E SO AR AR By RAAE A
RIDE A IR IR B DR B o T ANSCRE CF R I B, AZ LA Sl & S A7 FLASH
Ho WTSCHE CF RIS, A BNECE ST LLAFIIE FLASH el CF R Xf T 304F
BCE 2 50 B & SO e &, R BhlC & SO 44 0 cfg S0, BRATE LT A
startup.cfg. X TA SR ZHLE OO 4, JHBIRLE SO &1 2k startup-config.
IEATRCE S R FRACHAL A RS AT G E P8 o ASHNBATIC B S AE e A AE . i,
15 FH iy 4 write 2 iy 4 copy running-config startup-config, 7] #1217 AL & ¥4 running-config

2-19



EAEHBRIME B2 F THBHEARE

MNAEFLRAZES] FLASH H, B SEIZEAT IS 7 5 2 8 S0 E SR, TE RO E AR T
AT A AR SO BB T (ERC E, ASHRMLRE , AT E SO 44 1 E A running-config .
) HCE S Bl factory-config U, EACHRHLHE) I ECE SCPE, (T v 4 set default
Fldr 4 write, = JH oG nREEC B SO RO BB S

2.5.3.2 FTP/TFTPEC &

ACHHUE ) FTP B TETP &) HLIN, £ERC & EARATLL, DA T IHE FTP A1 TFTP
PR LN G B s A e B

2.5.3.2.1 FTP/TFTPEC B4 F5

1. FTP/TFTP & P HLIC &
(L R F R E SO R G s
(2)  FTP %/ HLAFIRS S LXT51E
2. FTP IR S5 A5 L &
(1) J3%) FTP Server
(2)  [LE FTP XM P 4M a4
(3) &M FTP Server i&H:%5 I Pl
(4)  <H] FTP Server
3. TFTP k454 il &
(1) )33 TFTP Server
(2) [E TFTP Server ¥ 825 R I PR
(3) P A AR I 5 ] A 98 A WA 381 5 S 11 B A UK
(4) <M TFTP Server

1. FTP/TFTP ZFHLEE
(1) FTP/TFTP % " Ml I 40

i fifRE
RO P C E AR
-url
copy SSOUTCEUI | b TETP % L 1 R A fE
<destination-url> [ascii | binary]

(2) FTP & WA F k554 S AE5)5R
FERUHH P iC B AR

FTP & AL & & Ik 55 4% L 3C 1 1 %
ftp-dir <ftpServerUrl> FtpServerUrl N
ftp://user:password@IPv4|IPv6 Address %
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2.FTP R4 SIE
(1) B3] FTP R4

Ly fif g
4R fC B
ftp-server enable % ETP Server: 4%y 211 no B4 5 FTP
no ftp-server enable Server IR%s, 251E FTP H 8k,

(2) FLE FTP B AR 4
i & R
4 JR e ERC

i ft username <username>
PP B FTP B 4 RIS 04 A4 no

BAE G MERICE R 4, RN I ER A .

password [0 | 7] <password>

no ip ftp username <username>

(3) &% FTP Server 325 R I FE

T fi R
AR e A
ftp-server timeout <seconds> R IER T R I PR .
3TFTP RFAHELE
(1) J53h TETP % #
Tl fi R
AR e A
tftp-server enable Ja3)) TFTP Server; A4 no 44 KM
no tftp-server enable TFTP Server fIk%, 251E TFTP JH7 &3k
(2) 5% TFTP Server %4245 H I i
[ike filtRE
4 e e B A
tftp-server transmission-timeout A O TR
<seconds>

(3) & TFTP Server %3 dAL s

i & iR

42 R E A

tftp-server
retransmission-number pasw IS NG R (2

<number>

2.5.3.3 FTP/TFTPHE B %45
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JoweHLHE Y IPv4A 1852 IPV6, & By SAHE, NI zE R A LA 1Pva Huhik A ]

10.1.1.1

Kl 2-3 {E4 FTP/TFTP client F#% nos.img CfF

SEB] 1: ATHMLAE S FTPITFTP % P i RAE H o Al Ui ok 5N D SN ER:, 5
ML FTPITFTP JIR454%, 1P kol 10.1.1.1, ZZHMLVEN FTPITFTP %7 5t, ACHpLE #E
VLAN 1] IP H#ihl: >k 10.1.12.2. MIFHEMLE N A #AL “nos.img" 3L 4F .

o FTP B

THEA L

EVHENL E A3 FTP Server 84, 1 His & H P 4 4“Switch”, %65 4 “superuser”. 1
“12_30_nos.img" AR EITHEHL X M) FTP Server H .
kN W e SO

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut

Switch(Config-if-Vlan1)#exit

Switch(config)#exit

Switch#copy ftp://Switch:superuser@10.1.1.1/12_30_nos.img nos.img

AT S ik a2, AL AR S B nos.img SO 43 FLASH T,

o TFTP B :

A A

TEVH N E R B TFTP Server 2414, J1-45“12_30_nos.img" XA B EXS NV TFTP
Server H3x T

AN E AP IR AT

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
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Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit

Switch(config)#exit

Switch#copy tftp://10.1.1.1/12_30_nos.img nos.img

LB 2. THAHEN FTP RS EARAEH] . MA@ FA i 1 55 - R:, S Hp L
N FTP kg5t tHHAEN FTP %/, R AZHAL L) nos.img"SCAALIL BT HHAL L, R
174 12_25_nos.img.

kN i SO

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0

Switch(Config-if-Vlan1)#no shut

Switch(Config-if-Vlan1)#exit

Switch(config)#ftp-server enable

Switch(config)#ip ftp username Switch password 0 superuser

THE N A
Wik FTP &k, EsxBNac#pl, H P4 b Switch”, %54 “superuser”, ifiid“get
nos.img 12_25_nos.img"fir 2 ¥ A AL 1) “nos.img” SCAF R 2 EITHE ML L.

L) 3. ATHHUVEN TRTP eds sk Al o Acfeblidiid 5o 1 5 v SEHUE R, SSHb L
N TETP g5 as, WHEMUER TFTP %25, RAZHAL B nos.img" A AR 2ITHAENL .
kN i S

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0

Switch(Config-if-Vlan1)#no shut

Switch(Config-if-Vlan1)#exit

Switch(config)#tftp-server enable

THEA L

Wik TFTP &/ uniff, B BIACHpL, Jdid “thtp"dr 2452 bl L1 nos.img ST 1F T 2 2
THEHL L.

B 4 ATHHUAE N FTP BN E FTP MRS 2% LC/ak . A0 ACHedlamid A
KEFHENAE, THEN FTP RS 2S, 1P #ulikh 10.1.1.1, HMUAEN FTP %) ifi,

L VLANL 2100 1P Hudik ok 10.1.1.2.

FTP BCE:
T E AL -
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TEVHEML E RS FTP Server #A4, JF Hi B H P Switch, #t5°4 superuser.
ALHPN L

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit

Switch(config)#exit

Switch#ftp-dir ftp://Switch:superuser@10.1.1.1

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img

nos.rom

parsecommandline.cpp

position.doc

gmdict.zip

(B BR)

show.txt

snmp.TXT

226 Transfer complete.

2.5.3.4 FTP/TFTPHEAE 8 BY

2.5.3.4.1 FTPHE4EH Bh

FEAEH] FTP PR RGN, S5 A RIS A rTE, RIZEAEIT FTP 25, A1
Ping T FTP 25 P HLA IR #1025 ik . i Ping ANIEL, W) &5 5 AH A AR R
PSR () AT IS T o
o NI RE SO I IERE S, WIRASIERM, TSR RE S 1) n A I R AT copy i

%o

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021
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read file ok

send file

150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.

close ftp client.

o NI EMOCE IERE S, WIRAIEM, ISR AR 1) A I BT copy i
%o
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

recv total = 1526037

write ok

150 Opening ASCII mode data connection for nos.img (1526037 bytes).
226 Transfer complete.

o MR HNE T FTP ARG ARG SIS, SR RGN IR R Tt
K hi“close ftp client.”5;“226 Transfer complete.” {1 7“kE, I AZ #ebl il LLHE T 5
JERIEAE, SN S FEEC N A . AU FTP AR RS S R RS E)
SCPF RIS, 1 FEH T 2 liidt A 21 BootROM AL T2

2.5.3.4.2 TETPHe4L 5 Bl

EATH TRTP Bl T #BORGESCATI, S5 D ORIEFEE I T ak, BIAEAEH] TRTP 28, Al
H Ping fir 405 TETP 25 HURIR 55 25% 12 75 vk o 0 Ping ANIE, W) A0 B AR M HERE A5 5,
PSR (1) AT IS T o
o NI RRE SO IERE ., WIRAIERM, ISR RE S 1) n A I E R AT copy i
%o
nos.img file length = 1526021
read file ok
begin to send file,wait...
file transfers complete.

close tftp client.
o R IR MO RS, WA IR, TR AR RS 1 T IA I EH T copy iy

é\c
begin to receive file,wait...
recv 1526037

kkkkkkkkkkkkkkkkkkkkkkkk

write ok
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transfer complete

close tftp client.

WAL TFTP JHRR G AT 8RG8 830 F I, 285 A R G R ML =TT
ki) close tftp client.” ()74, U ASHAL AT AEAT E S A ERAE, 5 LR 2 S BUZ L
TEEEN. ANBLEE TFTP JHR ARG LR GRS SO RO, W0 T it A 2]
BootROM #x( T 2
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BIE MFRGHRME
3.1 TR AN A

AEBHMUI SO A7 B8 B FLASH. FLASH A8 #bL b a6 %4, ol LU
KAFTMRGWAZ A (MG 3 RGeS 530 (ROM L) MIRGRE S/ (CFG XL
" .

FLASH 1] A7 Shell £ T 8 Bootrom B T HEAT XA 6l MIkR . H v H54F .

3.2 X RGBS B E RS

ATl BE A AR A

2.7 Ha B4R

3.7 H MR

A NGB HA R B (1 AR AR

5. 5W7R iy AR

6. S A7 Ak BE A% (R i o SCPF B H S R
(8] S s iUy S
8.3 Ay A4 R AE

9. 3L il AT

1 A7 fili B s SR A

A fit R

FEBUT i AR

format <device> # A

2. F HFEWAIEEE

i il B¢

FERUH e AR

mkdir <directory> TEFRE B R E H sk TR H %o
3.7 HRHWIMIBREAE

i il B¢

FEBUT i AR

rmdir <directory> TEFRE A& IR E H FINBR 7~ H %
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A BT R A B A TAEB R

T iR

FEBUH R A

cd <directory> YA B I TAERR AT
5. B S TIE®E

i il B¢

FERUH e AR

pwd SR MET TR AR

6. Al LA T IR RSP ER H R A5 B

T iR

FEBUT i AR

dir [WORD] WA B TP R E U H R AE B

7. WS R S B iR e S

T iR

FEBUT i AR

delete <file-url> MHIBR SCAF 2 48 L de e S

8. XM E M

i il B¢

FERUH e AR

rename <source-file-url> <dest-file > FEAT AL PR A4 58 1R SO FE i 44 2k B
PEIEE

9. 3CHF R il

T iR

FEBUT i AR

copy <source-file-url > <dest-file-url> FEASHAL F R FEAS R € SO DB i S
fF.

3.3 HAINMH

2477 240 E FLASH 1) IMG 324 flash:/nos.img & )43 A flash:/nos-6.1.11.0.img
.
AEHM L E W T
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Switch#copy flash:/nos.img flash:/nos-6.1.11.0.img
Copy flash:/nos.img to flash:/nos-6.1.11.0.img? [Y:N] y
Copyed file flash:/nos.img to flash:/nos-6.1.11.0.img.

3.4 H4E T B

G P REAT O R G AR BT RN, TR A 2 LR R T
T SRR B ER AR N E A IEH
T HAT SRR, SRS IEAERAE,  BH AR EAL R A O R SO H AR
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FAE KHMERE
4.1 SRR

AR — Py NI E S BB, 5 CLI. SNMP. Web Config A RIFIE,
EAFIE G RS HL (A AL X HARAZEAL Ol RATHAL) HEAT IR & B, M
ANTEAEE B TAESG L B ARAS A LA T BRI B o iy 2 A A LR B R AT H L2 T2 — %o
ZINKER, G AN BT IR B L 6 RSBl HEALE S Bl F i E
AW P, SR T B A HAMLI AR E AW 1P e DI R B B, 76 1P s H
EIKIIAR, ERMNERE FBYE T IP Mk Pe . w FLARREM M) 7 sh &R 3L
HATERE BRI AL (AL, 73 03 v] DURR R 75 2 T3l 1 240 R I 1% 22 46t
UM S AR, Boh SRR B S He L, AT AT LIS I iy A AT LN B A e LA T
JIT A TG R BRERAE o 24 22 6 W DL AT A L0 AT AR AN [ R S R A7 B UL 2R 55 0 A AN [R] PR AR J 2D
I, AR (1 7 (R R AR B 1 o SRR AT — ML sl iy P B, DANTR 2 S
IR A RS LT N 1 RDEAE IR, T A LR FH i 4 R R B 2 IR P Fh 4R e 2k, DA T
A4 L IR
SET AR DL AR, SR AT DL R AL
A 1P Mkt
fRI AL B BT S5
ANSZ I 23 4 4 2R R ERL B ) PR 1
H 3 I A B 7.3 B
FEH T BRABLE Rt T OB 21 W B 2 A AT bl
SCREXTER T AT G AT LK TH A B 4 B

4.2 BN EEARRLE

SR B B AT P AR

1. ) s AR T R

2. HEATAERE
1) FCESR R A 1P Hidikith
2) B E R
3)  AEAEREOI N B R AN R

3. FEAT A AT L e A A O R v
1) fiResAE IR BB RE
2)  WCE AR member BCA I member
3)  WCE S A AT AL AR ORI R ST R I ] [T B
4)  BEE B AR I IR R R SRR SRR B R AN
5) IR AT A AT HALLEY 5L S WAL B R

¢ ¢ 9 9 8 9
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4. FEARIEAT Wbl L A S 5

1) BE SRR RIS ST ] 5] B

2) W EER ARG RO R AV E RIS
5. I FH BT 0 A A T I A A B

1) EFERCE R

2) N A LA T I AR T

3) A ML

6. HIH web & BEAHE R &
1) Ja3h http
7. FIH snmp & BEAE R ) 5

1) 43 snmp server

1. e LR T fE

[ike filtRE

4 e e B A

cluster run [key <WORD>] [vid <VID>] J3 By BT 1 AT A UAS B 2% I R T 2
no cluster run figo

2. &R

[ike filtRE

4 e e B A

cluster ip-pool <commander-ip> T AR TP B L VA A AT 1P
no cluster ip-pool otk .

cluster commander [<cluster_name>] 1 o TR
=) 7R o

no cluster commander

cluster member {candidate-sn
<candidate-sn> | mac-address <mac-addr>
[id <member-id> ]} VS 0 B o AR 5 73
no cluster member {id <member-id> |

=il

mac-address <mac-addr>}

3. FEMSHN LEEERAHR R

ks fieRE

4 e e B A

cluster auto-add Al G A 1 BT R B i i A 4 Bl
no cluster auto-add EEENIRNC S i
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cluster member auto-to-user

3 A B I 18 D3R 1T B A [
JE A

cluster keepalive interval <second>

no cluster keepalive interval

BCE AR ORIE I 1] o

cluster keepalive loss-count <int>

no cluster keepalive loss-count

BEE AR ORI RO SRVF R R
e

R

clear cluster nodes [nodes-sn

<candidate-sn-list> | mac-address

<mac-addr>]

7 B iy 2 AT LYES RSB AT 4 L
HIRH AT K

4. FEfEGEAHN L BRI SE

fir & iR
4 ey e B
luster k live int I < d>
cluster keepalive interval <secon SRR R I

no cluster keepalive interval

cluster keepalive loss-count <int>

no cluster keepalive loss-count

BEE AR ORI RO SRVF R R
e

5. MMM E R TEEEH

PN
fi &

fiRE

R U

rcommand member <member-id>

7|

i

T4y 2 AL _EALH iy X
(¥ A AL T O B P

rcommand commander

T 3 AT B L _E AL 2% iy & 50 iy 4
AT LA T OB

cluster reset member [id <member-id> |

mac-address <mac-addr>]

FE A A AL AT % i 2
DAL

=

cluster update member <member-id>

<src-url> <dst-filename> [ascii | binary]

4y 2 AL X AL REAT
TRETH o

6. FIFH web BHERMNE

PN
fi &

fifRE

42 R B R
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EAEHRAE B 4T EHMERE

A iy 2 A MU B A A 3 AL L5 3))
http ZhRE.

vE: it web A commander 15 v
ip http server member B 42U/ member i
JFJA T http ZhEg. commander @it
i AR A member 75 AT
Kj 1l member.

7. M snmp BEEHFNE

i & iR

42 R E A

T 17 2 A8 e LA B A A # L L 3
snmp server D

7l snmp A commander s 17
member 4201k member L
snmp-server enable JF )3 T snmp server I B .

commander i it ¥ B 4k EFF
<commander-community>@sw<m
ember id> () J; 0 U5 [l 45 & 1
member.

4.3 SREEM B 2445

ESUE
U5 A HHL SW1-SW4, Hirbfig i SW1 4 iy AHML, HARATHA LA B A HL, Horh SW2
A SW4 Fiir &AM EHANE, bl SW3 il se bl SW2 4 2 iy & AT # b .

El l E2 El ll E2 l El El
SW1 SW2 SW3 Sw4

K 4-1 SRR R E
o E IR
1. FCE AT AL
SW1 [fIfcE
Switch(config)#cluster run
Switch(config)#cluster ip-pool 10.2.3.4
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Switch(config)#cluster commander 5526
Switch(config)#cluster auto-add

2. P B RS
SW2-SW4 [FLE :

Switch(config)#cluster run

4.4 ERMEHAE T B

AEAF AR R P B B ) L, A A A T R A

o RTIEMICE T AL, IFE3) T A3 ADIfE(cluster auto-add), Jf Hig 7 i 4
AEHALAN R 53 A H LA ZE ()3 11 11 &L cluster vian.

T FEMAAHHLI VLANL 33 cluster commander J&, /AN EAEZ Vian T3 shis d1 i
W (rip,ospf,bgp)5s, LLIEBEGiZ S BMSCK 2% Vian (R SRR 9 A ki) 4% 21 e ae i
ML, I8 R R i

o A AR R A L R R AR IE R, ATl ARG debug i A WLERAT H AL
REAT LE A ORI A B S R S I AP R S
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