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F1E LREZE

IEEE 802.11 W 451R 2% ) 52 2| 25 Pl I 258 i (R 52, WIAR Z 8281 AP (Access point)
7 Ad-hoc W45 Z LBt 55 - Rogue £ %1l I 4% 2 AR Bl — AR ™ FE 1R 12 o
WIDS (Wireless Intrusion Detection System) T X 45 3% = 1 7 Beaks Al IS 2k i 2 A\ A2 3F
AT HLWIKSI . WIPS (Wireless Intrusion Prevention System) wJ BLER3 Al /4 2 i1 ) AR
WeICE M 2% FOREAZRR VLA VT ) o To2k 2 T REAN AT LUG SR FH P T PG 2k 9 23 N
AT BRI, 10 BT DUR S il i 2R AT =340, AT A O A b 09 22 F1 H] P AN o 26
W2 R AR A& Vs Il o

LUNNPEIOP 5 AZactelPSNINE ALY
1. RF Scan Report Message

Managed AP < JEIHPE 11 AC Controller 3% RF Scan Report Message, H:Hid 5%
TJEEEAR SR AP FI Client /5 &, AR IXLEREfR{E K, WIDS BRSOk I (1) soipsr i, BA
S o ) R A AEAE ARV ¥4 . Cunknown BIAJ, AR 2 rogue)

2. Client-Threat-Deauthenticate Message

25 Client SCIRARE AP 21 2P H A% A€ 4 Rogue W& 5, WA IFiE T known
client FJ{R#" T fE, AC Controller &% i 545 Managed AP, tH AP i 5 It Client /% fi#
NI S ZA HSCH ) AP, LURER Known Client il Unknown AP (&% .

3. WIDS-Configuration-Message

RO B 22 5 Rogue AP Bl & i 48 1), AC Controller 3% i B4y AP, HLIHIY)

FBtFx AP MAC Address #Mil & il &«

7% 1-1 WIDS-Configuration-Message 75 &% 5

Description Element | Element Content
ID Length

AP MAC Address |0x0021 |6 bytes AP MAC Address

Enable Wired |0x7001 |1 byte 0—Disable Detection

Network 1—Enable Detection

Detection

Minimum  Wired |0x7002 |2 bytes O0—Network detection is performed on

Network every RF Scan sweep.

Detection Interval 1-3600—Number of seconds between
detection attempts.

AP Attack Interval |0x7003 |2 bytes Number of seconds between
transmissions of de-authentication frames
by operational mode radios.

11




TREZERME B1E BEREZE

Number of | 0x7004 |2 bytes Number of BSSID for which the AP will
BSSIDs in the execute a de-authentication attack. Set to
attack list. 0 for an empty list.

BSSID Attack List |0x7005 |7 to 112 bytes |6-byte BSSID followed by 1 byte channel
number.
The list size depends on number of

entries.
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TREZERME 55 2% AP B

H2E AP Bl
2.1 APERRLRIAN A

AP SIS0 32 ) SRS, AP AR S Client F1 AP {58, FE6 Wil 20 SR 3k
REFBEN AC, IR AC RNIEEAEEREF ) Controller, 4256 RF Scan Report Message
&% %] AC Controller, AC Controller 43 #T RF Scan Report Message H 141 a5 &, 1Hid
5 PO AR VE B A A I I, X 484 WILAN 9 454 o i S BE 45 HEA T A A

o AP [ TAEIRE S A R R IR PURr: AP S A 1Y) Radio T LARC & 4 w4
#i3: Active FIl Sentry. 4b-T Active #izC[¥) Radio 1F % ACFL i,  JURLEWE K [ BE
IR PR PR A, e R A R RSB, 1 2.4G 5 5G; 4bF Sentry #5X
(1) Radio ACEATATH P e, LA THMENEE, EnDEniaes 2.4G 1 5G S i
P A, T Sentry mode (1) Radio L HRT- 414 T4E, H.[RIE MW 2.4G F1 5G 4l
BWMTAEE, FIE e minam. Wi, ISR R . Bk, 7282
J& sentry mode (%) RF Scan Report Message A fgtaill >k, HA % ap TAEAEARE
{51, Unmanaged AP #: A5 4k k4% .

R 2-1 AP DU ARG

R R

Managed AT AC A5 EE O AP) RE.

Standalone | AL THSTIEAE (FEAP) CIRAS, A0 FERAE Valid AP F itk AP T30
% 4 standalone R .

Unknown TERMERA, JF Managed 1 standalone, {H %A #4)5E H AR AP,

Rogue B AP, AR S DN A E A s o

AR PR 2 T AR AP AT I T, A ST 1 10 ksl ok A8 WLAN 9 2% v ) e
AP WAERCEIARE AP, JRE AP R H G741 SSID. Beacon it Vendor “FEBAN G
Beacon i %47 SSID Bt 7L (F E #U 2] managed AP ) Beacon . Managed AP
KIET) SSID. AP TAEEARA I . SEHIRE AP i B4 %A Unmanaged AP 2 A\ 15
Mg, AP T TR 24 UAE T, AP TAE{E WDS #i:. AC Controller iz17 _Lik
11 ARSI, L SRAS DU by, U AP SE 4 Rogue, JfAIE Trap AN 4

A, Wik AC Controller J1 /8 T & il Zhfig, £3/ki% WIDS-Configuration-Message, 14
Rogue AP %13 & %4 Managed AP, #XJ5 H Managed AP %} Rogue AP 31T [ i, [A]INt &
i%"wsRFScanRogueAPDetected" Trap i %1% & .

NIRRT 11 A AR AT A2
1. MEREBERIEYE AP

W T DA BEE AR AR, Radius AR5 #2511 Valid-AP $if J4HH GIE, 76 Valid-AP i
R B ] LTS E AP ) =FIkA: Managed. Standalone. Rogue. M4 % & )9k
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2 AP i A Hh 5% Radius 45 42 1) Valid-AP 338 72 4% W 4 i & 4 Rogue ) AP
2. 3E% AP BE YA/ SSID

AC controller 1 SSID £ ifi] RGc ¥ 4% L B0 %A AL SSID, Rk AP i &1
HIX LA SSID KRG % 7 Client #2 N, MG IR 5 B
3. Beacon M Vendor FBAE:

Fuer 2z H 58 Managed AP ) mac Jfk 1% Managed SSID 50, AF=M41E
Managed AP (£ beacon i HH 4255117 vendor 7B, X FEE R I vendor Bk if LA
t Managed AP Mac Hiifil-[¥) Rogue AP (41X ¥4 vendor 7B, RF Scan Report Message
H1 (1) Neighbor AP Info (1) AP MAC Address 4 00-00-00-XX-XX-XX) o
4. Beacon W4 SSID FE

AN T WA I B, ] AESAE benacon Wi AL SSID T, (HE A LUE
i %1% probe response %5 /& i% probe request /] Client, DI client 2N, Jwil 22415
o
5. FEARRf5 18R ®] Managed AP ] Beacon i

i1T Managed AP {518 & i AC 7L, JITLh AC %0 Managed AP 1% TAEHI{F
18, 1mEEL'E Managed AP [ mac, {HIL& 1% beacon Wi Fr i H {5 18 H1m] REAERT R
IOEERER
6. AP ff F T H R Z 2AETT 5

AP [¥] beacon i 24545 H 22 43 IAIE 7 20 Copen. WEP . WPA), [X il id k631 beacon
g 3 1 22 AU IE T RJE 1A AC Controller HHACSEIY AP BLE 35, o LUK H 2
rogue AP,

7. Managed AP R HI SSID

Wi Managed AP iXJLAL SSID, WM Managed AP ] AP 23¥% RF Scan
Report Message & i%45 AC controller, %15 B rHE 0 & AN G 1 SSID.

8. AP TAETEIRESGE

ANTR] ) GO0 S AR B S AT AN RIFR) L E 5 A7 645 T A0 S L8 [ 5 B VL IR A Ty LB A2 R
I, W AP TAETEAREASE, MDD I Sk o PR ZE0iT 4 {5 16 1) beacon i, Jit
PLH fig i1 sentry mode ) Radio &%) RF Scan Report {5 & A" GER I HL 3% Pl gl b o
9. ALK AP B E R

W AP Yk A Standalone, HA 2| WELE R AC  Controller fRA7 (1)L &
5, Mgk AP N4k AP, #5015 Rogue AP, vE: ZRARIME A T/E(EE. SSID. %
NIETT . WDS BN 7 e ANAT 2 25
10. AP TAEZE WDS #{

WDS (Wireless Distribution System) Gk 73 i R 48, AN (AP) JEid okt
ATIERMNPML . 124T4E WDS K1) AP S Mrfeslirh 4k 1) 77 AR H:, FRAIC TR AT 26
LRIPMCHR, B T AL W 4 45 1 1) R T I R A4

R AP S ilid WDS U7 0% R AC FJF Hak AC B, HIFI A E 1 AP Bk
WA TAETE WDS #E5K,  UmT A Ak 2 Jg i o
11. Unmanaged AP B AF LM%
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5 2% AP BUHHETI

K4 A Managed AP A BEFR A2 p%E, P LLAIR AP PRS2 Unkonwn HARK I

PERAEA LM% L, WK% Rogue AP,

2.2 APERi s I A B

1. MERBERIEE AP BLE

PANA
IJIJ/?\

fiRE

o2k 4 R ic EAR X

wids-security admin-config-rogue

IR R E AR AP
.

2. 4BV AP [RESVAI) SSID LB

PANA
IJIJ/?\

fiRE

o4 R ic EAR K

wids-security unknow n-ap-managed-ssid

no wids-security unknow n-ap-managed-ssid

FIFIeMARE: AP RE &
Y1) SSID Kl .

3. Beacon @i Vendor FEEAESHELE

PANA
IJIJ/?\

fiRE

Togk 4 R B

wids-security fakeman-ap-managed-ssid

no wids-security fakeman-ap-managed-ssid

T FF /1K 1 Beacon i H
Vendor “FBAGER

4. Beacon M H¥%H SSID R E

AN
iy 2

fiRE

Togk 4 R B

wids-security managed-ap-ssid-invalid

no wids-security managed-ap-ssid-invalid

FIFFI2 A Beacon i
1 SSID F-BeAa

5. FEAERA5IEEWE] managed AP ) Beacon Mg &

PANA
IJIJ/?\

fiRE

Togk 4 R B

wids-security fakeman-ap-chan-invalid
no wids-security fakeman-ap-chan-invalid

FTIF1 5% A B2 A 1 20
#l| managed AP [1] Beacon
TS o

6. AP ff H T 45 R Z A NE T R E




TREZERME 2% AP BN
i iR
Tog 4 R ic EAR K

wids-security managed-ssid-secu-bad

FIIFR M AP AEHT T E DR

no wids-security managed-ssid-secu-bad (1) 2 A AIE 5 A
7. Managed AP RIXZTH I SSID Bl &

i filt B¢

B S oy ] L W

wids-security managed-ap-ssid-invalid

no wids-security managed-ap-ssid-invalid

FIFI2 1] Managed AP &
IETCRF) SSID Kl

8. AP TAEFEIRAMG B B

AN
fir &

fiRE

Togk 4 R B

wids-security ap-chan-illegal

no wids-security ap-chan-illegal

FITFIRA AP TAELERD:
friE k.

9. B:HIBE AP L B4R B

PANA
IJIJ/?\

fiRE

Togk 4 R B

wids-security standalone-cfg-invalid

no wids-security standalone-cfg-invalid

TIPSR IERIRE AP i
FATHRAI .

10. AP T4EfE WDS #z{lic &

PANA
IJIJ/?\

fiRE

Togk 4 R B

wids-security wds-device-unexpected

no wids-security wds-device-unexpected

IR AP T AE#E WDS
A

11. Unmanaged AP 3 A\FH &M K il &E
1) FTIF/EH Unmanaged AP 2 A A 2k 9 25 K il

PANA
IJIJ/?\

fiRE

Togk 4 R B

wids-security unmanaged-ap-wired

no wids-security unmanaged-ap-wired

F1 I Unmanaged AP
FENAT M A0 .
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A e R DU ) e
wids-security wired-detection-interval <interval> WIEEAFINR] s P A Fe ke
no wids-security wired-detection-interval W1 5 e 2 N 46 A5 I 1) 21)

BRI

2) Y E R LRI K VLAN ID
i e

AP Profile it & =,

BRI AL B T BT A R
VLAN ID; i B A 2 47
P it VLAN ID ZERIAHE .

wired-detection-vlan <0-4094>

no wired-detection-vlan

12. Debug HIAHKHE &

e fi B
FEBUREE
: o : FTFFIEIA WIDS 8
debug wireless wids internal-info . N
: - _ Wi R i) debug {7
no debug wireless wids internal-info .

2.3 AP P 2545

lanazed AF1
sentry
VLANI

AC Controller

K 2-1 Unmanaged AP 2 \ 15 £k 1% 2% 2401
w EEFTR A& AC AEM e, Managed AP1 £:id portl 5 AC controller #H3i%,
EW K% RF scan report message %5 AC controller #E1TAFE . AP1 (PIRASBEE N sentry
B AP2 O W2 TR K AR R N AL 6o SEATR I M 2% vh, 2 5 474F Unmanaged AP #:A
HL ML, FHE RN APL AT AC controller #4741 FC &
AC>enable
AC#config
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AC(config)#wireless

AC(config-wireless)#wids-security unmanaged-ap-wired
AC(config-wireless)#wids-security wired-detection-interval 120
AC(config-wireless)#ap profile 1

AC(config- AP Profile)#vlan 2

2.4 AP ST I HEEE 75 BY

TERCE . AR AP UM, an S tH L AP B DU AR 6 1E 5 I AT Bk I 45 A4 %
TR A AR U R A
T IE ARV EIE R IER.

= A AP BUIMSIE S CEB).

@ AP TAEEAEVAEER Unmanaged AP 2 N 26 I 25 K I, EEAfA 14 AP 11 TAERE
A4 sentry mode.

e WIRAEE AP i B GVAR SSID B 5 HEAG I 45 R AR, T AR AP Rl B A

TEMCAERE ) AP 7548 H] T AR A SSID. WHRAELE, B SATER R AP (1)
SSID.

= iR Beacon i A AT SSID 7 Bkl It b IS U 45 S %, 1 A M 2% o2 A VAP
Bl T Hidden SSID. WIRAFLE, i X AIAT I .

= R AP AER TR IR I 2 AU GIE T S I H IR I S5 SRR R, 1 AR AC Controller
e R AP A OG22 4 IR KRR

= IR Managed AP 3% TCRLIT SSID AL H LA I 25 A58, 15 AE AC Controller
SRR AP WKL E AR EFR D .
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$F3E Client Bl
3.1 Client g A48

Client R 7543 4 LA R DU b«
% 3-1 Client [ PU IR A

K& il RE

Authenticated M YAER Client

Detected Rl 201 Client, A B YOIEHAE B B E AR
Black-Listed FAR Client

Rogue k¥ Client

MRPEAETE Client (9 7, A7 aiiT 1 7 Bkl B b 40 WLAN 9 28 o ) 7
Client 47 #i¥1: OUI A4, Known Client Database H5&E JEiE . AR SRz it Bl |
PRETVE SRz BTt o AR SRz Bt . R R Mo R IO BB . &7 Client
KEEARHAP o AC Controller iz17 L& 7 R BEIN, - i RAG I 2y, WIHE Client & 7%
i Rogue, Jf & 1% Trap 51 4 o [A] I a1 S 2 514 Client SR %1 AP K ILY Rogue Client,
24T Known Client £ B -

AC Controller S RF(1) ik Client Je/Bsmill, v] LA S e & A2 7 J5 AR S AS I, Al 5092
HIZATTE AC controller |-, MIREIFHHFHE (RF Scan) i35 FHH2E4R)E Client {58,
F T TR HEAT B A o
1. OUI A&

W I LLBCE AR AC controller ) OUI P E A OUL, PR ] LAt A ify H A
Client Mac Hidibf¥) OUI Bt (Hf =ANFT5) 215 /E OUI R A RFA I, A IS il o
2. Known Client Database ¥ & JE¥k:

W 1] DL E AC controller ALY Radius il 45 #%i52HL Known Client Database, 1
FEAE Client, ) Known Client Database 2 AN (9% 7 3 4 H o IR Known
Client Database H'[HC & 1] LU Client & 1557

R 5 E AC controller WA IR 2543 3525 Known Client Database, Jf4 AC miss
MAHP] Known Client Cache #1321 Known Client Database .

W BE 4 Radius Ik %54%, W AC SEFre MAHTK Known Client Cache HisHX Client
T, 4 Client I AAT 5t Client AHSCHIIN, SEH# I Client JEU\ Detected Clients
Database ', | AC [1] Radius JIlk55# &i%1E K, 328 Known Client Database H* [’ AH W%
T, %% Radius Jxg-#5 R M 45 K f5, AR IR M1 45 S 2503 Detected Clients Database ' Client
FPRES, AR Radius Al gs#5IR [F1 45 B A HL ¥ Known Client Cache.

3. KERE Rz M BT
Z it Bt (Flooding Zili) S48 WLAN £ 2 78 J i (] Y R0 T KL 1 [ R SR B1 4
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o UBET WLAN 8 23 3002 73k 1) B0 4 SO T a2 b B T 1 TG 46 24 i PR S

I SR iz P Mt S 45 Rogue Client 88 5 1] 3RS AP 4% A 36 K GG
ST, LI AP B 25 23 Bl 12 Wb (1) B RS U 1T JC 2 A B I PR TG 2 28 3 IR o 0 I
S, AR 7l S BT DG B SR T R T T (2R R A SRS, B SR A 0]
] N & 1% Association Frame #2 i BIAE, UK A B .
4. fRRIRE RNz vt B

figp IR SRZ M 4 Rogue Client £EKE IR i) P X SEAS AP #4636 K B (i o
CIE SR Mo BT AP 15 823 2 vk R G AR SCHE 0 1 JC VR A B B0 E (1) G 2 Ao 4R SC o &%)
ST, A 7= it S 3 ) D A DG BTG SRS 758 T TG B PR 2 S A I, B SR
Ko B 6] P4 %2 3% Dis-association Frame ik BIE, TSIy i
5. AIEE RNz Bt B

2B (Flooding BUii) J&48 WLAN 16 25 L8 F0 I ) P B0 T K 1) [R) A 2 2R fr 9
o BB WLAN 8 23 43002 73k 1) S0k 4 SO T oy b 31 T 1 TG 46 24 i AR S

IUE T Rz I /2 Hs Rogue Client 7856 B H] P 5 54 AP ¥ 4% & 3% K (IR I
ST, I AP B 25 23 B 12 Wb (1) Bl RS U8 1T JC 2 A BB PR TG 2 28 3 AR o 0T I
S, AR 7l S BT A UE 5 SRR 7 R T T 2R R S A SRS, B SR A 0]
] 4 1% Authentication Frame it I, WA A Jgib . a0 RAERE 73ISR AR, BN
HmAZh& B4,
6. TEFERWIZ BB

PRETE Rz PG /2 H5 Rogue Client 7846 I 8] P 54 AP ¥ 4% & 3% K (AR i
SRMTo AT IR, A= it A0 Tk S DRI R 1 SR A 75 A T VA R A A 16 T RS
R a1 SR AE A 0 ) TR PN 3% Probe Request Frame #3L e, RS Ik g o
7. FERAEVE Rz Bt B

R YIET SRWHZ P i 245 Rogue Client £E46 IS i) P HEAS AP #8463 K B [RAGIE
R SRMT o TR SIS, A= it T 3 ) T AR A AE 7 SRS 75 8 L T I T e e A
I, R SRR I I ] Y 2 3% De-Authentication Request Frame B B, T Wl A Jgk i o
UNIENL PN/ €
8. Client JAERBUARE ] B E

BAS Client 4 THAZRP LML, &—HEARRIEINIEE R, BRAFGER
B AVF o BT ISR, AP R I T Client TAE RSO 6 7 CE A, B S
T C PR R KR R IO, A I j o
9. &Yk Client KEER N AP

A1 Client T Rg2s KU RSN AP 15| il R0 AP SE AN 2%, 1X K4 Client 1) %
P Bk 2 B AR AP IR AT AT. S iy, 7522400 Client SCHE
AP [&750E, il AC K E] AP IRZESH unknown, &Yk Client JXIBEE L AP F IS I
JE S o
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% 3F Client B

3.2 Client g &y i &

1. OUI NE1E B fic &

ke fi R

o8 A Rl B AR

wids-security oui-database-mode {both | local | % & OUIl A iEPERM
[read-only} FH 1) OUI Hids PRI

wids-security client oui-database
no wids-security client oui-database

FTIFE I OUI AN B LA I

oui database <ouival> <oui>

no oui database <ouival>

NS OUl database.

2. Known Client Database H EIFEE

PANA
IJIJ/?\

fiRE

Tk 4 R EAR K

wids-security client know n-client-database

no wids-security client known-client-database

I IF15% 4 Known Client
Database J & 754

3. KERHFERIEZ B

AN
iy &

fiRE

o2k 4 R ic EAR X

wids-security client configured-assoc-rate

no wids-security client configured-assoc-rate

T TF SR I SR itz v B ik
Kl o

wids-security client threshold-interval-assoc
<1-3600>
no wids-security client threshold-interval-assoc
<1-3600>

& E Client &i% 802.11 %
IR SR ot (1A DN 1) o

wids-security client threshold-value-assoc | = = .
1.99999 WHE Client &% 802.11 X
<]1- >
: . B SR T FT 1
no wids-security client threshold-value-assoc
4. FRRBRER PGz HB
i fie R
ok Rl B

wids-security client configured-disassoc-rate
no wids-security client configured-disassoc-rate

3T TFAfE DRI SR iz 3k
kil o
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% 3F Client B

wids-security client threshold-interval-disassoc
<1-3600>

no wids-security client threshold-interval-disassoc

& E Client &i% 802.11 fi#
IRIETR >R hod PTG I Fsf 1]

wids-security  client threshold-value-disassoc

<1-99999>

no wids-security client threshold-value-disassoc

% E Client &i% 802.11 fi#
IRIGET =Ry 1) B A

AIEER I SR E

AN
iy &

fiRE

Tog 4 R ic EAR K

wids-security client configured-auth-rate

no wids-security client configured-auth-rate

T TF15% P AAE T 3K hotiz o4t
Bk ker i

wids-security client threshold-interval-auth
<1-3600>

no wids-security client threshold-interval-auth

TECE A UE T SR WA AR 0 B
[B) s P A2 DA IE 17 S o ) A6y 1l
I [) 24 BRIAAE(60)

wids-security client threshold-value-auth <1-99999>

no wids-security client threshold-value-auth

TCENUE SRR PR
PN UEEEEENINED
(120).

. BEERDEZ SRS E

PANA
IJIJ/?\

fiRE

Togk 4z Riic B

wids-security client configured-probe-rate
no wids-security client configured-probe-rate

T TF15% PR A1 Sk otz o4t
Bealiern .

wids-security client
<1-3600>

no wids-security client threshold-interval-probe

threshold-interval-probe

TECE R A SR WA AR 0 B
0] 5 DK SR A 1 SR T A 0
5[] 24 BRIAAE(60)

wids-security client
<1-99999>

no wids-security client threshold-value-probe

threshold-value-probe

WCERET T SRR R
e B R EEE NN ED
(120).

- FNEERDEZ SR E

PANA
IJIJ/?\

fiRE

Togk 4 R B

wids-security client configured-deauth-rate
no wids-security client configured-deauth-rate

3T I 156 AIFEANAIE T SR itz
s Gy R e
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¥ 3% Client BRMEMI

wids-security  client  threshold-interval-deauth
<1-3600>

no wids-security client threshold-interval- deauth

¢ EL i DAAIE 3 SR T AR A U
VAR V=3 SN AT RN U]
F I 18] A BRI (60) -

wids-security client threshold-value-deauth
<1-99999>

no wids-security client threshold-value- deauth

BEE RNIETE SR, K
R DCUE T SR ot 1 21 BR
AME(120).

8. MIERMEARE

i iR

oA Rl E R

wids-security client max-auth-failure FT I 55 R 2 0 d5 K IR
no wids-security client max-auth-failure ks .

wids-security client threshold-auth-failure

<1-99999>

S WNTEN S PN/ E (1
{H; IRV KL

no wids-security client threshold-auth-failure EBEEEIEININGEIEO) B
9. &k Client KEBER AN AP

me fifERE

T2k A R AR

wids-security client auth-with-unknown-ap

no wids-security client auth-with-unknown-ap

T HAE Client CHE
KA AP,

10. Debug HIAHKE &

AN
iy &

iR

R X

debug wireless wids known-client internal-info
no debug wireless wids known-client internal-info

FIIFI G #/E Known
client ¥ % 1) debug
.

3.3 Client B Kl 2445

Client2
Managed AP1
S51D1
B VLANI
i Port1
or

irJ J|-'\i:’.l
Clientl ﬁ'ﬁ?‘ﬂ
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TREZERME 5% 3% Client BRI

Bl 3-1 AR Rz v B 22 41
i EE R, Clientl fil Client2 it AP1 JENLL M. Clientl [EH S, Client2 K
Z BB BRI R GZ BB, AT R AP IR AR K o SEARR I L% 10 2% o
Client2 J& I\ IFi# ki Bt () Rogue Client, #%%) AC controller BH4T 40 T lic & :
AC>enable
AC#config
AC(config)#wireless
AC(config-wireless)#no wids-security client threshold-interval-auth
AC(config-wireless)#wids-security client threshold-value-auth 6000

AC(config-wireless)#wids-security client configured-auth-rate

3.4 Client g R HE55 55 Bh

FERCE A Client B Ny, W RS i P BIER: . O B AR A5 I A3 SR s U
ARBEIEF 1847 B BUE AN o T A e A 2 Jat Al
DRAEY BERL I IER G IR
L )3 8l Client Jg P .
AT B AR SRz s« PRAEVERWGZ P« AR SRz P ek A
WIERMUR K IRED BB EE,

q

q

q

3-6



TLRZEHRME A% RHITIEE

BAFE RHITIAEE

4.1 REIThEENH

7RI F|Rogue APJE, W% IF ) T Rogue AP il Iifig, AC Controllerfs X413 &
i%#5Managed AP, HiManaged APXfRogue ¥ & KUt it . s Hil4 it 7 4 P : Rogue AP
K| DREFIKnown Clientfrd Dhfg. a3 filHE it )5, Sentry ModeffjRadiof E Client& 1%
RVIIEN E 45 Rogue AP, TfijActive ModeffjRadio £ A& i AR IET 25 B FRogue AP
Client, LAf#FxRogue APFIClient(fifz. H FFIEHAS AL TSI :
® AP [f) Mac #ili ) Managed AP Mac (AN M B RE 2 52 Brit)
® AP T{E7E ad-hoc =
® AP LAE{EARA(HE I
® AP X5 (% 16 1> Rogue AP)
1. Rogue AP IZ88
AC Controller £l i} Rogue AP 5, W IF)H T Rogue AP Jiillthfg, 2Lz
Rogue AP Bt 41| b, I 41238 ik WIDS-Configuration-Message %% 4 i 5 Managed
AP. Sentry Mode [¥] Radio fiz'H Client &i%f# Ak 4T Rogue AP, i Active Mode [
Radio 2 A AR IET B 45 X E] Rogue AP [ Client.
2. Known Client f£3"IhEE
Wi AC Controller JT 3 &ri% Client JCICIEVE AP A, AN H T ey, WISTFR T
W EUM G Rogue TASE 5, Client #5750 Rogue Client, [AI % Rogue Client (15 5 (£
}& mac, Channel, association AP mac, Association AP Radio %5) i i Bk ik4s
client-security task, X4~ task {5 HEASI A E4 128., Kt 2421 128 444 5L, 3
WIDS B k2% 171 B 5 client-security task 23 #41& Client-T hreat-Deauthenticate Message
K4y managed AP, Sentry mode 1) Radio fi § It Client & &R AIEN S 45 HoCHLH AP,
MM SV AP RIS

4.2 RAHIThRERCE

1. Rogue AP il REfL &

1) 7T/ H Rogue AP [ hfig
[iks il RE
o84 R B

wids-security ap-de-auth-attack

_ _ FTIF/% 14 Rogue AP SUiIThfE .
no wids-security ap-de-auth-attack

2) K Rogue AP F|HSERTIRA

4-1
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A% RHITIEE

PANA
IJIJ/?\

fiRE

R K

wireless acknowledge-rogue [<macaddr>]

R FR8 2 mac ik Rogue AP &
ZER T B T UM, R LS

R

wireless acknowledge-rogue

MAS T4 Rogue AP #2EFiIR A .

2. Known Client {#47Th gl &
1) #THF/%H Known Client {54 2hfig

PANA
IJIJ/?\

fiRE

Togk 4 R B

wids-security client threat-mitigation

no wids-security client threat-mitigation

FTFF/155H] Known Client {47 Zhfg.

2) ¥ Client M Detected Clients Database 5 4%

PANYA
HD/Q‘\

fiRE

R X

non-auth

clear wireless detected-client [<xmacaddr>]

# mac HuhlF8 € I4E Authenticated
IRA&M Client )\ Detected Clients
Database Tk -

clear wireless detected-client non-auth

# detected-client %4 ZEfT 4 Client

B

3) 4% Rogue Client fiPIR A

ke fi R

B

wireless  detected-client [<macaddr>] | 27 mac Hilik#55E Rogue Client [t
ack-rogue KA.

wireless detected-client ack-rogue 45 it Rogue Client RS

e Wi Client ZE470A 2 0 Rogue Z i/ Authenticated, NPRZAAEN Authenticated; 75

M), ARA4E N Detected.

3. Debug AR &

e fi R

AU

debug wireless wids msg FIFFIOEH WIDS K%
no debug wireless wids msg S debug 15 &
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4.3 I ZhRE2 )

Clientl
Managed AP1
Active Mode
EREE
AC Controller
Client2 EE
fa R A
Managed AP3
Sentry Mode

K 4-1 Rogue AP il Thfie 241

w FEFTR, Clientl f1 Client2 43 5lli@ ik APL Fll AP2 N TGk M 4% . 4o Al & IR«
Client1 i1 Client2 # & I\IE %/ i s
= AP1 & Managed R4 Active 12X 1) 572 AP;
= AP2 3y Rogue AP;
= AP3 /& Managed IR% Sentry #0572 AP;
= Client2 [Ei#iid Rogue AP2 2 N\ 4%,

BP0 FE DL, %I T Rogue AP il B . AC controller % AP2 #4311 %] Rogue AP
Brhizgedr, ¥y &t WIDS-Configuration-Message k%454 AP1 Fl AP3. AP1
(1) Radio 2% A AR INIFIH EL45 Client2; AP3 ) Radio 2 H Client2 %A TEN B4 AP2,
T SEL B R AR, T AC controller MEAT 4NN L
AC>enable
AC#config
AC(config)#wireless
AC(config-wireless)#wids-security ap-de-auth-attack
2 AP TR, P 2R 2L Rogue ARASAZ B4 G RPIR A :
AC(config-wireless)#wireless acknowledge-rogue 00-03-0f-01-02-03

AC(config-wireless)#no wids-security ap-de-auth-attack

4.4 B TheeHEsS 15 Bh

FEMCE S AT B D REmS, FIRES th A P | IO 5% % it DAL 3 AR S AR BE I
WS AT B AR SR VR A T R e
@ NEOREA) R IR 1Y) I A 0 1R
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e N C R B D g
= AN OO BREUE ) Rogue AP 2 B Ik T e kA
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TREZERME B5E HPRE

BEE HIKEH

5.1 HFBREEAH

FIZE ) WLAN P, F P 2 a0 BEAMEAER, B LA AR FH P BE B SR B 1k
JH R AR B BT o (RIS, G S F P R R JR ) EAR U5 AR s B, 2 o T I 2%
PRI, BUE M EINIE, DA S8 G AR IR T B B AR L P ) E ARG 1) B S
ks
1) AP WHERH MAC B U6l IR B & P o BERIE— AP R AN — 2 AHE,
Hee5 BAT AR .

2) AP Z [A K MAC Hbhik vy i) 5 ) 52 41 M0 R % & R A HE AR W
VLAN/PVLAN/PVC HEATFGHE, SRUEANE AP FH J AN BE H AR .

3)  AC K HIAH IR H & & 7 R . >4 AC 11 IR —3ni R 4R SC S 1 32 H i
FIEf, AC iRk o

MRABRAPAFI CAE T, o LK R BB 2 AR B b o e 0 AR o A U

1. &R

Hrh R T7 T, APIRE)E A0 802 11K HE A0 AT AT b BT, 1 #9544 .802. 3% 2\t
PEPFTEILEACKL R, PRIk, FH P R B 2 /EAC BBl IX B 2R ] T4l 2 B i)
L2 Port BridgeZfjfié .

IERAEOUT, 8 R R RO g R R, 2 B IEiRoc. Han
HIFJH T PortffIL2 Port Bridge D fig, I ARVF 2 R, I mom 1 1 Rk B 25, R4S
Porti] LA E L2 Port BridgeDifie, L2 (13 Ht & FEWLANMI 2% o, i R i, )
—AP F & T FVLANIHClientZ A0 FLIE {5, AT 3 ACHH V. Port/fjL2 Port Bridge i fig

CanE PP

v

Thin W ireless
Access Point

Workstation

MAC_B M AG _C

Laptop computer
Computer

K 5-1 L2 Port Bridge Zijfig ()
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8%, WRICH T L2 Port BridgeDijfig, WAP NMHIR VLANF Client{t — =5t ANfe FLid
I, EAEMAFRIVLANIG ) =25k, BIEREL3 AR5 A 14T T AN B LR 3%
Altk, FIAIL2 Port BridgeZhifig v] LARE 5 AH RIVLAN R (B P, HA A RIVLAN
) = 2 H
FRAE P i A AN TR I 00 v e D T 80 P P R v el ok T Y A7 0
1) [A—AP NA[FEISSIDZ AR )= M8 IR . — Mol 1, W —AP R ANFSSID
Z A s IVLANAS ], AtbAT T 2 TR ik V LANGR 25— 44 10 Tl . G 2R [
—AP FANFESSIDZ A VLANAT[E], D) 5 %% 7 FB.
2) [Al—AP FHFISSIDZ IR 2 MG E: [F—AP N AH[RISSIDZ [l H /-
FTE FIVLANAR TR, (5500 il CUBIACHIMT 28k, HIXKLZIFRAC L
XTI EEPortf¥iL2 Port BridgeDifig; W14 <k 7 L2 Port Bridge, J[F—AP T AHIA)
SSIDZ B 2 A e T
3) AFIAP FARISSIDZ IR = —JZ M BG & : — AL, ARIAP N AFHSSID
Z A FH TR IVLANAS [, ARA 12 (A1 I VLANRR 2 2 M4, [FA; AR
AP A [FSSIDZMFCAHIF FIVLAN, - IS 45 7] 3D
4)  AFEAP FAHFISSIDZ I 7 2 M4k E: ANFEAP FARIRISSIDZ [B]¥ A -
A A REVLANBEE A —FER, XML R I VLANES & =2 W% (H—iE il
NVLANBCE AR, X0 A AR FHVLANSK R 25 )2 Mg T, Hi T4
W R T AP A AHESIEVPIE BIAC, HACKREE, AFAPFIACEHE VP A 1]
RE 0 0 /] — A Bl N, R ] Bl AN R Bt N, DRI AS [RIAP R A
(] SSIDZ T (R 7 2 D00 285 18] KRG 28 B a0 200 % B IS THT P oo A7 400
& R AFRAPHACH AL VPI I [F]— B N, WISCPAIAC F6) s 11 )
L2 port bridge G ;
& WISUARIAPRIACE L VP AS [F] 47 B s 2N, W] DL i F 5 A [m] ) 3
i 11 TR] FRY B 0 2 B 5 A G 2 A ] 4 i 11 ) ) 2 85
2. AR FE R
AR KT, AP T X802 1K i A, iR H fHbaik 2 AR [FIBSSID
NIClient, B R, 15N $802.34% sk A NI ML ke, iR A, Ltk
BT LW 2 R bl DRI, P B 0 75 AP R B2 14T Ze M 4 L Al sl Horpr, R
AP R P B e APFE I, ASFIAP T 1 7 B 25 2 AP FE B2 KA 26 M 22 Tl 11
R 7 B A AR AS TR 0 AT e D D KT (R P P R v w0 ok T DY A7
1) [A—AP N A[FISSIDZ A F* )2 MK b 25 . — 560 R, [f—AP FANFISSID
Z A T IVLANAS ], AT 2 TR iV LANGR 25— 2 4 10 Tl . G 2R [
—AP N A[FISSIDZMC FIVLANAR A, 87 I AN B Ak
2) [A—AP FHIFISSIDZIAIH " 2 MG E: [F—AP N [RISSIDZ Al /™
) IR % 1) 2 e g A S AT S T
& EATFEH R ER, AHFIBSSIDZ A H AR ) ) E 4R SCAE802. 115K 5))
JEHER
& TR REES, RISCH1802.115K8) 2 (¥4 K Uife, AHIFIBSSIDZ B H - HAH VI
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) f) R RSO 802, 3% IR EAP Y BB MM ALTE, i Py 38 I B ol 23 A 7]
VLAN A 1) = E4R3C.
3) AIFIAP FAIFRISSIDZ IR = 2 M EBE E . — AL, AIRIAP N AFHSSID
Z AN FH P )@ FOVLANAS R, ABAT T2 TR ik VLANRR 25— 2 28 1 Bl o i iRAS
M AP N A[FISSIDAMEC VLANA] [, W% 3 25 [ D
4)  AFEAP FAHFISSIDZ M 7 Z 2 M4 IRRE: AFEAP FARIRISSIDZ B H -
A HEVLANBCE S A —HER), XMIGOLIFCs H—R 5L N, VLANT &2 Al R 1,
XREITE AN BB VLANSK RGBS )28 T, i Z00R) HIAPIERZ IR AC 1 3 11 B 25
HEAT 2 M RGBS o LASC TR B0 2 P A s ol 2 001 B0 38 VR s, L e A
RO, AR REATTA RN

52 AP RERE

1. JFRIOGH AC $5 5 s 11 =2 H B &

i filt B¢
JoEk 4 e ic B K
I2tunnel station-isolation allowed vian {WORD | | T JF4E H i & X0 i P
add WORD | except WORD | remove WORD} b EREs, A4 no #4ER

no I2tunnel station-isolation allowed vlan R AS R 5

2. L[] VAP T R
i fiRE

Network Fic. & # 5,

FAEE VAP SIEN AT
No i 4 % 1 B it

station-isolation

no station-isonation

3. it & RADIO FHIFTA VAP [ B2
fir & fif e

Radio fic & 1 x

Ja 8l radio T 1) VAP JF)E H
J B B IO RE .
No T4 5% 4158 2 D .

station-isolation
no station-isonation

4, FCE TR VLAN R AN VAP Z 8] BT T B 25

ik e e
Profile it B 1 1,
station-isolation allowed  vlan {[add | | #& & AP N JE TAHIR VLAN )
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remove|] <vlan id>} VAP Z [R]IRIB 25 o
no station-isolation allowed vlan No 2 MERRS 2 VLAN, <]

B B Zh e -

5.3 i PR B 24

Clicntl

i

APl
Clieni2
VAP
SSID1 portl
VLANI
Clienit3 VAP

SS1D2
VILAMNZ

i

Bl 5-2 ferp sy UM b B 25 4l

i EE R, Clientl #i1 Client2 #: A AP1, #(J& T VLAN1; Client3 £\ AP1,
{HJEF VLAN2; APl TAEAEF#RIFEAX T . Clinetl 5 client3, client2 5 client3 J&§ T4
A ) vian, A H AN . 1T Clientl il Client2 [A))& 1 VLANL, 3 —2&n LU HER.
RS, B AIE AC 3] portd [f) L2 port bridge BhAE, M Portd WS (1) 4 ik A n]
PLFFE[] Portl, MR E T8 portl #: A\ AC ~ AP [T Client () - JZ2M%%. K Tik
FKFER H P, 7520 P28 4 0 i 0 = 2 P B 25 1) D e I FEA T AH B R T
AC>enable
AC#config
AC(config)#wireless

AC(config-wireless)#I2tunnel station-isolation allowed vlan 1

5.4 17 KRR HEEE 75 B

FERCE . MR BRI, mTRESs T BERL . W0 A 1R 55 st R 3 BRI bR B9 R BE IE W iz
(MR R RS UR) SR Y Acw iy | PSE

T N OR IR B (0 IER O IR

= G BOE TR TR VLAN. W s TR VLAN, AR A4 U A s O

T, IEFAEE ISR R v eI E T E RS AR A N R IS LT,
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R IER T AP L B
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Tk 2Bk 6% ARP ##I&ARP
R

HF6E ARP #IH&ARP A
6.1 ARP3I%|& ARPARIE A48

AP ARPAIHIRARP AR Dy i 2 i A MIDHCPHR 3L, il kil ik DHCPER bk H 4
I S I IMAC PR, JEITARPT AR Rk sl ARPACER ) 5 3K, kb2 1/
ARPJ #5430, LL1i44 Client(y Hi )

ARPHIHI&ARPACH [P an -

1. DHCP

AT FFARPHIEITHREINT, 4 T IS 5 3 ClientfIP{5 5., 55 /E AP Sk IR 45 28 R A1 A

HUTGZEH P IDHCPAR C, i #EE Clientf1IP{5 B, {RA7 2 A CE Client[fJARPE .
2.  ARP ]

ARP ] (ARP | #55: 503%): AP I ®] ARP Request 305,  JHHK IP &rifj4sih
KEL Client ] ARP 2%, W34 2#5G50, W H ) mac i Oxffffffff ik H 1 Client 1) mac
Mtk FE) BRSO S ARG, kAT H I Clients WA HKRE], WAELEE.

3. ARP{R#

ARP fLFE: DHCP 1 AP 44 T4 A\ [¥ Client ] MAC A1 IP skt . #5775 ARP 4%
)5, R ARP-Request, AP 24edr3k 1) mac Hidikik[A] ARP-Reply (iX HLj& LS
Client #ihit, ASEALGACH A K AP mac Hihit) , 1A% ARP-Request [ Client &%
Ko 24 ARP FEIHT ARP ACHE[FINTF A, AP SR ARP AREE 7 AL B ARP | 3B ST .

6.2 ARPHlI4$I& ARPR B &

1.ARP Il c &

i iR

Network Fic. & # 5,

arp-suppression
prstpp | TR AP 1) ARP 4TI AL
no arp-suppression

2.ARP fCHI &

o it R

Network Fic. B 5,

proxy-arp TR H AP _Fi) ARP ARFHITh fE

no proxy-arp
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R

6.3 ARPHII& ARPACH 25451

Clicnil

i

AP

Client2

m —

i

Clicntd

U

K 1-1 ARP fRH&ARP {25 41

1 EE s M £% 1, Clientd. Client2 1 Client3 #Bif it AP1 3% M 4% . B ¥ Clientl
KL Client3 i&4%, {HANSNIE Client () mac Hudik. Clientl £ %% ARP request {555 LA %
(TGS T % X J )50 T ) 253005 TR R% . AR IS APL JF 3 T ARP 14,
MR A Sl fiE ARP | &% 5i%, DHCP Wil shfe, XFE APL mhid st AT
Authenticated Clients ] IP £ Mac Bt % (Clientl. 2 F1 3), 0] AP1 #:43 Clientl ()
ARP request {555, HHIMK IP E#ARSCHL Client () ARP &, fHK mac i OxFfffffff
ek HI Client3 1) mac Hudik, 408 #R R ST A R OC, AT Client3. 4 TIAFIXAER
F), 724 H ARP 0 D) B - HEAT AH Y. AR I
AC>enable
AC#config
AC(config)# wireless
AC(config-wireless)#network 1
AC(config-network)# arp-suppression

B IE I T 1) ARP S50 ARP ACEE, ) AP1 4231 Clientl /) ARP request fi
TSI, AP ¥ Client3 1) mac Huhikiz [F] ARP-Reply, 1A i ARP-Request
] RES T I Client. 4 TIAZIXAER H I, & Z4EH] ARP AL RE I AT AH DY A HC L -
AC>enable
AC#config
AC(config)# wireless
AC(config-wireless)#network 1

AC(config-network)# proxy-arp
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R

6.4 ARPHIHI& ARPACH He4t #5 B

TERCE . AH] ARP HIHIRQARP (BRI, FIRESS tH T4 BIERE . W B A 58 55 Jo N 2 BUAR T T
REIBATHE . AT AT A2 N5t

W G N ARAE ) B R (Y IE R i

LR, A Client SRECEI bl & 58 T IPv4.

FHR, AP 215 LAETE WDS .

W, BAER TR ARP #58 ARP AR EE .

9 9 9 9
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BTE BHSELHR
7.1 BB LZ B NR

FIAMEL . (Dynamic Blacklist) J& T Jogk e Thfeide i DOS Bk (i sy« sl
LA AT AL S A SR IR A I MAC Hilik. AP %%, EFiZLHPRHL
Ui TR % 328 RV ASCHR T o M ) 81) BE A 258 g 188 46 802 AR SO I 22 A AL, B i i B A TR
e B4 REIE .

TETCE A ThRET, M I — ANk Zeumid s, R R TR G N s 4
M5At. TEENABARIREIT RN, WIRFFG, #IEL L0 MAC Hik ANz 3t Ko (28 1
ININBNEN A A . BN EA AT SN IR 5, A 1% MAC il (1) J6 4 24 i it J
(1) AP [ 1P il CAnRar sy, S g & 04 B2, i IP Hidik Nk — 4 filba
BT ERAmE T N 2 s MRS AP BRI o Ze A, el KRIEFLIT, IIFREHOR
PHENABL N, K% &0 MAC sk & 7E A4 0ah, QR RTh, Biaiki%
o8 A IR 3K o

A4 BB 5 3 AR I AR 2 U 46 1) MAC PRIl o XKy 00 1) A 24 158 4% o 260 it
ST 5 RS P 44 FE I, G WIDS BhZSa N4 153K

FFA IS N2 B 7 B 44 Bz 4L B A 4

(1) NIEIF R Wiz WX (Configured Authentication Rate Test)

(2) AWz WXt (Configured Probe Request Rate Test)

(3) fAVIET Rtz Wt (Configured De-Authentication Requests Rate Test)

(4) NIE R KX (Maximum Authentication Failures Test)

TR BAZ IR LG, AC R 45 Lk 51FH) Rogue Bt () MAC HUhEASIn 23 2
ARG, BCERINZHRE CXASKH TP E D, 7EZAES, BRI R,

A B RNRIURZ N 1284, TEEA T ERIUN, AU eIz B4 .,

7.2 HFRLRME

1. FHERLREE
ik iR

Wireless Config

dynamic-blacklist

FTITIER A B AL DD g -

no dynamic-blacklist
2. FHEREBRZANERE
i il RE

Wireless Config
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BE SR B2

dynamic-blacklist lifetime <60-3600> B, no sl AL
no dynamic-blacklist lifetime (1) 2 4K I 1) Pk 52 20 ER DA
(300s)

3. TEHERNTRLLP LA E
ks firRE

Privileged EXEC

11 8l 24 44 5o -3 I B
To £k 4 it MAC Hhiikid

clear dynamic-blacklist (FF-FF-FF-FF-FF-FF)) 3, TCHRE MAC EHE FR
JITA e Zi i) MAC Mk
3k

4., MHAXRBrRE

i & iR

AU

show wireless dynamic-blacklist R S A S AT
oLk i ic 5%

7.3 BB B REEp

AC Controller

Client2
Managed AP1 >
SSID1 A =
. VLANI
% (1)) —— CO0000
B {i;-
Client1 ff‘%ﬁﬂ

K 7-1 Bhas A el

W R, Clientl A1 Client2 itiid APL AL M. Clientl IE#iE(5, Client2 2y
Z BB EIE R Gz BB, AT ) AP AR IR oK . AT ARz
W) client IO Zha B4 g, 752546 AC controller AT 4l AL & :

TR Bz s ki -

AC > enable

AC # config

AC (config)# wireless

AC (config-wireless)# no wids-security client threshold-interval-auth

AC (config-wireless)# wids-security client threshold-value-auth 6000
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AC (config-wireless)# wids-security client configured-auth-rate
SRIG TF IR B TR A4 BTy e LA A s MAC A IET) fE
AC(config-wireless)#dynamic-blacklist
AC(config-wireless)#dynamic-blacklist lifetime 600
AC(config-wireless)#network 100

AC(config-network)#mac authentication local

7.4 ERLBHEHR

ARCE . (FHZhERAL R, WRES H TYWEER: ., MEHRSRN S &R LR
REIEHIZAT. N HPE 2 HI%T 2 Tl 51 vl () HEAE R4 7150 1 «
PR BLERBIEFIZIT:

T4 N AL ARAE B E B (0 IE R TC R 5

HW, #\ CECE B BT G a0 A4 AR UM DU CRE DL b5 AR A I R D

R, Bk CECE S 5h3h A B4 A RIZE network FIECE S 3 MAC AHIAGE (E L
FH V3l 45 B 4% PN MAC AE B ED .
HIE RIS B L HIER:

PUETE SR B BRI SRz B Bt o AR AR 18 SR ity 2 LB R A IE SR I B IR
B, BV B B R A, AR A R R h rogue.

FHINE T 46 1) 20 75 B 44 BRLIC SR A2 7 HH R I T o



Tk 2Bk ¥ 8 Jo4k SAVI

$8F JoLk SAVI
8.1 TLLRSAVIE: A f&ifr

SAVI 4=F% Source Address Validation Improvement, 1 SCHR YR hESGUE SGE” .
2k N 2 PREE HLSCIILIK) SAVI RN 28 SAVI,  TEZk N 44 FREH ST SAVIFR Ky JE2k SAVI,
AT MR AL 5 #7426 SAVI 5 T2k SAVI FFEA SR FELAR ], A8 AE B2 N B % L3 7 SAVI
R, ARG SAVI LRI 285 1P fRSCHATIEIE, KA RFG SR 1P 3RS B 8AT -

SAVI 2 H NI IE LG (STA) IPVA/IPV6 R SCIHIVE MAC. 8 IP EHSe %tk A
TIEFXANHI, 4k SAVI£ik AP (Access Point) W &3¢ ] DHCP/DHCPV6 3K HX
ik PR R LR 23 o HE 1) IPv6 DAD NS/NA  CHILHE SR NS/NAY #R5c, 38 i I ix
iR, 7E AP. AC LI MAC. IP (STA ) MAC. IP) PHJc4IRI, MRAGIXANPITa
X i IP ARSCHATISUE, FFESRIFIBIAT, ARG R RS

SAVI [R5 Ah—AN H B 1K m A BE P Hithl . o2k SAVI — BB 1285 AA B IPv4 b
Hks ok SAVI ] LLE SR (K 1 & b FA Y IPV6 Hihik . b TIEFXAN H K, T4k SAVI £k
AP T2 77 75 2 W 43 2 HU A IPv6 DAD NS/NA 237 MAC. IP (STA i) MAC. IP)
TR

JGEk SAVI T REIE oV I 25 8 BE 53 KA RS 1P bl ¢ 0 e 15 5 SAVIE R0,
TX S L vy ] DA B AR I B 1R 1P b1 i Y 4%

8.2 JTLZ&kSAVIEL &

Jogk SAVI [HELE 751 -

fic B SLAAC KR BNASGEE (1 2E A7 JE 3

BCE A Al —A> STA @i 2 SAVI B4 e R =
BLEAE— AP BEENII IR 2 SAVI 820w R IR
BLE 7 1 STA FAi% IPv6 Hihilk:

Bl B S SAVI R I

7t AP profile #52x0 T I /5 SAVI Jifig

MN.H AP profile, I & FCE 2N AP

No akrwdPR

. BCHE SLAAC SERE)AIRE K 447 1A 1Y)

1
i 2 e

Togk 4 R EAR K

4= JRINC E SAVI SLAAC BRI B &40 e ik T
savi ipv6-nd lifetime <1-31536000> BOUND RAMIAAE I, BRIAAAE I
no savi ipv6-nd lifetime 4 4 /NEF(14400 ), oK 31536000 2
(365°R .
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no &k BRIABL &

2. BoEAIE—A STA &% SAVI 85402 R IHE

PANA
IJIJ/?\

fipRE

AP profile it & #i 5

savi dyn-mac-binding-limit<8-16>

no savi dyn-mac-binding-limit

Bc & A [~ STA #AZ[Mi% SAVI g2
gpe R, BRINBCKEE N 8, JulH
& 8-16 (A RIATHHAEND.

no i 2 K BIANL &

3. BCEAER > AP AL Z SAVI S0 R

A A
4

fiRE

AP profile it & #i5

savi binding-limit <0-320>

no savi binding-limit

BB AE R AP #3712 SAVI 8448
ERIHR, BUAMEZ 240 4, B2
0-320 (FFARIAEHLEN).

no i 2 K BIATL &

4. PEP1E STA FA¥ IPv6 Hitl:

PANA
IJIJ/?\

i RE

AP profile it & #i5

savi ipv6-slaac enable

no savi ipv6-slaac enable

KBTIk STA FA¥E IPv6 Ml
no M A FF A B 1 STA FAi% IPv6 it

5. BLEEA SAVI K I

AN
fir &

i RE

Tog 4 R ic B

savi binding <client-mac> <ipv4|ipv6>

A RGN SAVI ErAYR e R I RE, AR
RIUAFHARIDL, KA STATIC. S4
<client-mac>+¢ STA [ MAC Hufik, #%z0

<client-ip> NS
i aliove XX-XX-XX-XX-XX-XX; 2 Hi<client-ip> /&
no sa nain < >
vi- - binding  <IpvAIPVE> | oo b
<client-ip> .
no i %A MM BRAH N IR FR SR E , MER A
VFFRE STA 1) MAC Mtk
6. 7t AP profile #::X T 713 SAVI Thfig

=l

é\

fiRE

AP profile it & #i 5

savi enable

7t AP profile N FLH AP LT )5 SAVI I
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no savi enable

e, XF STA IP SCHIYE MAC. IP T H
RO o

no fir 4 7Ei% AP profile N B AP |5
] SAVI IjjfiE .

7. N AP profile, N RBCE BN AP

AN
iy &>

fiRE

ARG B

wireless ap profile apply

TFIa~ XM SAVI Uifig, #ifEF-3) F KA
EA R

7t SAVI YjReItiamt, & savi ipve-nd
lifetime <1-31536000>%% |4 3 F & il & 31|
AP 71 SAVI h e K, 1514 savi ipv6-nd
lifetime <1-31536000>/44x H3) N K HLE
F] AP,

ANERTTFR SAVI Uifg, Bt e SAVI
SRS A FRILE, AREF T IR,

8.3 LR SAVITH RE 2545

2 1.

X TCZk STA K H I P SO AT R BiE
AC 1§ ] ap profile 1 ¥ AP, 7F profile 1 _JFJii SAVI Bhfig, FNAMHE .
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AC

1.1.1.254/24
2001:da8::1000/64

1.1.1.253/24
2001 dag: ffffi64

AP

1.1.1.1/24
124 1.1.1.3/24
2001:da8:1/64 2001:da8::3/64

1.1.1.2124
2001:da8::2/64

STA1 STA3
STA2

(1) ACELE I T
Wireless

Ap profile 1

Savi enable

Exit

Exit

Exit

Wireless ap profile apply 1

Stal CHER] AP, ZREV IPv4 #ihl 1.1.1.1, 3kEC IPv6 Hufil 2001:da8::1.
Sta2 HER| AP, ZREL IPv4 #ihl 1.1.1.2, 3kEC IPv6 Hifil 2001:da8::2.
Sta3 HER| AP, FREL IPv4 #ihl 1.1.1.3, 3kHC IPv6 Hufil: 2001:da8::3.

Stal 7] Ll ping i 1.1.1.2. 1.1.1.3. 2001:da8::2. 2001:da8::3.

stal fiff H AL F & HJE mac o4 stal-mac. ¥ IP % 1.1.1.2, HI® mac & sta3-mac.
HEYIP 5 1.1.1.3 1 IP #daiist, 1 sta3 EAMHAFX AN & .

Stal fff H ki fF & i mac 4 stal-mac. ¥ IP % 2001:da8::2, H¥ mac K
sta3-mac. HI¥ IP 24 2001:da8::3 [ IP £ ffiii, 7& sta3 FHMHUAZIIX N .

(2) 7£ AC MLk SAVI DfE IR L iRt .
AC & E:

Wireless

Ap profile 1

No savi enable
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Exit
Exit
Exit
Wireless ap profile apply 1

Stal CHER] AP, ZREV IPv4 #ihl 1.1.1.1, 3kEC IPv6 Hufil 2001:da8::1.
Sta2 HER| AP, ZREL IPv4 #ihl 1.1.1.2, 3kEC IPv6 Hufil 2001:da8::2.
Sta3 JCHER| AP, ZREL IPv4 #ihl 1.1.1.3, 3kEC IPv6 Hufil 2001:da8::3.

Stal "] LA ping i 1.1.1.2. 1.1.1.3. 2001:da8::2. 2001:da8::3.

stal fiff H ALk F & I mac o4 stal-mac. ¥ IP % 1.1.1.2, HI¥ mac & sta3-mac.
HEIP 2 1.1.1.3 /) IP Hdlaii i, 75 sta3 L] LIRS IX A .

Stal fff H ki fF & i mac & stal-mac. ¥ IP 4 2001:da8::2, H¥ mac K
sta3-mac. HI# IP 24 2001:da8::3 [ IP Fifsim &, 7 sta3 b nf DA EIX AN i

5 2.
I 1F STA FA 1 IP Huhik o

AC 1§ ] ap profile 1 ¥ AP, 7F profile 1 _JF )i SAVI Zhfig, FAEHE .

AC

1.1.1.254/24
2001:da8::1000/64

1.1.1.253/24
2001 dag: ffffi64

AP

1.1.1.1/24

2001:da8::1/64

1.1.1.2124
2001:da8::2/64

STA1
STA2
(1) AC FLE I T
Wireless
Ap profile 1

Savi enable
No savi ipv6-slaac enable
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Exit
Exit
Exit
Wireless ap profile appy 1

Stal Ft & i A IPv4 Hihk 1.1.1.1, CEF A IPv6 Huhk 2001:da8::1, KECE] AP,
Sta2 CHER| AP, ZREL IPv4 #ihl 1.1.1.2, 3kEC IPv6 Hufil 2001:da8::2.
Sta3 JCHER| AP, ZREL IPv4 #ihl 1.1.1.3, 3kEC IPv6 Hufil 2001:da8::3.

Stal A fg ping i 1.1.1.2. 1.1.1.3. 2001:da8::2. 2001:da8::3.

(2) £ AC L HIBE AL B IPv6 HiuhkTh fiE T3 L 1 B4
Wireless

Ap profile 1

savi ipv6-slaac enable

exit

exit

exit

wireless ap profile apply 1

Stal fil & i A IPv4 Mk 1.1.1.1, BCEFHA IPv6 Huhk 2001:da8::1, J<HcE] AP,
Sta2 R AP, FREL IPv4 #ifl 1.1.1.2, 3REC IPv6 Hulil 2001:da8::2.
Sta3 R AP, FREL IPv4 Hifl 1.1.1.3, 3KE IPv6 Huil 2001:da8::3.

Stal ANfg ping i 1.1.1.2, 1.1.1.3, {HA[L ping il 2001:da8::2. 2001:da8::3.

8.4 TLLSAVIHEEE 5 BY

TEAFFHTCEE SAVI I FEIE B i) @, A AT A5 W B PRI s 11

& KN ICEk SAVISE L ap profile A Bz T S 1, BT LAIE 26 i & 5 7E 1B A 1Y) ap profile
TIFER SAVI.

@ STA KICHEMZE, ANGERET IPv6 Huhbisin] &%, ERIAEEIH TEiFAR IPV6
HihEIhRE, IR FATE IPV6 HutikThAEf iy 42 savi ipv6-slaac enable.

= STA KL, s 4 N JE AR IPv6 itk v i) 4%, 1% SLAAC 28
T SAVI Fh 2 AEAE Y, 472 savi ipve-nd lifetime <1-31536000>.

e STA REGEMZS, ik dhep $RHL ip bk, FERHIAE IS AP 43Ik SAVI 4§
SERMBIAE IR, 255 AP LRI, kel dmmshasgee, ol LU
fir4 savi binding-limit <0-320> it & 5 (e LA 2 73K .
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SH9E DHCP i
9.1 DHCPII A&

AP [ DHCPHI I B fig & 2 AR 4 DHCPHR SCH I FLAGS - Bl DHCP OFFER/ACKHK
SRR AR TR, WA CIDHCP T 3R RS0, LAY 44 Client (i 1
DHCPHl K sAs an
1. DHCP
¥ FFDHCPHIHI T RERS, 5 ZEAEAP I AT IR 55 45 R AL A G2 P (DHCPHR ST, A
M DHCPH I FLAGSAE K.
2. DHCP #lA =K
DHCP " #4545 : AP W £ DHCP &I KR 5, A DHCP 3 ) FLAGS 7B,
AR FLAGS 24 0, WHE H Y mac 1 OxEffffef 2k H 4 Client ) mac ik, 38 #54i%
SO FARARCOC, KA HW Client; $R3CH FLAGS 1, TIAEALEE,

9.2 DHCPHII it &

1.DHCP il A &

ke il FE

Network fiit & 55X,

dhcp-suppression FERIEH AP i) DHCP #zh
no dhcp-suppression fiEo
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9.3 DHC P 2541

Clicnil

i

APl

Clieni2

i

m —

Clicnitd

i

Kl 3-1 DHCP {21284

1 EE s B M £% 4, Clientd. Client2 1 Client3 #5if i AP1 % M 4% . B ¥% Clientl
Wik DHCP ki, Clientl 236 & 1% DHCP R I KRR SCLAT #3048 T 1 e 4%
24 DHCP 5542 DHCP B SKARSC G [T 24 [ B2 AR SC L 305 AORAT 3 A M
2. WAL APL JFJ T DHCP i, <kt DHCP I/ KR SCH ) FLAGS, 4k
FLAGS 4 0, AP1 4 DHCP OFFER/ACK i 3C) ™ # % 54 J5 ) AT Clientd, 1fi A4 -4 DHCP
R FRE T (1 Clients

N TIRBIEFER H Y, T2 DHCP AR B ) B34 T AH MY ) I
AC>enable
AC#config
AC(config)# wireless
AC(config-wireless)#network 1
AC(config-network)# dhcp-suppression

9.4 DHC P4 HESS 55 Bh

AERCE . ] DHCP kI, wlfEss i FABLER: . BB AR IR I S BRI Th s 74
o VRIS LA N 5L

e SN AR EE I IE R

e JLK, #iiA Client & &t 1IPV4 sREUL .

= PR, AP &N WDS i,

WIE, BIAE T DHCP #illiil.
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