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BT GRwL

1.1 monitor session source interface

T4 : monitor session <session> source {interface <interface-list> | cpu [slot <slotnum> J}{rx|
tx| both}

no monitor session <session> source {interface <interface-list> | cpu [slot <slothum> ]}
Theg: g BUREm s A2 no B4 IR BT A5 11 -
SH: <session> N iR session {8, Ui HBE1R H S 1-4; <interface-list> 4 5i 5 i 1151
R, SCEF 7N BRPIRTAT: cpu slot <slotnum> ZROR DUEANERE_EARCR CPU 1L R
BIR, W LABHE % CPU I sl K i iiie IR, CPU Bif% H i U3 FF{E session 4
FCE o O BRI R ox D BRI 1 & AV both S B840 I
HIH i
A AR E .
ERTE™: A & BCE SR U 1, AT U B G B BRI, AT RS — i,
A RLZ 2 AN 1, AMYRESE (505 11 A HE AN OU ) R, 340 8 A BE A )5t 11 A
Wik St . W RAEE [rx|x|both GBE 7, $k4 h both.  8iR 2 MmN, 24
st 11 ER 7 1) W DAAS— 5, (5 JLIKBCE .
BB WEBGRIRNG T L0/1-4 (R H AT 1/0/5 (I & .
Switch(config)#monitor session 1 source interface ethernet 1/0/1-4 tx
Switch(config)#monitor session 1 source interface ethernet1/0/5 rx

1.2 monitor session source interface access-list

fir 4 : monitor session <session> source {interface <interface-list>} access-list <num>
{rx|tx|both}

no monitor session <session> source {interface <interface-list>} access-list <num>
Theg:  fiE VB AU 1 S ST s S i 4 1) no A b N B e B A% Ut 11
ZH:  <session> N4 session i, HHTHF 1-4;  <interface-list> /8515 s 1714,
ORGSR AT <num> OB TTIRIERAR S o BB RO
BefG R R IR B both g B A5 U5 1R HS TR i o
A RRER A
ERTRR: AN WCE B AR 1, ASHAI G B VA R, AT R — AN
H WA Bt 2 AN 1, SR BB R B R, S ECT LY rx, tx, both. ]
A HP I ARIE QAN VT R 2%, AR5 R EIEIES I ACL L E . WiHiHR L
JNAERIEE 1% session H I3 12 5 6 o
Z4:  {r session 2 BEE BRI 11 1/0/6 754 M 120 (9N I .
Switch(config)#monitor session 2 source interface 1/0/6 access-list 120 rx

11



RENERIEGS B1E Ghad

1.3 monitor session destination interface

T4 : monitor session <session> destination interface <interface-number>

no monitor session <session> destination interface <interface-number>
Thge: e Bug H i s Aar4 i no #5244 IR S5 H i H
SH . <session> M % session i, [ HISZEE 1-4; <interface-number> k554 H ) H
REFH: T
A A JRh B,
ERTERE: ML 4 DEHR H I L FET R, VRN BE H i 1 ASRE 2 i 2R
G RGO, I o A i e KT B T B A5 1) A s i 1 PR e ek R S R o DG
HA session BT H 1 1, 1% session 2 HiI s E T A BB B B AAEAE, T E 1%
session MEEAR H K, Sl CPU BI5GB MR, B RN &IMBBRATEAE BCE H M
H 25 BB A RE S .
el wCEBHE H I o 1007,

Switch(config)#monitor session 1 destination interface ethernet 1/0/7

1.4 show monitor

fr4: show monitor

Rs: A AEoRITE B4 session ESGE H RIS DS AL,

B RO E A

EFTRR: WAy A ] DL S TR E T session (B A5 U 11 A H g 1, i
M4i1%, CPU Big A B It HAE R B GIR I B G, ST Mac Bifg, JUAE SRR
L WOR BT CE MBS Mac.

251

Switch#show monitor
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#0E RSPANAE B A4

2.1 remote-span

fr4: remote-span

no remote-span
ThEE: K vian B E % RSPAN vian, It 4 1 no #ir 2 A% RSPAN vlan,
2% .
AR vian it B
REBHM: A ARHE .
Y™ A 1 T AEAER vian ¥ 2 rspan vian. 7E4# ] RSPAN LI /ir, ZSEA)
L JE 1 RSPAN vlan, & T & RSPAN Hla i 3. H1 T BRIAEOL T B i sy 1140 8 Tk
4 vlan, 7EFRIC RSPAN vian 2% K B4s vian, 354 vian, #0675 vian, 413% vlan, & T
ZEHE O vian 25455k vian BB R rspan vian. % vian ZEBGE T RSPAN 45 5 A
session 7EAT ], W) session /38R if LLIE & TAE, (HZWIAAERGY T 1% vian 1] RSPAN ik f5
M e51% vian L8 = 2410, WA 0] 2330 RSPAN session T AE 244
251
Switch(Config-Vlan5)#remote-span

2.2 monitor session remote vian

T4 : monitor session <session> remote vlan <vid>
no monitor session <session> remote vilan
Thf: KiAHL mirror f) session BEE K RSPAN, T4 no fir4 J# RSPAN £ Jii kA i
mirror .
¥, <session>: session ID 5, HRVEH A 1~4. <vid>: RSPAN vlan [¥] id 5.
A ARl R,
B P AREE .
fEFIERT: A iy 245 A H mirror [ session ¥ & B rspan, 4L vian id BTl rspan vian.
TERBEAR 4T I RSPAN tag.
2545

Switch(config)#monitor session 1 remote vlan 5

2.3 monitor session reflector-port

4 : monitor session <session> reflector-port <interface-number>
no monitor session <session> reflector-port <interface-number>
ThRg: Mo S, a2 1 no 2 A BRSO o o
SH. <session>: session ID 5, fHAVEHIN 1~4. <interface-number>: 1%,
A RN E .
B P AREE .
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FEFATREE: 0 Ay AW 1 v B A R 4 A mirror (19 H #93 F1 . K% 30 H1 ¥ MAC
S ) INREIC T o SRS iy PR S B LA A2 4% session IR ACHE H ¥y 118 B A 5 7 5K
JIT DA S s 11 ) 8 5 PR 1 PR U8 A N TR ) i 2 o JBIE no iy 2K 55 i 11 B 348 Jit
i 1, 1% session ANFEAT H 13 o 7EJRAS AR S i 1R B8 K, ANREde
Befg i 1 LA access B A trunk [¥177 XACE S RSPAN VLAN [RIRE oi o R R4
sty S BRI cpu tx 7 ) BEAR I, B3 s A Z0C & Ay trunk % 1 S8 /F RSPAN VLAN [f) %k
Primat, Jf B native vian ANRERCE ) RSPAN VLAN. it & RSPAN Dhfg)a, H 851
e b vian tag, SEU S E E L abort R, TR EAS SO L ERA MTU
{H.

251

Switch(config)#monitor session 1 reflector-port ethernet1/0/3



RENERIEGS % 3% sFlow &%

3% sFlowfr4d

3.1 sflow agent-address

v : sflow agent-address <agent-address>
no sflow agent-address
IheE: ABCE sFlow SKALACHEMbE . no iy MR KAEACE b o
S¥: <agent-address > A SKAEARCHL 1P Hubil, p ot filAg =,
A AR E .
BABEN: BHRAEE.
fERTER . AL RARERAEAHE, ST OSPF ui#% BGP 1] Router ID, {H2JFA
J& sFlow RAFACHEIE H TAE I 75 e & 11
). (e R AR L.
Switch(config)#sflow agent-address 192.168.1.200

3.2 sflow analyzer

fird: sflow analyzer sflowtrend
no sflow analyzer sflowtrend
Ihfe: ML sFlow {1 Hr4% . no v &Mk sflow (15414 -
ZH: sflowtrend 24 Inmon ) Sflowtrend 7347 2%
S ARl E A
BREEHM: ARLE.
fEFTERT: AT sflow I, 244811 sFlowTrend 23 Hr R fF N, BERLE XA 4
24

Switch(config)#sflow analyzer sflowtrend

3.3 sflow counter-interval

fr4: sflow counter-interval <interval-value>

no sflow counter-interval
Thge: TOE sFlow HEATGEth RAE IR KRR o no i & IHIBR 8 v KA (] B 1
Z¥(: <interval-value> A [HKG1E, HUEIEHI 20~120, L7 AFb.
AR i P E A
BB LEA (.
EHTER: WARATEL U RIEERE, IBafiAa i o FIH T8 R,
). BCE O el/0/1 IGE TR RIBE R 20 75
Switch(Config-1f-Ethernet1/0/1)#sflow counter-interval 20
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3.4 sflow data-len

v : sflow data-len <length-value>
no sflow data-len
Thge: K& sFlow R0 AVFI B KB, no fir & Pk A BRIAE
. <length-value> h K 1L, HU{f VG Hl 500~1470.
s i AR,
B e Bl 1400,
HERERE: AR R A sFlow 23414 H 25, sFlow 20 41ER 25 mac SkAT IP Sk R4
KA L e A1
). TLE sFlow $R 0T R VFIR s KB K D 1000.
Switch(Config-1f-Ethernet1/0/2)#sflow data-len 1000

3.5 sflow destination

fr4: sflow destination <collector-address> [<collector-port>]

no sflow destination
IhRk: BCE sFlow 0 Hr ik Brde EHL 1P kbRl 5 o om0k, SRam o _EAF AT
BOP Huhk, DR R ECE, AT AR R E . no A BRI 1, IHER 1P
Hodlk,
S <collector-address>>h 73 # 4 IP ik, 55511 Hil4% 3. <collector-port>2h %1% ) sFlow
HRICH) H 3
A 4R AR R B G AR
BRSO sFlow R 3C H ¥ H B 4s o 6343, 4047 5 TLER A HBALE .
ERTE™: WURB D NICE T Hrds i, I8 R RAEAR SRR T B2 1R LY
[Ptk F s 11, 5 DU Agf A FH 4 JR A QT T 3 Mtk Mg 11 o sFlow SRAEARIR S E 4 AR, 2
JIC B O3 M A bk .
B AE A R L S BT Sk R G
Switch(config)#sflow destination 192.168.1.200 1025

3.6 sflow header-len

v : sflow header-len <length-value>

no sflow header-len
ThgE: ACHE sFlow 7EE RAE b A2 A AR OB Sk UG BE, o s K52k BRI
S <length-value>h K il , HUHTEHI 32~256,
s i iR,
BB iEm: By ok 128.
HRTEE: BERFERIRSCHEELE CPU I, BT HHASE IPv4 F1IPVE 4R3C, T84 Bk 34l
fR)— 8 KB K 45 DL sFlow RS okik th 25, #5 DU RN B A ir & L
ZEf): TC'E sFlow 7E 0 KA b &2 R SO Sk i B R 50,
Switch(Config-1f-Ethernet1/0/2)#sflow header-len 50
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3.7 sflow priority

frd: sflow priority <priority-value>
no sflow priority
Thge: BCE sFlow MAEAFISCHR ST AL 5E S . no fir & Pk 32 A ERIAE -
8. <priority-value> AL ICZ A, HUEYEE 0~3.
A RN E .
BB ER: HE R 0.
ERTER: SPCRAERIROCHIAE CPU I, HARSE AL A, PS50 H e Bl
HROCHIE R IR EBOR, e,
28] . A4 R aUE B sFlow MR A ISCHR SCIS AR 56 2 o
Switch(config)#sflow priority 1

3.8 sflow rate

fr4: sflow rate { input <input-rate> | output <output-rate >}
no sflow rate [input | output]
Thge: BCE sFlow {EREARAEIN FRRFEH A . No fir& IR RAEIE K
Z¥: <input-rate>>4 ingress 73 4R AFH A, HUEEF 1000~16383500;
<output-rate>>4 egress 7 2 KALH A A, HU{H [ 1000~16383500.
s i DR E R .
BABER: oA .
SERTERT: R T o KR A R, IS A AN S AE B BT VCRA . QSR KA
ingress 720 KAEHE K 2 10000, F 7~ 10000 4™ ingress 732 Fh 4 KkE— AN 4 .
2. L E 2 10 e1/0/1 (1) ingress SKAEIHZh 10000, egress SKAEH K 4 20000,
Switch(Config-1f-Ethernet1/0/1)#sflow rate input 10000
Switch(Config-1f-Ethernet1/0/1)#sflow rate output 20000

3.9 show sflow

#r4: show sflow

Ihge: o sFlow R EIRA .
¥ .

S AR,

TR M T T ## sFlow I TR A .
Switch #show sflow

Sflow version 1.2

Agent address is 172.16.1.100
Collector address have not configured
Collector port is 6343

Sampler priority is 2
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# 33 sFlow %

Sflow DataSource: type 2, index 194(Ethernet1/0/2)

Collector address is 192.168.1.200

Collector port is 6343

Counter interval is 0

Sample rate is input 0, output O
Sample packet max len is 1400
Sample header max len is 50
Sample version is 4

BRNE

fiRE

Sflow version 1.2

27~ sFlow [ version 4 1.2

Agent address is 172.16.1.100

sFlow KREACH Mk /& 172.16.1.100

Collector address have not

configured

sFlow 4= 5 1143 B s sk v A R S

Collector port is 6343

sFlow 4 J&j ¥ H 1% 12 BRI 6343

Sampler priority is 2

sFlow MIEAHISCRSCIN I PE e 0k 2

Sflow DataSource: type 2, index
194(Ethernet1/0/1)

sFlow —ANRAEAC B £ b 5 #2100 EL0/L, 2R 0 2 (—
KK, A index 24 194

Collector address is 192.168.1.200

EL/0/1 # 1% 1 ERAEACE A 20 M ds kil JE 192.168.1.200

Collector port is 6343

E1/0/1 45 ERAFACH (1 3 12 BRI 6343

Counter interval is 20

E1/0/1 £ 1 LSt AR b S 20 72

Sample rate is input 10000, output
0

E1/0/1 ;TR EEACHE ) ingress K RE# % 2l 10000, A3
1T egress Wi KkE

Sample packet max len is 1400

E1/0/1 32 1 SR FEAC T 2 B 1) sFlow 432 B R K BE AN
T 1400 AN

Sample header max len is 50

EL/0/1 2 I RAFEARELAE B0 KA b &2 31 1) S 3k 1)
KJEN 50

Sample version is 4

E1/0/1 B 1 KAEAR R A H 1) sFlow 434111 datagram version
4
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WA IPFIXEE B ard

4.1 cache

fi4: cache {entries <entries> | timeout {active <active-time> | inactive <inactive-time>} | type
{normal | tcp-end-detect}}
no cache {entries | timeout {active | inactive} | type}

Thge: M & rI LA cache AFE AR AAE, Il 7720, SIS RIS Bl I A] .
SH: entries <entries >: I ARAF I BAIC R E . AUE N I E L 85K, M cache
WOl R B R AIUAMERTLE, 7

item1 - XA AT ORAF ) fe KAl sk H0h 512

item2 --- 0 B AJPRAF R B KL s ECh 1024

item3 --- 0J B AT PR A7 R B KIS ECh 2048

itemd --- 0 N AT LR AT R B KL SR ECh 4096

0 S N AT P A, AT [RIINRC ' timeout active AT timeout inactive, 1B Q1R

timeout active <active-time>: BCEICSKIFIESNN ], Y— 4 d KA R T AEAE TR
WRB R, St . APU/MERTIE, 23

timel--- X IV AT 8B AL S R B /NE B TR A 1 44

time2--- X WV AT 158 AL SR I s /NG B ) 2 10 43

time3 --- XY AT I S (1 B/ B ] 4 60 434

timed --- X} R B0 S5 9 B /N B B[] 2k 300 43

timeout inactive <inactive-time>: W EICFKIIEAMT R, —4FI0LEXT Y ¥ I 7] Bt
WA AT I B, Wz et . APUAME Tk, 7.

timel --- XF Y AT B AL SRS AL A A 1 FP R o BT Y 1% 400 SR A B 1 MR
SCE )

time2 --- X R ¥ B G R (1 AL R] Dk 60 72

time3 --- X R ¥ B G Sk (L AL )y 120 #5

timed4 --- X R ¥ B 0 S (L AL )y 320 #5

cache Z4(c Bl sk W4 H 720, LR 2 nl 1k pymp oy X
cache type normal: i itk 775X, cache " [JZR LA % timeout active F1 timeout inactive
N TEMEIEAT 2. RIZAE, ‘2 M cache HHER, i exporter %yt 1 collector i (R £
o
cache type tcp-end-detect: {1tk 7720, B4 timeout active Al timeout inactive i+ [H]
AT 2 A T Ah, B2 TCP RSCH Rbm s flhs iy, Yo 420 2] TCP &5 bRk iy, 2
F+ cache Hr i id s
#rd = ipfix monitor it & A
BREEWL: <entries> BRIA(E K 2048
<active-time>ER A 1 508
<inactive-time>2k A 60s
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cache type ERIA & 4 normal
¥R 7F monitor B T ACE cache B, 75 2L TR monitor > HirAL A B B A T Ao i 11
4+ monitor LN ] T3 1, TS ks 2 M 11 EHGH R H
2451
monitor XJ V. cache 5 Kid k4N 1024, Yid sk PGB TRl 1 08, iyt ad sk
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# cache entries item2
Switch(Config-ipfix-monitor)# cache timeout active timel
Switch(Config-ipfix-monitor)# cache type normal

monitor XA cache iz Kicsk 45804 512, sk B H .
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# cache entries item1
Switch(Config-ipfix-monitor)# cache timeout inactive timel

4.2 clear ipfix statistic exporter

fir4: clear ipfix statistic exporter <exporter-name>

Thiek: Bty 25 ERTE 2 exporter fiy i I IC KT HE B .

Z¥(. <exporter-name>: exporter 447, HUE GBI 32 7
S R

RAEEH: .

fERHE™E: Lo

2451

Switch# clear ipfix statistic exporter export-to-server

<t
=
<
=
=

4.3 clear ipfix statistic interface ethernet

fr4: clear ipfix statistic interface ethernet <IFNAME>
Theg: thdr VEFRTR o O B Rid & g s B
¥ <IFNAME>: ZHERR IPFIX ZE 5 B 44 .
. FR

REFH: T,

EHTE™: .

2545

Switch# clear ipfix statistic interface ethernet 1/0/1

4.4 collect counter

4. collect counter {bytes | packets}
no collect counter {bytes | packets}

Thig: b &N I 71 B SR o R O 7 B
¥ bytes: FUE LAY T T HA N ARG T 7 B
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packets: it B I IR SCEUE N E B - B
#rd R ipfix record Mo E A
BB Em: BeEARLE .
ERRR: AR 7 BRI R — S BUME R, (EANS T RILEC I ™ A0 . A £t
W2 T4, a2l EZ K.
e WO E VRIS B N AR B
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# collect counter bytes

4.5 collect timestamp sys-uptime

fir4: collect timestamp sys-uptime{first | last}
no collect timestamp sys-uptime{first | last}
ThRE: Bt W EV N R — A el 5 MRS RS BN AR G AR S B
SR first: WAEE—DNROCRRR I AR A AR 7 B
last: Il P 5 Ja — R SCENE R IN AR AR S8 7 5 B
#rd R ipfix record B A
BB Em: BeEARLE .
ERTER . AR BURER A LEME R, (HASHIRILEC I A B . A e FE ik
W2 T4, a2l EZ K.
e OBV R MRS ENA IR I TR AR R AR B - B
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# collect timestamp sys-uptime first

4.6 deal

fir4: deal {non-discard | discard | all}
no deal
TORE: B M0 E S T bRl B RO
Z¥(: non-discard: H AR A 3 BRI
discard: H R brid R 257 B
all: W45 S
#rd X ipfix monitor it & A
BRENEO: B HR AL AR
EFTERS: 7t monitor B FELE deal I, FFZAALR monitor 4 {if AT 1 A HT AT i 1
#+ monitor TN a1, DS S M 1 EBGE R A .
2&5]:  monitor WA FTA R L.
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# deal all

4.7 debug ipfix

v : debug ipfix {monitor | exporter}
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no debug ipfix {monitor | exporter}

Thge: ear 29T IFC I IPFIX B FH AT G

S monitor: W T I S T E T ED debug 15 B
exporter: % H At ic sk 4T debug 15 B

S R

RAEER: T

fER¥ER: k.

Z&f): 7T monitor PHIATTF G,

Switch#debug ipfix monitor

4.8 description

fir&: description <string>
no description

ThRk: U4 E % monitor, exporter, record, sampler fIFEiA .
S <string>HiR FAFH, KA 128 NP7
#rd X ipfix monitor I & AR

ipfix exporter Fit & A 2

ipfix record Pt & A5 5,

ipfix sampler Fit, & A 5,
RAEEH: .
fERHE™E: L.
Z&f): 1k monitor HI T M2 BT AT AR SC, Wl RIAR (S B a1 R
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# description used for monitoring all packets received

4.9 exporter

frd: exporter <name>
no exporter <name>
ThRk: My Al lic B A exporter 2K 5E S monitor [0 s H I o
Z¥(: <name>J4j exporter 45, HUEIE BT 32 T AR .
#rd R ipfix monitor # 3.
REFH: T,
¥R L& monitor ) exporter 2 i, 75 EAL ] ipfix exporter SKECE K 4. WL
—> monitor L & £ 1> exporter, F/Ryid R 5 Bl Ll 2 249 % . Hir, —> monitor
% YA E 3 A4 exporter.
Z4]. i E monitor ) exporter 24 export-to-server.
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# exporter export-to-server
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4.10 ipfix apply monitor

fr4: ipfix apply monitor <monitor-name> [sampler <sampler-name>] {input | output}

no ipfix apply monitor <monitor-name> [sampler <sampler-name>] {input | output}
IhRk: M4 ipfix monitor ThAEEM T3 .
Z¥: monitor <monitor-name> 755 FH 33 111 monitor 4457, HHUE G A AE T 32
ELNEEE I

sampler <sampler-name> 75 225 H] 3 17 sampler 447, HHUETE FEIAS gL 32
TR PR,

input:  WEFE G AT H .

output: Wi 1 H 7 1A
s i AR,
BRENEOL: i S AL E monitor.
8RS 4 monitor A sampler 5] E3 DT, 454 ipfix monitor /% ipfix sampler
T M E L RS H . RSN TG, A sampler SRAER| R SCA 208k ipfix #%
sk e AT RN L, AR 77 10 5B L fe T 5 — ipfix monitor.
B&]: v g N5 19 (K IPFIX D g
Switch(Config)# interface ethernet 1/0/2
Switch(Config-1f-Ethernet1/0/2)# ipfix apply monitor my-ipfix-monitor sampler SAMPLER-1
input

4.11 ipfix exporter

fr: ipfix exporter <name>

no ipfix exporter <name>
Thgg: Mtam2aIEUHr exporter BUE I AL exporter, FEIEAACHLHLE ipfix exporter Bt &
B
Z¥(: <name>: exporter £, HUETEHEAEL 32 AT FFFH .
S ARl E A
REFH: T
TN RGHEZ CHFACE 512 4> exporter. —™ exporter K n] ARG E —A™ 1Pv4 Y5/ H 1)
Huhb sl e —AN IPv6 Y5/ H bk . 25 EE 05 exporter,  F5 ZEH AR AT N T 17 monitor
EAE e . #EMIER exporter, TR A TS monitor 7EA ‘e . B8 A B o5 JsUA D
284]. 17 exporter.
Switch(Config)# ipfix exporter export-to-server
Switch(Config-ipfix-exporter)#

4.12 ipfix monitor

fr4: ipfix monitor <name>
no ipfix monitor <name>
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ThRg: by AIEE Y monitor BLE M CAFLE monitor, JEHEAAZ#ALIT ipfix monitor At &
B

Z¥: <name>h monitor 47, BUEIEHIAKLL 32 P H) AR H

S ARl E

BREBHR: T

FFTERT: (o R AT AR & exporter, cache Fil record 25, R4 2 R E 512 4 ipfix
monitor. # ELMIFRELE 4 monitor, 7 E AR E EAA BN T H, A0, FFESEH no ipfix
apply 72K M3 1 _EABR o

2&45: B % monitor.

Switch(Config)# ipfix monitor my-ipfix-monitor

Switch(Config-ipfix-monitor)#

4.13 ipfix record

v ipfix record <name>

no ipfix record <name>
Theg: UbarAa0aEHT record B EAFER record, FEHEAARZ ALY ipfix record Fit & A5
Z¥(: <name>J record %4, HUEIEHEIAE L 32 AT AT A
S ARl E A
REFH: T
ERFR®: B B ol ARG B VS S B 7. RIS I E 512 /) ipfix record. #5775
& record, 75 LA R EAT N H 150 1K) monitor 7EAEHI e s A5 ZEMIER record, R TR AT
FEA7] monitor 7EA F B o 1A T B IR O B R R SRR 1 iy AR 7 2 ) AT B 22 K
2&450: B4k record.
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)#

4.14 ipfix sampler

v ipfix sampler <name>

no ipfix sampler <name>
Theg: tbar 200 Hr sampler Bf& o EL A7 AE I sampler, FiE AAZ BALI ipfix sampler Fir & 15
Ko
S¥: <name>2N sampler %, HUEIEFEAEIT 32 AT 4575 .
S ARl E A
BREBHR: T
TR 7EJTE IPFIX & b, nlAE HERAE Dy REd i D& IR P (RS8R . T A Kb
i, WSROI KA ORI UN, Jli2 TR &M 45dH . K ipfix monitor A1 sampler
FFui A, AT RUSEEUSSREER SO IR . RS2 S RFACE 512 4 ipfix sampler. 7 2
Kol A8 X sampler, 75 EEAA AR B N Tt ) monitor ZEAE e, S, 75256 no ipfix
apply T 44 F0 M i 1R o
ZEfl: G4k sampler.
Switch(Config)# ipfix sampler SAMPLER-1
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Switch(Config-ipfix-sampler)#

4.15 ipv4 destination

¥4 : ipv4 destination <ipv4-address> [source <ipv4-address>]
no ipv4 destination

Thge: Stdn Sl E VG A Y H AR 1Pv4 ik,

¥ <ipvd-address>: Jitic kA i H MR IPv4 Hubk,

#rd R ipfix exporter i B .

BRAEEDL:  YEHUEER S S 3 1 PTAE = )2 4% 0 1Pvd Sk

fERHE™E: L.

B BRGNS 172.16.1.1.

Switch(Config)# ipfix exporter export-to-server
Switch(Config-ipfix-exporter)# ipv4 destination 172.16.1.1

4.16 ipv6 destination

fir4: ipv6 destination <ipv6-address> [source <ipv6-address>]
no ipv6 destination

Thig: S-S0 E FLIC R 0 H A IPve bl

¥ <ipv6-address>: JiticsxHin K H IR IPve Hhhl, ShAERFpREHbAL .

#rdHER: ipfix exporter i B .

BRAEEDL:  YEHUEER DS S 3 1 PTAE = )2 4% 0 IPve Stk

fE¥EmM: .

2840 BEEVOC I F] 200101, KRS HELE A 200102,

Switch(Config)# ipfix exporter export-to-server

Switch(Config-ipfix-exporter)# ipv6 destination 2001::1 source 2001::2

4.17 match datalink ether-type

fir4: match datalink ether-type
no match datalink ether-type
Thge: M Nl E AT ether-type {1 4 K8
S8 .
HrSHE: ipfix record it B .
BREBHR: T

fFIFRRT : X W R SCR A UL SC B ol VT o Bty 22 non-IP S A S 3 35 (L2-KEY )

AT & select ipva Fl select ipv6 i 2, W A3 HRSCHS L OC = 3 TUL G ;s A5 B0 T select
ipv4 74>, W) IPv4 RSCAE] IPvA SCBE UL, JLE OO OB AT UL A5 RCE T
select ipv6 7742, W IPv6 i SCAEH] 1PV JCBEF UL, JLe iR SOfd M OCBE 7 EAT LA 47
BL'E T selectipv4 Fl select ipv6 > , M) IPv4 R SCAHF IPv4 JCBE 7 ULHL, IPV6 i SCAEF 1PV6

KB UTHL, non-IP Fi SCAE H G Bd = VT AL
B&M. i E A6 ethernet type £ A UG HE DG4 7.
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Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# match datalink ether-type

4.18 match datalink mac

fir4: match datalink mac {destination-address | source-address}

no match datalink mac {destination-address | source-address}
Thge: S HCE AT MAC MR R SCBE 7 o AFEFERIEIZE A, B & ZIXICE .
Z%: destination-address: VCACHR 1 H 1) MAC 7B,

source-address: VCRACH 15 MAC F-B.
#rd R ipfix record Pl E A
RAEREMR: T
HEFTRES : 0 M 4R SCR OG-SR VUL o iy 24 non- 1P ST (1) GBI T (L2-KEY ) o
A B E select ipva Fil select ipv6 iy 2>, T T A4 SCHS LA G HE A 3E AT VU ; #5C T select
ipv4 x4, W IPv4 RSCATH] IPvA SSBEFULIC, BRSO OB AT L A T
select ipv6 7742, W IPv6 i SCAEH] 1PV JCBEF UL, JLe iR SCfd M OB 7 EAT LT 47
BL'E T selectipv4 Fl select ipv6 x4 ) IPv4 R SCAH T 1Pv4 SCBE - ULHL, IPV6 i) SCAHH 1IPv6
KA FULAC, non-IP 4 SCA% H 1 G B = DL
2. TCE A H Y MAC HuhEAF 4 TR BT
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# match datalink mac destination-address

4.19 match datalink vlan

fir4: match datalink vlan {id | priority}

no match datalink vlan {id | priority}
Thge: MR E ] vian id 2 vian priority /2 08T o AESFEREINZ T4, third
G- €27 &
Z4: vlanid: UL SCH vianid fH .

vlan priority: PEECHSCIY) vian priority {H .
#rd R ipfix record B A
RAEEMR: Lo
FEFTRES : 0 MR SCR DG B 7 SR VUL o iy 24 non-1P - ST (1) GBI T (L2-KEY ) o
AL E select ipva Fil select ipv6 iy 2>, T AT A4 SCHS LA G HE A 3E AT VUG ; 5 C & T select
ipv4 x4, W IPv4 RS IPvA SCBEFULIC, LB RS OB AT LG A T
select ipv6 fir%, W IPV6 R SCAHH] 1Pv6 SCBEFULAL, &R SCAE T R Bl P HEAT UL, A%
BL'E T selectipv4 Fl select ipv6 x4 ) IPv4 R SCAH T IPv4 JCBE 7 ULHL, IPV6 i) SCAHH 1IPv6
KA FULHAC, non-IP 4 SCATH 1 OC B = DL
2e4: WCE A vian id 45 DURE ek 7
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# match datalink vlan id
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4.20 match ip

4 : match ip {protocol | tos | destination-port | source-port}

no match ip {protocol | tos | destination-port | source-port}
Thge: Sar SECEA IP RO BUE A R Y PRI T4, Hir S il E
E2/ &
ZH. protocol: XFT IPv4 #3C, UGHLD protocol F-B: XfT IPv6 3¢, ULAC next-header 7
Bt

tos: DLPCHR L tos 7B

destination-port: VCHECHR SC H s 5 7B o

source-port: [T HCHR ST 157 B
#rd R ipfix record o E A
RAEEH: .
EHIRE: S IP R SCH S8 ik (IP-KEY). #5 AL select ipv4, by 4o S 1
KBNS IPVA RSCE R 77 CUIC select ipv6, Ut A P & (1 SCHE 706 IPVB HRSCH 2%
8. Tic EAf FH protocol 1k VTHE K BT
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# match ip protocol

4.21 match ipv4-mask

fir4: match ipv4-mask destination <mask-length> source <mask-length>
no match ipv4-mask
ThRg: MtamAHCE IPv4 YR/ H A bk sl i A G T
S¥: <mask-length>: F5E KA, HUEVEE 0-32, {H N 0 K - AVLESIZHLAL.
destination: VGHECHR ST IPv4 H AL
source: VLRALIR LI IPvA ik
#rd R ipfix record Pt B A
RAEEH: .
fEFTRRT: M4 2 IPvA RO SR TN (IPVA-KEY ). HAGERCE T select ipvd J5, it
A HC L 1 OB X IPVA HROSCA B R, A TERE
e WCEAL IPva HIKHbhE 24 FLHERGAE G UCRC OGRS, ANVCRCE ko
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# match ipv4-mask destination 24 source 0

4.22 match ipv6 flow-label

v : match ipv6 flow-label
no match ipvé flow-label
Ihee: T EE ] IPv6 flow-lable 7 BAE b SGHE 7,
2% .
Hr S ipfix record it B .
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RAEEH: .

fEFTRRT: M4 2 1PV RO ISR TN (IPVE-KEY). HAT/ERLHE T select ipv6 J&, Uit
i A C 1) OCBE X IPVe RSCA A, NG

245 . TCE AL T flow-lable “7 B Ay VL IE et 7

Switch(Config)# ipfix record app-traffic-analysis

Switch(Config-ipfix-record)# match ipv6 flow-lable

4.23 match ipv6-prefix

fir4: match ipv6-prefix destination <prefix-length> source <prefix-length>
no match ipv6-prefix
Thge: Bt W0 E IPv6 Y5/ H B bk s bk HE S 4 OB
S <prefix —length>: FREAIZKE, WEWMH 0-128, fH M 0 FoRATLAL iZHbE .
destination: VLHCHRSCH IPv6 H AL
source: VLHALIR LI IPVE i Mk o
#rd R ipfix record Pt B A
RAEEH: .
ERTERE: X T IPv6 k3T, RITIOCHE FHEATILAC . thar 22 IPV6 R ST R BE 7 1B 1
(IPV6-KEY). HAELERE T selectipv6 J&, MWL E 1OCHE 76 IPV6 RSCAH &, 750
2. FLEEA IPVe H I hE 64 17 BT SRRk 63 47 5T 2R A A VTR OB
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# match ipv6-prefix destination 64 source 63

4.24 rate

frd: rate <number>

no rate
TORE: M 2B E R AR ST RE .
ZH: <number> RFEMIFEY UN, B N MROCR A ONXHRICEAD, nIECE Y
2-8191,
#rd s ipfix sampler Bt B AL
BRAERBI: UK AR,
fER¥ER: L.
2. BLERFEFIFE A 1/0/3.
Switch(Config)# ipfix sampler SAMPLER-1
Switch(Config-ipfix-sampler)# rate 3

4.25 record

74 : record {<name> | default-set [ipv4] | [ipv6] | [12] | [ipv4-ipv6] | [ipv4-12] | [ipv6-12]}
no record
Thge: Mhar 2 FeE A record >k 5E X monitor Wi 454 SCIRR O HE o
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Y.

<name>: record £, HUEIEHAEL 32 A5 747 o 1 record R LA CAFAES
record default-set: i SCAH FH 0 R R BE AR OCHE T, RN T L2 #R3C, FHH L2 ()2
AGRBET-; T IPvA -3, A 1PvA FJEAROCHE T AT IPv6 430, AT IPv6 [
AR T

record default-set ipv4: fffH IPv4 FJSEARFOCHE Y, & NIREARROCHE A FE LU B4 Port,
Source IP Address, Destination IP Address, Protocol, Tos, L4 Source Port, L4 Destination
Port; iX#f, X7 IPv4 30, AUH] IPvA [EEAGOCHE Y-, X TH e, R L2 1) ock
o L2 BB BRNG DL KA

record default-set ipv6: {ff] IPv6 [FIZEA G OCHE Y, & IR A HELL T )\ Port,
Source IPv6 Address, Destination IPv6 Address, Next Header, Tos, L4 Source Port, L4
Destination Port,  IPv6 Flow Label; 3XFf, %I T IPv6 #R3C, ] IPv6 MEAFIOCH T, X
TSR, AT L2 OB, L2 (O ERUE DL A

record default-set 12: {{i/f] L2 IEAGTOCHE T, & SEEARICH P LI N4 Port,
Source MAC Address, Destination MAC Address, VLAN ID, VLAN Priority, EtherType,;
XFE, XTI, HAEH L2 IAEAR OB 7

record default-set ipv4-ipv6: 1] IPv4 1 IPV6 fR3EAR BT . XFE, ST IPv4 3, fif
FIPVA [REAFOCHE S 0T IPv6 RS0, AEF IPV6 IRV OCHE T, XTI ekas, il
M L2 FOCEE, L2 OB BRSO A o 5

record default-set ipv4-12: il IPv4 Fl L2 (LA OCHE T XFE, X1 IPva 4R, ]
IPv4 IEEARGOCHE 7 X TH SR, AT L2 AR O T

record default-set ipv6-12: il IPv6 Al L2 (LA ICHE T XFE, XHT IPv6 R3¢, ]
IPv6 ISEAGLOCHE 7 X TH B, A L2 (AR O T

#ré#ER: ipfix monitor fit .

BREBHR: T

e 4 monitor FLAEXTN — record, {H—AN record AJ W [T 12> monitor. #5 %/
Bk 548 24 monitor {4 FH 1) record, 225U £4£1% monitor B2 # Y FH AT AR i 11

245 :  monitor M2 (1R SCAT I BE AR OG-

Switch(Config)# ipfix monitor my-ipfix-monitor

Switch(Config-ipfix-monitor)# record default-set

monitor MR SCAE A IPvA FEARJE ST .
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# record default-set ipv4

monitor W FEAR SCAE T IPvA 1 IPV6 JEAS I 7 .
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# record default-set ipv4-ipv6

monitor W59 (1135 SC A FH iy 44 record app-traffic-analysis.

Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# record app-traffic-analysis
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4.26 select

frd: select {ipv4 | ipv6}
no select {ipv4 | ipv6}
Thge: Mhar S B0 SR VLHC OCHE 7 2R 2
S ipvd: HOCTTLATTRL ipvd B .
ipv6: R AVLAL ipve JCHET .
#rd R ipfix record Pt B A
RAEEH: .
FFTRRE: LA E R UCEAEA 1Pv4, IPV6 SCHET . FFIERIEIZ T—14, It
A AR E 2. (ERLE %64 )5, match ip/match ipv4-mask/match ipv6-mask 25 i 4 Tid
BA R
;. FLEIRSCUCH IPv4 K IPV6 SCHE T
Switch(Config)# ipfix record app-traffic-analysis
Switch(Config-ipfix-record)# select ipv4
Switch(Config-ipfix-record)# select ipv6

4.27 set packet-type

fird: set packet-type {ipv4 | ipv6 | 12}
no set packet-type {ipv4 | ipv6 | 12}
B%)): L iy ISR I NE {8Vt
S8 ipvd: S IPVA T
ipv6: M IPV6 R L
12: W45 non-IP 4j 30
#rd = ipfix monitor it & A .
RAEH: il AR ER .
ERTE™ . Bedr S E S L S RSO A R 2 T, iR AT E 2 I
g AR AR CRCE R A ROC, W e R BRSO P . #7225 select ipv4 | ipv6 i &-AC
HAEH .
2. Bz U IPv4 R non-IP 3.
Switch(Config)# ipfix monitor my-ipfix-monitor
Switch(Config-ipfix-monitor)# set packet-type ipv4
Switch(Config-ipfix-monitor)# set packet-type 12

4.28 show ipfix exporter

fr4: show ipfix exporter [<exporter-name>]

Thge: w2 RoRaZ gl ipfix 4R ERS R

S¥(: <exporter-name>: 754 RALE (S L exporter ZLFR, KEEANEE 32 M 74
WA ffh<exporter-name>Z 44, WIE /s KRG E (T exporter [F115 &

AR R,
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RAEER: T
fER¥ER: k.
2451
Switch#show ipfix exporter export-to-server
IPFIX Exporter export-to-server:
Description: User defined
No. of monitor users: 1
No. of port users: 1
Transport Configuration:
Destination IPv4/IPv6 address: 172.16.1.1
Source IPv4/IPv6 address: 172.16.6.2
Transport Protocol: UDP
Destination Port: 9995
Refresh rate: 120 seconds

BRE R il R

IPFIX Exporter exporter 44 Fx

Description exporter [ I8 (5 5

No. of monitor users: 1 A8 FH % 1 ) monitor >4k

No. of port users A &% 16 port A%k

Destination IPv4/IPv6 address s IPFIX S H ) 1PvA\IPYVE Hitik
Source IPv4/IPv6 address i IPFIX Y S HIYE 1PvA\IPYE Hbtl:
Transport Protocol &4 IPFIX I S FH 1)
Destination Port s IPFIX S H i

Refresh rate R

4.29 show ipfix interface ethernet

fir4: show ipfix interface ethernet <IFNAME>
Theg: Mo Bos A B L A IPFIX BC B A5 S .
2% <IFNAME>:Z2 R IPFIX L& {5 B 1 4
S R

RAEEH: .

fERHE™E: Lo

2451

Switch# show ipfix interface ethernet 1/0/1

Interface Ethernet1/0/1

monitor: my-flow-monitor

monitor direction: output

traffic(ip): sampler SAMPLER-2

[ | feR
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Interface Ethernet Uiy 111 44

monitor iy 1 57 . FH (1) monitor 44 F

monitor direction R TT )

traffic(ip) Uiy 11 R AL B CRIATRCE N, W7 OND

4.30 show ipfix monitor

i

show ipfix monitor [<monitor-name>]

Thig: b BassZ LR IPFIX P AR R .

Z2H:

<monitor-name>: 552 R EE B monitor &8k, KREEAEELE 32 AN A .

R A it <monitor-name>Z %, W) o8 REHC & ) Fr-A monitor FI{E B o

S R
RAERER: Lo
fER¥ER: k.
2451
Switch#show ipfix monitor my-ipfix-monitor
IPFIX Monitor my-ipfix-monitor:
Description: User defined
No. of port users: 1
IPFIX record: app-traffic-analysis
IPFIX exporter count: 1
IPFIX exporter: export-to-server
Cache:
Type: normal
Inactive Timeout: 60 seconds
Active Timeout: 10 minutes
Size: 4096 entries
Deal type: non-discard
Packet type: IPv4

BRE R il FE

IPFIX Monitor monitor 44 Fx

Description monitor ¥R fE B

No. of port users 1 Ff % monitor 1 port N4
IPFIX record monitor [ ¢ H - e &

IPFIX exporter count

monitor 15 H 1] exporter ~4%

IPFIX exporter

monitor 7 [ exporter 44 &

Type s 7 2

Inactive Timeout ZAX I ]

Active Timeout VeI

Size A PRAF B SR K s £

Deal type Wi e (non-discard/discard)
Packet type AR AL (IPV4/IPVE/L2)
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4.31 show ipfix record

i

show ipfix record [<record-name>]

Thig: L& B s AL IPFIXIL SR EAR R .

Z2H:

<record-name>: 7 Z W oRAL E ARSI record £ FK, KA 32 MR

R A it <record-name>Z %, W78 RS E 1T record 15 B

S R

RAEEH: .

fERHE™E: L.

2441

Switch #show ipfix record app-traffic-analysis
IPFIX record app-traffic-analysis:

Description: This ipfix record tracks application usage

No. of monitor users: 1
No. of port users: 1
Fields:
select ipv4
match ipv4-mask destination 24 source 0
match ip source-port
match ip destination-port
collect counter packets
collect counter bytes

BoRfER it R
IPFIX record record 44 FR
Description record [R5 &

No. of monitor users: 1

1 FfiZ% record ] monitor %X

No. of port users: 1

1 F11i% record [¥] port 4%

Fields

record it & 1Y) it 7

select ipv4

fi ] ipva SCBEF LT

match ipv4 destination mask 24

ST F Y ip sk o DURCSCHE Y, HuhEHERS Dy 24

match ip source-port

LU S A% i J2= IG5 11 DA DG L S B 7

match ip destination-port

ARSI A% A 2 B3 A3 1 04 DG G B 7

collect counter packets

AR SCHE T packets

collect counter bytes

A SCHE T bytes

4.32 show ipfix sampler

4. show ipfix sampler [<sampler-name>]

Thig: L& B s AL IPFDCRAERCEAE R .
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SH: <sampler-name>: T 2L R RALE(E B sampler ZFR, KR 32 N EAT.
A A ffe<sampler-name>Z:4L, U 7R REHCE KA sampler 1115 5.

S R

RAEER: T

fER¥ER: k.

2451

Switch#show ipfix sampler SAMPLER-1

Sampler SAMPLER-1:

Description: User defined

No. of port users: 1

Rate: 1 out of 3

WoRfE R fif R

Sampler sampler £ Fx
Description sampler #{i& {5 B

No. of port users: 1 A FHAZRAE (1) 3 A2
Rate KL E

4.33 show ipfix statistic exporter

fir4: show ipfix statistic exporter [<exporter-name>]
ThRg: Mtan 4 BoRAZHALR & exporter i H AL SR G THE -
2. <exporter-name>: exporter 45, HUEEFEIAHLE 32 #4512 FF 5
S R
RAEEH: .
fERE™E: L.
2451
Switch# show ipfix statistic exporter export-to-server
IPFIX Exporter export-to-server:
Total packets: 100
Success packets: 95

Fail packets: 5
N il FE
IPFIX Exporter exporter 44 Fx
Total i AR IPFIX £ 8B 5L
Success KAL) IPFIX A5 B4 H
Fail BRI IPFIX A5 B 5 H

4.34 show ipfix statistic interface ethernet

fir4: show ipfix statistic interface ethernet <IFNAME>
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Dhge: Mhr 4 Ror IPFIX fadi e i H B i 8l (RS CPU Hid sk £k H A
B AE At R SR 2R«

¥ <IFNAME>: 2B Ryiicskf5 B H 4 .
. FR

RAERER: Lo

fER¥ER: L.

2451

Switch# show ipfix statistic interface ethernet 1/0/1
Interface Ethernet1/0/1

Number of record sent: 100

Number of record stored: 120

BoRE R il R

Interface Ethernet Uiy 11 44 %

Number of record sent 2 1132 CPU AREE (it ic 5 H
Number of record stored i A7 i TR e 4

4.35 transport

fir4: transport {udp | tcp | sctp} [destination-port <port>]
no transport
Thee: by S E At id s MBSO H i 1, H RS RE UDP Ppisle
2% udp/tep/sctp: M E AL IC A H Lo
destination-port <port>: &4 ic s A8 ik 5, A i 4000-65535.
#rd R ipfix exporter fit B
GREFEH: BRAEH] UDP U3, BRI H i 4739,
fERE™E: L.
2. T E AR SR AE FH UDP B3, H 3 15 9998
Switch(Config)# ipfix exporter export-to-server
Switch(Config-ipfix-exporter)# transport udp destination-port 9998

4.36 udp template

fir4: udp template {timeout-rate <seconds> | refresh-rate <packets>}
no udp template

Theg: e B AR FA% R .

SH(. <seconds>r BB FALMAR, LU TRy 47, HUEE R 1-86400 (s).
<packets> B BB FALIAR,  DLRSCNEO 547, HUETE ] 1-1000,

#rd R ipfix exporter fit B

GREFEL: BRI T AL SN LU ()24 57, TRk Sk 120 75,

ERIFERT: B AL AT R, — Rl AR RO 547, — Pl DA ST O P iy 1

S BT ER 4 G B e N HAL, DU SR R S 2 IR AR BT o IH w2 IR I TTAN 1T [

4-17




mEREREGS ® 4% IPRIX REMS

INACE, HAeikse—FhE Rz,

5] BE AR A A AR OSCHO 57, B 20 DAL IR
Switch(Config)# ipfix monitor my-ipfix-exporter
Switch(Config-ipfix-exporter)# udp template refresh-rate 20
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