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1.1 access-control {down|up}

fr4: access-control {down|up} {ip {<1-199>|<acl-name>}|ipv6 <acl-name>|mac
<acl-name>}

Thek: BCEVRINAE—SRZm A P E . NHJ7R ACL BUNMEE. ACL SCHRFRAD.: L2
I MAC, L3y IP, L4 ¥,

Z¥: down: AT, HHEJT.

up: bAT, ARTJ7I

ip<1-199>: ipv4 KA ACL R LR, LI .

ip<acl-name>: ipv4 KA ACL R A, LLEfFH@m4.

ipv6<acl-name>: ipv6 KA ACL KA, LLEfFH Mm% .

mac<acl-name>:MAC K ACL LA FK, PLEFRFH M4 .
Hrr, <acl-name> KKFEFly 64 A5-77, HF4AF 8 Hagt &7
B, <acl-name>755 “ip access-list {standardjextended} <acl-name>”
“gi—.

#ré#ER: device-finger config 1=t
BREEM: .
T NCE ACL AN, FMEi% ACL N CAELE, #ALEAE, TN E RM, FF4h

fen R s MEEREN, S CAERENRER . I ACL B S INIEAEL )
AR, O UG HAIE_E 26 iz 28 2 m ] A
ZH: TE % ACLYEE R FAT 71

AC(config-device-finger)#access-control down ip test

1.2 device-finger dhcp-option

fir & : device-finger dhcp-option {55|60} {equals|starts-with} <option-number>
device-description <description-info >

Dhge: fEL&A AT, B A2 umRaiuiE R .

Z¥. 55: DHCP option 55.

60: DHCP option 60,
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equals: DHCP option value %57

starts-with: DHCP option value 1 DA 44 K 4G .

<option-number>: DHCP option value {fi, Z{EAX 0 K/, B AKKE N 64 775,
AT A SRR, w09, af, A-F (%4
0103060F77fC).

<description-info>: F P ftadiih, #idEBEK 128 71, WEHET. PR 7

it LLeRmnER .

RAEEH: .

fEFHFEFS: 24 AC A B — R 407 KI5 (Ul option code=55, len=12, value=0103060f77fc),
2R VURL equals (94005 B (RIPLAS device-finger dhcp option 55 equals 0103060F77FC
device-description iPhone $54U(F ), X B ILECIR MR VCRCOC S, A ERs L EiHk
ABIWTEIE T, ABATHIVCES (EP starts-wth [RFRSUE D AT — 4R ULEE B, R [H],
N IR

Z44: Tl E — 4 DHCP option 55 [ value {#%%F- 0103060F77FC ({58 B«
AC(config-wireless)#device-finger dhcp-option 55 equals 0103060F77FC device-description

Apple product

1.3 device-finger enable

74 : device-finger enable

Thee: JTA ZaumfRacir N thhe. Fa8OR B IhaeE %5 T AP AN VAP 454,

¥ .

i network Fx.

BRENEOL: BIAK KT

ERTER: fERIE LS a2 DRl E A S 2mfa gUs BT OL R, A BeIT N A ads
SURAITT R, A R E L mis2UE 5, IR IFCIR: JHRYiaefs, AP L
BT client DHCP #R3C, JRIEMUNT 47 IR 3G DCN AR (R BRSO ek
45 AC: FEEIFJRIFR, W& H AT I RRESHAER: I OSRESZIN, FFEHATT3)
FRAGERCE N Y AP, AC LT3 N RALE M4 A wireless ap profile apply <profile-id>.
2. IR Zeaida ORI I RE .

AC#(config-network)# device-finger enable
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1.4 debug wireless device-finger detail event

4. debug wireless device-finger detail event <client-mac>

Thge: 1 IT Ik &R S0 D Re ) VRl FAFRIKTT G

Z%: client-mac: client MAC Hihit, # LUEFXF—4 client BEAT 8K

S PR B A

BREFEM.: disable, RIARGITIT.

ERTE™: FIIT 22 amdR 20 Dh eI VEAN FAFRRITOC, T LA A Jo 4 2 mdie SOl D)
RE I IR BRI B

EH: FTIF MAC Hihikly 00-24-d7-bf-8d-e8 oLk 28 i e SO Th 10 PR 4 F AR TF .
AC#debug wireless device-finger detail event 00-24-d7-bf-8d-e8

MAC:00-24-d7-bf-8d-e8 detail

WD_LEVEL WIRELESS_DEVICE_FINGER_MSG_DETAIL_EVENT debug is on

%Nov 11 11:04:40 2014 filename:wireless_device_finger.c, lineno:178, Device-finger:
before match: client:00-24-d7-bf-8d-e8, option 55:010f03062c2e2f1f2179f92b.

%Nov 11 11:04:40 2014 filename:wireless_device_finger.c, lineno:220, Device-finger:
match succe ss(index:0), client:00-24-d7-bf-8d-e8, option 55:010f03062c2e2f1f2179f92b,
device-descrip: x202, ACL down:1-abc, up:0-.

%Nov 11 11:04:40 2014 filename:wireless_device_finger.c, lineno:581, Client Device ACL
message send to AP:00-03-0f-26-16-20

1.5 debug wireless device-finger trace

4 : debug wireless device-finger trace <ap-mac>

Thge: 1T Ik AR 200N Dhfe i) B R T 5k o

Z¥(: ap-mac: AP MAC Hbtik, 7] LLEFXF—A> AP JEAT IR

S R B A

BrR&EFEM.: disable, RIARGITIT.

FERTREE: F1IT L Zumta SGHN I RE M BRER R ITOC, Hirth o8k 2 uifis SCH M ) e 1) ERER
LRGN ERSS

B TS AR SOR M D i ERER T K

AC#debug wireless device-finger trace 00-03-0f-26-16-20

MAC:00-03-0f-26-16-20 event

WD_LEVEL WIRELESS_DEVICE_FINGER_MSG_TRACE debug is
onWD_LEVEL_WIRELESS DEVICE_FINGER_MSG_TRACE debug is on
AC#%Nov 11 11:31:18 2014 filename:peer_txrx.c, lineno:6194, Msg Type: 0x98, Rxd
WS_CLIENT_DEVICE_FINGER_REQ_MSG from 70.1.1.3
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%Nov 11 11:31:18 2014 filename:wireless_device_finger.c, lineno:262, Entering
wirelessClientDeviceFingerRegMsgProcess.

%Nov 11 11:31:18 2014 filename:wireless_device_finger.c, lineno:585, Leaving
wirelessClientDeviceFingerRepelyAclMsgSend.

%Nov 11 11:31:18 2014 filename:wireless_device_finger.c, lineno:458, Leaving

wirelessClientDeviceFingerRegMsgProcess.

1.6 debug wireless device-finger error

74 : debug wireless device-finger error

Thge: 1T ok AR 200N Dhae A T 50 .

2% k.

S R B A

BRGREW.: disable, EIRHFTIT,

ERTE™: FTIT 2 Z iR S0 Th RERIER DR TT O, it o 2 £ didis SCMUnl T R AR AR
15 &

2B To.

1.7 debug wireless device-finger packet

all|send|receiveldump

fr4: debug wireless device-finger packet {send|receive|dump]all} <ap-mac>
Thge: 1T Ik AR 200N Dhfe R SC T
SH: send: FIIT I AR S0 e i A B e R

receive: FTITF L2 uiFa sl DhRe it kM &

dump: ] IF ok Z e 80 D fig i AT a0 e 2
all: 4TI o 2 sidi SCH M D e U S AT AL Tl 8
ap-mac: AP MAC Hitik, W LUER X —A AP AT I

S PRI B A

BrR&EFEM.: disable, BRIARGITIT.

ERTE™: 1T 22 amdR 20D RE AR SCIATT O, it o2 A mdis SR D R AR OC
5. HA g Zumltit THr8rnfs B Hah e ACL 47 0X0098 1 0X0099 7 El,

). T AR SR Dfe iR SO I K

AC#debug wireless device-finger packet all 00-03-0f-26-16-20

MAC:00-03-0f-26-16-20 packet

WD_LEVEL WIRELESS_DEVICE_FINGER_MSG_PKT_RX debug is on
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MAC:00-03-0f-26-16-20 packet

WD_LEVEL WIRELESS_DEVICE_FINGER_MSG_PKT_TX debug is on
MAC:00-03-0f-26-16-20 packet
WD_LEVEL_WIRELESS_DEVICE_FINGER_MSG_PKT_DUMP debug is on
AC#filename:wireless_device_finger.c, lineno:287,

0000 00 98 00 57 00 21 00 06 00 03 Of 26 16 20 50 01
0010 00 06 00 03 Of 26 16 20 50 02 00 06 00 24 d7 bf
0020 8d €8 50 03 00 01 01 50 61 00 10 34 64 3533 34
0030 36 35 34 32 30 33 35 32 65 33 30 50 60 00 18 30
0040 31 30 66 30 33 30 36 32 63 32 65 32 66 31 66 32
0050 31 37 3966 39 32 62

%Nov 11 11:21:21 2014 filename:wireless_device_finger.c, lineno:391, Device-finger:
AP:00-03-0f-26-16-20, client:00-24-d7-bf-8d-e8, VAP:00-03-0f-26-16-20, radiolf:1, option
55:010f03062c2e2f1f2179f92b, option 60:4d53465420352e30.
filename:wireless_device_finger.c, lineno:551,

0000 00 99 00 41 50 01 00 06 00 03 Of 26 16 20 50 02
0010 00 06 00 24 d7 bf 8d e8 50 03 00 01 01 50 60 00
0020 20 01 61 62 63 00 00 00 00 00 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0040 00

1.8 no access-control {down | up}

#r4: no access-control {down | up}
Thie: WCEMIER H DEN 5 iR ACL B .
Z¥: down: AT, AHJ7Il.

up: _bAT, HIEJT.

#ré . device-finger config FEx.
BB T
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fEFTE™: MEE—4% ACL MG S, MMHER S EARLAAER, 4RI B ACL ML)
X EAAUELEZR IR 12 A AN AT, RIF il £ 3 % ACL FEI
2540 MHBR—4c FATJ7 IR L) ACL BEI

AC(config-device-finger)# no access-control down

1.9 no device-finger dhcp-option

14 : no device-finger dhcp-option {5560} {equals|starts-with}
<option-number>

Theg: (ELLABEUT, MR — &L mfa st E R

Z¥. 55: DHCP option 55.

60: DHCP option 60,

equals: DHCP option value {555 .

starts-with: DHCP option value 18 LM T4 15 K T4 .

<option-number>: DHCP option value {fi, Z{EAX 0K/, B AKKE N 64 775,
FEAS AT S HE A, W 0.9, af, A-F (XM
0103060F77fC).

it LLeRnER .

RAEEH: .

ERTEm: MIBR 2 ZumdR SR R, H I R G & I T ACL BRI = B A 6L
AAFAEN, gy AR N o AN BRI A B e — A A m 4R 8UE B, H 4T network R AT
device-finger enable, 2%kt device-finger JT5¢, 2R 5 A4 REMIER . MR G ) Lamfeads
SO CANIELEZR 0 T T ASEAEH] o

2&450: K% 24% DHCP option 55 ) value 1825 - 0103060F77FC {5 ri i K .
AC(config-wireless)# no device-finger dhcp-option 55 equals 0103060F77FC

1.10 no device-finger enable

¥4 : no device-finger enable

Theg: <M LumdR S0R I HE -

2% k.

i network Fx.

RAEEO: AN KA.

fERTE™: KM network N £ AR AN DIRE, BEARHITTOC, 45t b T OGRS I
Ny AZITRREZRAT, FHERAT T N R A B E T R4 AP.
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). KR AREON DIfE .
AC(config-network)# no device-finger enable

1.11 no debug wireless device-finger detail event

¥4 : no debug wireless device-finger detail event < client-mac >

ThRe: KMok &R S0 D Re ) VRl FAFRIKTT G

Z%: client-mac: client MAC Huhit, # LUEF X+ client BEAT 8K

S R B A

BRGREW.: disable, EIRHFTIT,

ERTE™: P2 2R S0 D RE RO VEAN FAF R ITOC, 458 ki Jo 4 2 i SO Unl| D)
REAITEAN AR

2H: K MAC Hihikly 00-24-d7-bf-8d-e8 oLk 28 i He SO T 1 PR 40 FAH R TF .
AC#no debug wireless device-finger detail event 00-24-d7-bf-8d-e8

1.12 no debug wireless device-finger trace

4 : no debug wireless device-finger trace < ap-mac >

ThRe: KMk AR 20N DI fe i) B R T 5k .

Z¥(: ap-mac: AP MAC Hbtik, 7] LLEFX—A> AP JEAT iR

S PR B A

BRGREW: . disable, EI AT IT

ERTE™: CHIC 2 2R S0 Dh RE AR ER IRATTOC, 5% 1k H o 2 2 i SCMUnl ThRE )
PRERTRRAE B

. OGP T i HR SOR I D e i ERER T K

AC# no debug wireless device-finger trace 00-03-0f-26-16-20

1.13 no debug wireless device-finger error

4. debug wireless device-finger error

ThRe: KMok AR 20N Dhfe RO T o0

2% k.

S PRI B A

BRGREW: disable, EIRHATIT,

FERTRES: P o R SCHN D RE M ES AR TT, 459 10 Jo 4k 2R SO i D) Be A
B
2B To.
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1.14 no debug wireless device-finger packet

all|send|receiveldump

14 : no debug wireless device-finger packet {send|receive|dump]all} <ap-mac>
Thge: KMok AR 20N Dhfe R SC T ¢
SH: send: KT AR S0 Dhe I A R R

receive: X PIJCERZ iR SO D RE MR R B

dump: 5K G 2 i 800 D fig i AT 60 Pl R
all: X PIJo 4 2 i SOF M D e U A AR AT A Tl U
ap-mac: AP MAC Hitik, W LUER X —A AP AT K.

S R B A

BRGREW: disable, EIRHFTIT,

ERTERE: P o 4 R SUFON DI RE MRS TTG, 45 ik th o e dis ORI DIRe )
RCAE R

o). OGP TR i HR SOR M D AR SO I K

AC#no debug wireless device-finger packet all 00-03-0f-26-16-20

1.15 no debug all

fr4: no debug all

Thge: [RINOCH o4 2 mFR SUR A D RE ) DEBUG 15 B .

¥

AR FERO E .

BRGREW: disable, EIRHATIT,

BT JCHIFT debug JTOGHI, (Rl S HIJEA 0B R ECR M D R I
& [R)IN OCHA o 2 28 s 20U T e ¥ DEBUG {5 B

AC#no debug all

all possible debugging has been turned off

1.16 show wireless client device-type

[<device-descrip> []

fir4: show wireless client device-type [<device-descrip> |]

Thi: RPN I AR SUE B B B S LR SUR RN BT AT L

2-5



LI SURAI A& 1% KRR ES RG-S

S¥: <device-descrip>: device description, R[IZuJsmY,

it FER

RAERR: L

fEFI¥RES: show @27 E wireless ML /R A (R G H (0 i R AU(R Bl e — 87!
A SUF IO I T L

2. RORTEEH P AR AUE B .

AC#show wireless client device-type

Client Mac Device-Type DHCP Option
ACL DOWN ACL UP
00-24-d7-bf-8d-e8 x201 55:010f03062c2e2f1f2179f92b
IP - abc <none>
60-fa-cd-14-0f-11 <none> 55:0103060f77fc
<none> <none>

1.17 show wireless client <client-mac> status

fr4: show wireless client <client-mac> status

ThRe: B HI T B A R ] B A R AR5

4. <client-mac>, HI/7 (1) mac Hilil.

S R

RAEEH: .

fERTE™: 1] show vt s 2 /i ] O 2 i SR AL Rl 15 B

24): A MAC Mkl 00-24-d7-bf-8d-e8 1111/ (1 & s AR ik A L
AC#show wireless client 00-24-d7-bf-8d-e8 status

MAC address........ccccevvvieeeeineeiieenn. 00-24-d7-bf-8d-e8
Detected IP Address.........ccccocevvuveeenne 80.1.1.2

VAP MAC Address........ccccocvvvvenereennnns 00-03-0f-26-16-20
AP MAC Address.......cccccoveveeeerieennennn. 00-03-0f-26-16-20
LOCAtiON.....co vt

Radio........ccoooveveeee e 1-802.11b/g/n
Associating Switch.............ccccccoooon. Local Switch

Switch MAC Address..........cccoocveeeennnnene 00-03-0f-1a-8d-3a
Switch IP Address........cccccevvcviiiieeenne 70.1.1.1

Tunnel IP AdAress.......coooovvvveeeiieirinins ===
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SSID.cciiiiii 123;ji

NetBIOS Name.............ccoeeeei e, PC201411051052
StAtUS...eeeeei e Authenticated
Channel........coooviiiiiii, n

User Name.......c.oooveeeeiieeieeneeeeee

VLAN. e 80

Transmit Data Rate..................ccccvv e 12 Mbps
802.11n Capable.........cccceeeeeviiinnennn, Yes
802.11ac Capable..........cccvvvevvveeveeeenn. No

STBC Capable............ccccvvvrverivrvrennnnn. No
Physical Mode.............ccccvvvveveeeeinnen. 802.11b/g/n
device-type......cooovveeeiiiiieeeeeeen x202

1.18 show wireless client <client-mac> client-gos

[radius|device|] status

fr4: show wireless client <client-mac> client-qos (radius|device|) status
ThRe: O AHI T B A R ] B A R A RS

ZH: <client-mac>, HI/7 (1) mac Hililk. .

S R

RAEEH: .

fERTE™: 1] show v s 2 Hi A1 O 28 3 28 R T UL Y QoS A Ko

24): A MAC Hulik 2y 00-24-d7-bf-8d-e8 JT] ) [ 43 R Hid 7 &L o
AC#show wireless client 00-24-d7-bf-8d-e8 client-qos status

MAC address........cooveeviiieeeneeeeeiieen. 00-24-d7-bf-8d-e8
SSID.ciii 123;ji

Client QoS Operational Status.................. Enabled
Bandwidth Limit Down............cccvecveeeenns 0

Bandwidth Limit Up........cccccevvvveeenenn. 0

Access Control Down...........cccoeeeeeennee. IP - abc
Access Control Up......cccocceeeveeienene <none>

Diffserv Policy Down...............ccceee.. <none>

Diffserv Policy Up..........cccccvvvveeenennn. <none>

1.19 show wireless device-finger status

fr4: show wireless device-finger status
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Thek: & Muir A network 11 device-finger JF &R

¥ .

AR R,

REFH: T

fERTERS: i H] show x4 W 9 Hi 47 network T 1) 285 iR TF OIRAS
B EE YT network R I device-finger JT IR 2
DCWS-6028#show wireless device-finger status

Network ID  Device-Finger

1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
6 Disabled
7 Disabled
8 Disabled
9 Disabled
10 Disabled
1 Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled
20 Enabled

1.20 show wireless device-finger configuration

fr4: show wireless device-finger configuration

Thgg: AA 91T AR AU E AR B

2. k.

R R,

REWHL: .

fERIFERS: (1] show 4 o 24 By B A7 G B A 2% dm 417 4Uf5 R
. A AT R AU EAE B

DCWS-6028#show wireless device-finger configuration
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Device-description DHCP Option
ACL DOWN ACL UP
x202 55:starts-with 010f03062c2e P -
abc <none>

1.21 show wireless network <network-id>

fr4: show wireless network <network-id>

Thee: G M0 network 25 dR gl TR RE

S8. <network-id>, network id 7.

S R

REHEH: L

EFATERT: show iy 4 A A AT network T it FR SUE FF SRR A
2. A T network N AR SCHINITT O IPIRAS .
DCWS-6028#show wireless network 20

Network ID.......cccceevi i 20
SSID.cciiiii 123;ji

WDS MOdE......cooviiviiiiiiie e Disable
WDS Remote VAP MAC.........ccoiiiiiieennann ===
Interface ID.......cooceeeeiiiiiiiieeeeee, 20019
Default VLAN.........ccooviiiiii e, 80

M2u Threshold...........ccooeeiiiniininn. 6

Hide SSID......cccoiiiiiii e Disable
Station-isolation............cccccceeerenene. Disable
Offline-detect...........ccocovveriiirnnnnen. Disable
Idle-timeout (seconds)...............ccueeee. 300
Threshold (bytes)..........cccoeevviiivinees 0
device-finger function......................... Enable

1.22 show debugging other

4 : show debugging other

TheE: [RII B o2k 2 00 24T I 1) DEBUG 1K
¥ .

AR FERO E .
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BREREM: disable, RIARGFTIT.
ERTER: WoRCATITI debug J1oK, RN 7R I8k 2R S0R ) AT IR 5%
) [F)IN R e AR SOR I C 4TI 1) DEBUG JK.
AC#show debugging other
WIRELESS:
error
WD_LEVEL WIRELESS_DEVICE_FINGER_MSG_ERROR debugging is on
MAC:00-03-0f-26-16-20 event
WD_LEVEL WIRELESS_DEVICE_FINGER_MSG_TRACE debugging is on
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