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#$1% RFPing f74

1.1 wireless link-test <client-MAC> (count <1-100>|)

(timeout <1000-5000>|)

fr4: wireless link-test <client-MAC> (count <1-100>|) (timeout <1000-5000>|)
ThEE: MAC'E JFLA client [BE s TR .
SH UL

<client-MAC>: Mg & i 2l client MAC;

count <1-100>: [t & radio Xf4ERhiHE R %K 2% ping 1074

timeout <1000-5000>: radio 2 L5 FRFREAS ping A0 N B B I TR], 547 4 ms.
S R
BRIAECE: count ZRINE A 5, timeout BRIA{E % 1000ms.
ERTE: S WA Lk 4 )5, ac KIXHE4S ap, ap WY EG R client STRR#
RIFLREERR I, Mk Aerh, Wik ctri+c SR 45 1
). WCE Client BRI R AIRECH 5, BLE B IS 3000ms, WAL T
AC#wireless link-test e0-46-9a-b1-fa-ef count 5 timeout 3000
Testing link to client e0-46-9a-b1-fa-ef, press CTRL_C to break......

link Status
RTT:Round trip time

No./MCS Rate(Mbps) Txcnt RxCnt RSSI Retries RTT(ms)

6 12 5 5 54 0 0

7 18 5 5 53 0 0

8 24 5 5 53 0 0

9 36 5 5 53 0 0

10 48 5 5 53 0 0

1 54 5 5 52 0 0
MCS-0 6.5 5 5 52 0 0
MCS-1 13 5 5 53 0 0
MCS-2 195 5 5 53 0 0
MCS-3 26 5 5 53 0 0
MCS-4 39 5 5 53 0 0
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MCS-5 52 5 5 53 0 0
MCS-6 58.5 5 5 53 0 0
MCS-7 65 5 5 53 0 0
MCS-8 13 5 5 53 0 0
MCS-9 26 5 5 53 0 0
MCS-10 39 5 5 52 0 0
MCS-11 52 5 5 52 0 0
MCS-12 78 5 5 52 0 0
MCS-13 104 5 5 52 0 0
MCS-14 117 5 5 52 0 0
MCS-15 130 5 5 52 0 0

No more Rate, link-test complete!

15 11+ RFPing #4E
AC#wireless link-test c0-cb-38-3e-13-9e count 5 timeout 3000
Testing link to client c0-cb-38-3e-13-9¢, press CTRL_C to break......
link Status
RTT:Round trip time

No./MCS Rate(Mbps) Txcnt RxCnt RSSI Retries RTT(mSs)

3 n 5 1 63 4 0
6 12 5 1 62 0 0
7 18 5 4 64 0 0
8 24 5 1 67 0 0
9 36 5 3 64 0 0
10 48 5 3 64 0 0
1 54 5 3 64 0 0

1.2 [no] debug wireless link-test msg

¥4 : [no] debug wireless link-test msg

Thek: F1IFEOCH RFPing DRefibir) debug PHIX1% &
2% k.

BB M. Debug {5 BAFTIF.

&= Privileged EXEC,
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2. FTIFEOCH] RFPing ThERTELY) debug IR {H .
AC#debug wireless link-test msg
AC#no debug wireless link-test msg
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H2E FOYaamd

2.1 wireless capture mode

fr4: wireless capture mode {file | remote [<2002-2006>]}

no wireless capture mode
Theg: MoE AP CAAMU A, AdirS no IO BRI ST PR N &
. file NSRBI

remote L FE A IR

<2002-2006> I FEfifi 3 15, Vil 24 2002-2006, ERIME A 2002,
R R,
GREFH: BOIABA N E A
fERTER: WIRELE file B2, AP JFJH SCAHmigpat, 1 A BLZE0H) TCP B, # Capture
AP i 3RB PR SCFT A peap SCAE FAEYS AC: WRELE remote #5550, AP T LUKHRER
RS B ) B2 4T Wireshark (1) PC &, R4l H 115 WireShark 55 /2% 53
Hr CHEBFE AR, BN AP AN AT AT 3 2R 2008 B AL ) SO R S8 4 2R AE Capture AP 4T
A B SO AT S W O A TCEAN B I % 2 8028, T TR 2 DT
IR
2. FLE AP SRR RN file.
AC#wireless capture mode file
lC'E AP fili g el remote, @ FEA& 1% 14 2005.
AC#wireless capture mode remote 2005
In remote mode, the capture duration and packet numbers parameters will be ignored by

Capture AP.

2.2 wireless capture promiscuous-mode

4 : wireless capture promiscuous-mode
no wireless capture promiscuous-mode
Theg: JTHRRAAEIAIN, A4 no JBAO G AR
2. k.
R R,
RAEEOL: IR KA.
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EHRR: JTRRZAMEEA S, Capture AP RKHZRE A CF-—F#E LA s, Wik
ARTFRR A, Capture AP Uik H fuhk & B SRR,
) THR AN .

AC#wireless capture promiscuous-mode

2.3 wireless capture duration

4 : wireless capture duration <60-3600>
no wireless capture duration
Thge: HOE file FRAEUT, IRIROCHIRFEEINAC, A2 no B P I BRI
NN
2H: <60-3600> WL, VL 60-3600, LAz b,
R R AU,
BRERHI: WK 3600s.
ERTE™: file MU, & AP =B &IEZ —, b SRC BN, Wik
IUELIN T A BN E AL, AP 25 1EINE, I EALMIRAIIRSCE AC; remote iR, AP
o HIN, Az 2 BCE KR .
25l L E AT FFLEN Kl 1000s.
AC#wireless capture duration 1000

2.4 wireless capture packet-num

4 : wireless capture packet-num <1-10000>
no wireless capture packet-num
Theg: MCE file fHMIT, MARRSCEER B, A4 no BAF N Ik SRRk SCHcE:
BRI A BROAE
Z4. <1-10000> 44N 4, fulH 2 1-10000.
R R,
BRERHO: OBy 10000 4.
fERER: file fiHBIAT, 2 AP FIEIMER &AL —, WA SR EIME N, aR
OB L BN E A, AP 25 1EINE, I EALIRAIRSCE AC; remote iR, AP
o HIN, ASZitar 2 HCE KR .
). i E IO ECE R E S 5000,
AC#wireless capture packet-num 5000
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2.5 wireless capture start ap <macaddr> interface

4 : wireless capture start ap <macaddr> interface {radio <1|2>|ethernet }
Theg: BCEHE AP [ MAC il RINEL ) interface,  [A]B 2 AP JFURHTAL .
2% : <macaddr> ¥t AP () MAC Hill, AP Rj4bZik AC &L, ERINE N
00-00-00-00-00-00;
interface i SCHi 3R interface % 5
radio 1 A7 2.4G S BN
radio 2 A7t 5G SBHNEL, BLE IS ET IRIE AP SCREBUIEL ;
ethernet 3 7E AP (4 D3AL, BRIAE R 2.
R R,
BREBH: 2 DI EAKRTT .
ERFRRS: BB SR OCPR (2D KIVESHUS, 44 B % 4 i & Capture AP
) MAC Huhil, FFEFE4MAR interface dilo [ IX A AT W22 AN T 4R dr 4
Capture AP 2 FIZH B E SERCE AN S EIIME, R TR TN
24: WicE JT I3 MAC 4 00-03-0f-09-51-30 ) AP 1i radiol 1.
AC#wireless capture start ap 00-03-0f-09-51-30 interface radio 1
fic & JF 3 MAC 24 00-03-0f-08-09-40 ] AP {4 2k 119141 o
AC#wireless capture start ap 00-03-0f-08-09-40 interface ethernet

2.6 wireless capture filter-mac

fr4: wireless capture filter-mac <macaddr>

no wireless capture filter-mac
Theg: MoE RS MAC Hihl i B4, A4 no B4F Gk MAC Hulikid JERCE .
Z¥: <macaddr>2h i ERlIER) MAC Hidilk.
R R,
RAEEH: RN IEFAEARTTA -
fERIFRRT: A PO AT DAMC B AT 0 B a R ST gk, T MAC HUhEAR Dy AP S 3R 4L
ML uES A, WTLLZ STAMAC. VAP MAC %5, RFSR A 2 3, AP 2XILECIE MAC,
HIf) MAC btk J5 HEA 73 8 SR Al 3R IR ER 30, WIS ILidiE MAC. Hit) MAC. BSSID
Ja AT I g
2. iL'E AP 3RS MAC Hhlik 00-26-82-60-89-E6 I 3.
AC#wireless capture filter-mac 00-26-82-60-89-E6
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2.7 wireless capture stop

fr4: wireless capture stop

Theg: ¥ AP 45 - SCHisR.

2. k.

R R AU,

REWHL: .

EFITEREE: B T T30k Capture AP [T, WIS file ik, fR1b9ML)S,
AP 2x[i) AC _EAERZR AR

M. il AP 5 IR SCH R

AC#wireless capture stop

2.8 wireless capture file-transfer

14 : wireless capture file-transfer

Thee: Tl AP AR BRI,

2. k.

R R,

REWHL: .

fFRTREE: &L AT UIF-ghiEd] Capture AP 1] AC FALHIRBINRSC, FRm4)E, AP
AR I — IR file BN SRR L . 1% R BEAEIN R TR S5 A ]

2Bl i AP FALA RIS .

AC#wireless capture file-transfer

2.9 show wireless capture status

4 : show wireless capture status

Theg: A S N D) RE A2 200 B4 B AR SCROR S«

2. k.

R R,

REWHL: .

ERIFERT: TRt A4 T LLAAE A 2 VR T RE A 25 5000 B M4 5 A SR SCHR S . BB B
TEAE LT AR

Field Description
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Wireless capture status

&AM REIRA (Enable/Disable)

Capture ap MAC

2 T Z A 3R 1 ap (1 MAC Hiht:

Capture running status.

ENECSETEIRINOT,
1- BHIA

2- IEAERERIR L
3- Toskiliikg;

Capture stop reason

BRI 4 1k, o ki J A

Download status

file BT, IMALSCARR FEURA
1- KHIH

2- IEAEARY

3- CIEM NECCr

4- FESCHRIK

Capture file real size

ORI R SRS AR K

Capture mode

TP (file/remote)

Remote port

remote #i T, TCFEH R AL L A i 15

Capture interface

TN interface (radiol/radio2/ethernet)

Capture duration

TERAAR N K, HAE R

Capture packet number

JEEA Bt KA R A R S

Capture Filter MAC

WIS TF A i ek, 75 Bk e )k & 1) MAC Hbik

Capture promiscuous | R A AL GEIR A (Enable/Disable)

mode

B WoR O DR .

AC#show wireless capture status

wireless capture status................c....... Enable
Capture ap MAC.....ccccccvvveeeiiiieeeeee. 00-03-0f-09-51-30
wireless capture running status................ wireless capture stop

wireless capture stop reason...................

wireless download status................ceeevvns =====

wireless capture mode...............cccec.e remote
Remote port........ccccccvvvvvvvieeeeiiicnnn 2002
wireless capture interface.................... radio 1
wireless capture duration...................... 3600
wireless capture packet number................. 5000
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wireless capture filter mac.................... 00-26-82-60-89-e6

wireless capture promiscuous mode.............. Enable

2.10 debug wireless capture

4 : debug wireless capture {alllevent|packet}

no debug wireless capture {alllevent|packet}
Theg: ITIF4 FAMARIET ENEIRAE EOT % AN no #8454 5% b 22 M 4T BNt A5 B
SR all AT BV DR D Re A BB A AR5 R

event 4 1 B R RE IR A4 R

packet 4T B[ 25 AL Dy BEM BRI A 12 e £ a0, o

R R,
RAEH: 2 R ETRAE BERA L TSI
fERTER . I E A ) DU AC B2 IV I v s A0 R SR PRI B
M. AT IF A3 FIIVEL D) R B0 RN A 1% ) EH s (15 R s I K
AC#debug wireless capture packet

wireless capture packet debug is on
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FIFE P Hrar L

3.1 spectral-scan

4 : spectral-scan
no spectral-scan
Thge: ERe/R AAGE > T Thfe .
2% k.
4. Radiol Bl & i,
GREFEH: ERUASE 2 1 Th HE S Ao
i FTRRT: A %A & 78 AC LIFJR ] profile N AL# (KFTA ap (1 radiol IR 441 3
e, BCE T4 AP 5, AP RIJTFLRHEATHGE /3. HE A 2.4GHz ) radio gl IT ) Atik
SN IhRE, HIF R ZDhRen 75 E A % radiol T~ R A vap0 & RN .
). WCE TR profile 1 K ap HISIE A T T BE -
AC(config-ap-profile)#radio 1
AC(config-ap-profile-radio)#spectral-scan
AC(config-ap-profile-radio)#end
AC#wireless ap profile apply 1

3.2 spectral-scan gui-report

4 : spectral-scan gui-report
no spectral-scan gui-report
Thge: AERe/R M) AP [r) R AR ATE 7> A s DI e -
SHUH: Lo
4. Radiol Bl & i,
BREBOL: BN AP [0 WA AR 73 b B8 D) RE G A
EFRES: [ Z 24 AC LT A sk 4] profile NS FTH ap ¥ radiol [ M3 L4
B A h g, CE N R4 AP JE, AP RITFAG 1) M EARSE > Hr s . H A 2.4GHz
i) radio Jf H.i% ap J B TAEAE 5 M 11 AFTE A R TT ) 1) 4 _LARBE 70 S8 D se, BT
J %I R I T 2R radiol T HL AT vapO S ERENT .
250): FLE TP profile 1 K ap i W EARHE M BT £ Dl BE -
AC(config-ap-profile)#radio 1
AC(config-ap-profile-radio)# spectral-scan gui-report
AC(config-ap-profile-radio)#end
AC#wireless ap profile apply 1
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3.3 spectral-scan-report-interval <1-300>

fr4: spectral-scan-report-interval <1-300>
no spectral-scan-report-interval
Thge: BCE AP 1] AC FARIIE 7 45 SR IS ) [R] B& . 1% AR profile W LAY B AN 1) |
) RE . 18 no spectral-scan-report-interval P& & 2R iAfA .
SE B <1-300>, AP [i] AC ARSI 00T 45 R I (] [ b, SAfr: b
HrdHER: Profile fit & #i5.
RAEEM: EIAE 5s.
ERTER: A B S AP _EARBGE T £ R 0 LRI TR, Rk AP JE2ER, W]
show wireless ap profile profile_ID &% .
B: W profile 1 T AP EHUIE /- BT 45 LA I ] 30 FPIF N AL -
AC(config-ap-profile)#spectral-scan-report-interval 30
AC(config-ap-profile)#end
AC#wireless ap profile apply 1
AC#sh wireless ap profile 1

AP Profile ID.......coccoei i 1

redundancy mode............cceeeevvicinnnnnns normal

Profile Name............coiiiiiiinnn. Default

Hardware Type.....cccoocevveeviieneeeennnnn. 22 - DCWL-7962AP(R5), Indoor Dual Radio a/n,
b/g/n

Load-balance Template ID....................... ==——
Disconnected AP Data Forwarding Mode........... Disable
Disconnected AP Management Mode................ Enable
Wired Network Detection VLAN ID................ 1
AeroScout Engine Protocol Support.............. Disable
Profile Status...........cccce e Associated

Valid APs Configured............c.ccce v 1

Managed APs Configured.............ccccuvveeee. 1

AP ESCape....ccccvvvvveeeiiiiiieee e Disable

Spectral Scan Report Interval(seconds)......... 30
NTP Server Status. .........ccvcvveeeeinnenee. Disable

NTP Server......cccoocee e siiiaes ===

NTP Synchronization Interval................... 0d:00:01:04

Primary DNS Server.........ccceeeevvvivvvnnns ===
BackUp DNS Server.........coccvecvvvveeeeeuns ===
Management Vian.............cccocceei e 1
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Management Vlan Priority..........ccccce....... 0

Station-isolation Allowed Vlan................. =----

band-select...........cccceeeiiiiiiennienn. Disable
band-select cycle count...................... 30
band-select cycle threshold.................... 1000
band-select client RSSI...........cc..ce...e. 0

Profile Savi Mode...........cccceeiviiiennnen. Disable
Profile Savi Ipv6-Slaac Mode................... Disable
Maximum Savi Binding-Limit.................... 240
Maximum Savi Dyn-Mac-Binding-Limit............. 8

3.4 agetime spectral-scan <0, 300>

4. agetime spectral-scan <0-300>
no agetime spectral-scan
Thee: BB TR S5 D0 LSk 2 AL ], A no iy & Pk S 2 BT A 45 S
Sl sk )2 A I TE) R BRIAE
SH: <0-300> i 25434 1 S s RN R] TRJRE,  YEHZ 1-300, S A 70Hh. 0 R AN
1.
. wireless Bl B .
BRENEH: BIAZALIN A2y 15 735
fEFHTE™ : 71 wireless FUE AN, A8 1% dAr 1B ST AP SGE 7 4 45 R 1 2 AL I 1],
Al ffi il show wireless agetime % .
B BCESG S AT 45 RSN TR D 2 AN
AC(config)#wireless
AC(config-wireless)#agetime spectral-scan 120

AC#sh wireless agetime

Ad Hoc Client Status Age (hours)............... 24
AP Failure Status Age (hours).................. 24
RF Scan Status Age (hours)..................... 24
Detected Clients Age (hours)................... 24

AP Provisioning Database Age Time (hours)...... 72
Spectral Scan Status Age Time (minutes)........ 120
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3.5 show wireless ap profile <1-1024> radio <1-2>

4 : show wireless ap profile <1-1024> radio <1-2>
Thge: RorAiig T oineRas .
Z¥: <1-1024>:profile ID
<1-2>: radio ID
S R
RAEEH: .
fERTERT: AERRUR N AT Zar S A A2 profile T AP [RIBIE T DIREZ 4TI, H
A A radiol SCREAIIG 2> M BhAE, 4T radio [ERE H AL radiol.
2. rF profile 1 IS AT DhRERAS .
AC#show wireless ap profile 1 radio 1

AP Profile ID.......coccoei i 1

Profile Name..........cc oo, Default
Radio.....cccvevveeeeiiiiee e 1-802.11b/g/n
Status......ccoovii e On

1Y/ [o Lo [ 802.11b/g/n

RF Scan - Other Channels Mode.................. Enable
RF Scan - Other Channels Scan Interval......... 86400
RF Scan - Sentry Mode........ccc.cccceeunne.. Disable

RF Scan - Sentry Scan Channels................. 802.11b/g
RF Scan - Scan Duration.............c.ccuee.... 10

Spectral Scan Mode........ccccceveeeviennennn. Enable
Enable Broadcast/Multicast Rate Limiting....... Disable
Broadcast/Multicast Rate Limit................. 50
Broadcast/Multicast Rate Limit Burst........... 75
Beacon Interval...........cccoco e, 100

DTIM Period.......cccoovuieiiiiiieeeeene 1

Fragmentation Threshold........................ 2346

3.6 show wireless ap spectrum monitors

4 : show wireless ap spectrum monitors
Tige: RonTEE 7RG AT DIRe) AP A1 .
2% k.

S R

RAEEH: .

3-4



ELEHEGHF @ 5% 3% Flarard

FRYeE: Wik S % spectrum monitor [f] AP %13, SoRMZAWN:

Managed AP Address AP [ mac ikt
Radio Radio ID A4
Channel AP [f) TAE{518
Band AP [ ARSI B

IEAEREAT I 73 4 60 AP ) channel 23 FIRIPER o~ 5 A1 13, 45 AP #(icE 0 JF A
BE AT D REH L E R P, HARE & Bonoh IEF ) TAE S,
2. WoRUETIT R TS AT UIRE AP B3
AC#show wireless ap spectrum monitors
Managed AP Address Radio Channel Band

00-03-0f-30-30-00 1 -802.11b/g/n 5 2.4GHz

3.7 show wireless ap <macaddr> radio <1-2>

spectral-scan channel status

fr4: show wireless ap <macaddr> radio <1-2> spectral-scan channel status
Thge: WoRHEA AP BTSSR I EE S D .
SH: <macaddr>: 2B RIEHT AP ) MAC Hidil

<1-2>: radio ID.
R R,
REWHL: .
ERTE™: fHZ a2 Bos AP BEATHE AT S 8 OMEEE, AL A B ot T -
Channel HEAT A0S 3 B 1)
Center Frequency FE R LR
%445 278 MAC 2y 00-03-0f-11-11-20 ) AP ISR 43 H7 (145 8 15 0L -

AC#show wireless ap 00-03-0f-11-11-20 radio 1 spectral-scan channel status

>

MAC address........ccccovvvieeeeineeiiieenn. 00-03-0f-11-11-20

LOCALION. ..o e

RadiO.......ccvveiiiiiiic e 1-802.11b/g/n
channel centerFreq Age

1 2.412GHZ 0d:00:00:05

2 2.417GHZ 0d:00:00:05

3 2.422GHZ 0d:00:00:05

4 2.427GHZ 0d:00:00:05

5 2.432GHZ 0d:00:00:05
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6 2.437GHZ 0d:00:00:05
7 2.442GHZ 0d:00:00:05
8 2.447GHZ 0d:00:00:05
9 2.452GHZ 0d:00:00:05
10 2.457GHZ 0d:00:00:05
11 2.462GHZ 0d:00:00:05
12 2.467GHZ 0d:00:00:05
13 2.472GHZ 0d:00:00:05
14 2.484GHZ 0d:00:00:05

3.8 show wireless ap <macaddr> radio <1-2>

spectral-scan interference status

74 : show wireless ap <macaddr> radio <1-2> spectral-scan interference status
Tige: RoRFEA AP HEATHIS AT IS5 R .
Z¥(: <macaddr>: IR T AP ) MAC Hivhk;
<1-2>: radio ID,
S R
RAEEH: .
ERTE™: A Z a2 Bos AP SIS Ak 20 TPl st ifE B, AR BT .

Device type TR, WA Wk, phone &
Center frequency LA
Affect-channel S ()5 18

24450: 8 MAC A 00-03-0f-11-11-20 ] AP I /> 0T S 1 00«

AC# show wireless ap 00-03-0f-11-11-20 radio 1 spectral-scan interference status

MAC address........ocvvevveeevieieiieeiiiinnes 00-03-0f-11-11-20
Location......ccoovveveeieieeie e,
Radio.....ccccveeeeeeiiiieee e 1-802.11b/g/n

Device Type 1: Microwave
Device Type 2: Bluetooth
Device Type 3: Cordless Phone
Device Type 4: Tone

Device Type 5: Other

Device Type centerFreq Affected Channel Age
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No Spectral Scan Interference Info EXxits!

3.9 clear wireless ap [<macaddr> [radio <1-2>]]

spectral-scan list

fr4: clear wireless ap [ <macaddr> [radio <1-2> ]] spectral-scan list
Iheg: JEE CGEAS AP) SIS i g g .
Z¥(: <macaddr>: IR /T AP ) MAC Hivhk;

<1-2>: radio ID,
S R
RAEEH: .
ERTERE: HZar TERRIEE AP BT A AP SIS /0 AT 45 3
BEM: R MAC Hihil % 00-03-0f-11-11-20 £ AP [R5 40 7 45 5.«
AC#clear wireless ap 00-03-0f-11-11-20 radio 1 spectral-scan list
Process with clear wireless managed ap spectral-scan list? [Y/N] y

All Spectral Scan entries cleared.

3.10 debug wireless ap <macaddr>

spectral-scan-report {trace| receive|dump}

fr4: debug wireless ap <macaddr> spectral-scan-report {trace | receive | dump }
no debug wireless ap <macaddr> spectral-scan-report {trace | receive |
dump }
TheE: 1T PAIAL BEATE T F 3 2 I ) Debug FF2%. #TJF debug FFoe4s o — LU fs
ap AR 73 b 45 50 B debug (5 5, DL T
Z¥: macaddr: ALHUGE RIS 1) AP 1) MAC Hidik;
trace: W RHROCALER PR IEAE B
receive: W RFLSHR SIS AL FAE
dump: BoRTHEIRICHITEAT N A
S R
BB ERL: BRI debug DIREICH .
fERTE™: S AP 5 It 0] AC LR 73 B 45 2
). TE RS O HOR SR AL B A B debug K
AC#debug wireless ap 00-03-0f-11-11-20 spectral-scan-report receive
MAC:00-03-0f-11-11-20 packet WD _LEVEL_SPECTRAL_SCAN_REPORT_RX debug is
on



ELEHEGHF @ 5% 3% Flarard

3.11 debug wireless ap <macaddr>

spectral-scan-report-interval {trace |send|dump}

14 : debug wireless ap <macaddr> spectral-scan-report-interval
{trace | send | dump}

no debug wireless ap <macaddr> spectal-scan-report-interval {trace| send |
dump}
TORE: F1TT/oR P Ak PTG iR o5 LA I 1) () B v EL IS ) Debug JT5% . #1 7T debug JT5¢
oot AC Nk EARIAIFGTS 45 ap 1) debug /55, ATk,
Z%. macaddr: FLWCHE R bR I 8] [R]RE H EL ) AP () MAC Hidil:;

trace: i 7 A H A A IS (1) R AR U s

send: {7 A E A AL I R S S

dump: R EARICHITEAT A A
S R
RAEEH: IR
ERTE™: (A ST AC ARG 7 4l A AR () (R RR IR Y R R4 T AP,
M. AT IFARG 53 A7 R B AL I A R
AC#debug wireless ap 00-03-0f-11-11-20 spectral-scan-report-interval se nd
MAC:00-03-0f-11-11-20 packet WD _LEVEL_SPECTRAL_SCAN_REPORT_INTVL_TX

debug is on
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HAE SMTP 4

4.1 smtp

¥4 : smtp
no smtp
Thek: HEA SMTP BLEMR, RN TP SMTP IhAE4 R IT XK. no w4 5H SMTP LifE
JATFOG, ANFHRAESOE MR D fE .
248 .
BABREM: smtp AR AT
A RN E .
R St SMTP MELERK, Frf SMTP ARG L E A 75 ez Ml &, K
il AC L) SMTP DJRERJRTTKSE, AC KA R SMTP RS aefabilf:, A ik et
R TR S e 20
. ISR FIOCH smtp Difg.
AC(config)#smtp
AC(config-smtp)#exit
AC(config)#no smtp

4.2 receiver rule <rule-id>

v : receiver rule <rule-id>

no receiver rule <rule-id>
Theg: 6 SMTP WA ABUNFE HEN SMTP e AL B A K s no iy &M BR A~ SMTP
WA AR o
¥ <rule-id>: FCEBHRI D, JEHEN 1-8, HEICRALE 8 M.
BREBH: SRETCE A, W AATEAE .
AR SMTP fid B,
ERTER: WA S Ca i, FEANZMINC B R NE AT, SE RS
B, JFEIERN, WG AR AL S AT N o X T no i SRR A B AN
15, AMEAEATEE: W RN S e, WEE S 2T E, A S BB 41X
W N, A SRR S ANAEAE, s T iz N E AR B
2545 Q) SMTP WetE ABLN) 1 FF Hak N SMTP W AR 1 Be g R, AR5 IR SMTP
WO NHEI) L FIEEI 2,
AC(config-smtp)#receiver rule 1

AC(config-smtp-rule)#
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AC(config-smtp-rule)#exit
AC(config-smtp)#no receiver rule 1
AC(config-smtp)#no receiver rule 2

Smtp receiver rule 2 has not been created!

4.3 receiver description <desc>

fr4: receiver description <desc>
no receiver description

TOfE: Ol A AN B, no fr % T A 1 B BB
BY <desc>: ML RN RBIS 128 N FRIOTAGH, HIA R T 5 20 18
R .

At SMTP Yok A B0 RS B A=
ERFR®: A oo A B R S B, no fir A ml LUK BRI &

Z4]: S SMTP R AR 1 Fc & fR (5 B test”, SR 5 ¥ I Be & A (5 SR, P BRI
[

AC(config-smtp)#receiver rule 1

AC(config-smtp-rule)#receiver description test

AC(config-smtp-rule)#no receiver description

4.4 receiver address <email-addr>

fr4: receiver address <email-addr>

no receiver address <email-addr>
Dhge: Aot AR s it N, no i 4 T IR E 2o B et A o
SH: <email-addr>: #iR 15 8 A AL 64 N FFF I IBH Huhk, 4% X i XXXX@domain.com,
HARKS A RFC2821 [ RFC5321 i 52 3o
REFH: BRI E, RIAEAEATATIAE A
AR SMTP I AR & A5
ERTE™: HurmZ 33 8 MK E AL, 7 8 M A sk iny-2e s in
ORI RS NI, S SR B BB NANAEAE, IR s 8 o sl ) e S 24 A\ el
Je s NGB MBI e B B InscE BOE AR SR A R AR A, AN 245
PR 22 A0 Z A2 il LA N 2 e Ak, B RS, A AN A A
[AE RIS
25 AU AN A ek N test@wifitest.com, IR INARENAE AR RS, IHERZSIN
I A test@wifitest.com, FR MR U AN test@wifitest.com Ja, FZIEAEAN EATELE,
R -
AC(config-smtp-rule)#receiver address test@wifitest.com

AC(config-smtp-rule)#receiver address #
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Input email address is error, the format of email address is xxxx@domain!
AC(config-smtp-rule)#no receiver address test@wifitest.com
AC(config-smtp-rule)#no receiver address test@wifitest.com

The e-mail address "test@wifitest.com" has not been configured!

4.5 receiver severity [critical| warnings| informational
|[dubugging]

#r4: receiver severity [critical| warnings| informational [dubugging]
no receiver severity

Theg: BCE SMTP Wk ARBWA™ B0, RAMIER™ ELOUAMET Ry el 1)
PRI C E PR O A R B 2 B B AR A BEE IR, no v e K IZ I

B BRI .
S W A 2 0 1) SCHT ] syslog e e SCIZo],  Hoe X F:
Critical FEE
Warnings 555
Informational ’orfs B4
Debugging PR

AR BEERNN critical,

4 SMTP ek ARG & A5

ERTE™ : AEAIRMBATIN, SRS B M BB R i —ASE O], U IR
FME GO AT R b C A AR O N, AT A I P B N BRI AR
(e a4 R4 B PO [ C S e P v )-8

ZEfl: BCE SMTP W AKU 1 17 400 b PRG0N, S5 16 no i &Pk 52 % e 1)
BRIMELA critical.

AC(config)#smtp

AC(config-smtp)#receiver rule 1

AC(config-smtp-rule)#receiver severity debugging

AC(config-smtp-rule)#no receiver severity
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4.6 receiver time-range from  <start-time> to
<end-time> [monday| tuesday| wednesday| thursday|
friday| saturday| sunday| weekend| weekday]|

everyday]

x4 : receiver time-range from <start-time> to <end-time> [monday| tuesday|
wednesday| thursday| friday| saturday| sunday| weekend| weekday| everyday]

no receiver time-range [monday| tuesday| wednesday| thursday| friday|
saturday| sunday| weekend| weekday| everyday]
Thge: A St eh o NC B BB IS B, ARG B I B LA TR], AC ASx )% A0
W PP N B IR AT s SR no iy 2 Pk B IC 1 B (EL

Y.
start-time IR TTRARTE, #3224 HH:MM, JEEE 2 M 00:00~23:59
end-time ISR, #32h HH:MM, JEEE 2 M 00:00~23:59
monday BRAMNEH—
tuesday FAKEHR—
wednesday BRAMNEH=
thursday FRANEHN
friday BRAMNESR
saturday BRAMEHN
sunday BRAMNEHH
weekday A—&2&4h, T/EH
weekend Bz~ AH, XUkH
everyday &R, A—Z2HAH

BRAEREO: oL, AT ) ES AT LABEB IEAE, B start time FiT end time 43 %12 00:00
Fi123:59, L IS4 everyday .

A SMTP IfF AR IC B A5

YRR WAL RE A & 5 P B S BRI B, M5 AN S E N
everyday i, 2 i — 2 Ji H &R v & O AH R 1) B weekday AT weekend U431 13 & T AF
H RS H A6 B (B B JEAR IR DU X e 1 B — R Bt o 4 AC s libeRmr, 2%
FE AL 1) o BB R Y A 5 T B S A i 2 A U R R A N o T R B FRU B, D)2 331
Fi AR I BOdE AT B R B, weekday . weekend F1 everyday 363 )% B 23 A ) T B
I BRI 8, ERCE R P AEARIL. WURECE T RUA Y 00:00~12:00 el
PF, UL E DR B 5 show iy & /s i 23 20 I P AR L B EAT S2 7R . J 75 1) 00:00~12:00 1 H
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) 00:00~12:00 P4~ B o

Z R E I BUN,  JE TR S W A TR ARG E . R SERCE T AR 00:00~12:00 9
(A5 P s s, 2 J5 R T I H 12:00~23:59 14 FH 7 Bd s, )2t i
Ji PRI B SR W O il —~ JE 751 00:00~12:00 LA JH H ) 12:00~23:59 25 HI - HBd ik, i
T AR J ] 12:00~23:59 IXIGE A 7 7 24874 H 00:00~12:00 fIRC & -

WA E I end-time /M T start-time, INEECHE KM, AC KT ET“JCRLN B AT R 5
B
Z&f: g SMTP W AR 1 e B BBl 14 I B 4 45K 1) 9:00 # 12:00.
AC(config-smtp)#receiver rule 1
AC(config-smtp-rule)#receiver time-range from 9:00 to 12:00 everyday

4.7 smtp server (ipv4 <ipaddr>) [port <port-num>]

fr4: smtp server (ipv4 <ipaddr>) [port <port-num>]

no smtp server

Theg: BCE ol B smtp IS5 4 b fsG . no a2 H T IHER smtp A4S 45 FE & .
SH: <ipaddr>: f5 smtp RS MIARSS 2% IPv4 bk, 2% 1P Huhk 35 28— AN 20 ik
k.

<port-num>: LI, Fi55E MRS A LIRIE smitp kS5, BRIAK 25,
GRS i ECE N TIET, BN 1y 25, ip dhEER A A
SR smitp Bl B
ERTRR: WR AC LI E smtp 554, BT %427 AC LIRS —4 SMTP it
G-y, IR SR IS b R % W AC ECARLE T SMTP JIkRSS4%,
PATIZS AT A S A OCHCE, W RSS4% ipaddr 80 port Z 40Uk 47484k, AC &l
R IE R TT E0HT 5 Ik 45 ds LB, RN 20 SRS £ AT no i 21, W1 smitp server
ARG BRI, WA smtp IRS# IR GIE, AU H; MER smtp server &,
A smtp server it & FHAIESH; WS 48 AC Fl SMTP 4548 7 i) TCP A7 AL,
WS WiTFiZiER:,  AC K IiES I .
. BUE CEHD smip RS IHAE Y 200.101.0.56, 3114 30, #RJaKH no 4
RiZ smtp RS- AR L E, I H AL no fir & MR smtp g5 48 BC e, ML COG B
smtp server, &7~ smtp AR 452k A H 6 g
AC(config-smtp)#smtp server ipv4 200.101.0.56 port 30
AC(config-smtp)#no smtp server
AC(config-smtp)#no smtp server

The smtp server has not been created!

4.8 smtp sender address <email-addr>

74 : smtp sender address <email-addr>
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no smtp sender address
Thge: FRERMN, no firmT DAMHER =4 Birse & i) A N
SH: <email-addr> 24 B A N HBA 3L, AR ANE L 64 57, 7 2Ll XXXX @domain.com,
HARRAE RFC2821 Je It RFC5321 kA 7E o
RAEEH: .
AR SMTP fid B,
TR Za S TIRE RN, WA Cafi e kRN, WSE MG Sl E, T
PRI S A (R IR, BTG B PR R AT AR AL A s SR FH no fir 4 W] LU S >4 i e 22 i) A N
Hohlk,
. 558 smtp RIEA K send@wifitest.com, 4K 5 MRS & 1R AT .«
AC(config)#smtp
AC(config-smtp)#smtp sender address send@wifitest.com
AC(config-smtp)#no smtp sender address

4.9 smtp server authentication username <username>

password <password>

#r4: smtp server authentication username <username> password <password>
no smtp server authentication

IhRk: 4 smtp server Bt EIIEMI T L %, no fir 223 BRIA K P 4 s,
Z¥(: <username>: | T-[n] smtp server NUERIH 7 44, KB ANEIL 64 DN AR 7175
<password>: H 7] smtp server IERZ Y (B30, KB 64 N AR 17
REFHR: SHNA.

et SMTP it & A,

fEFHRET: AC 1E4 smtp % )", WM ATIE %A 5 smtp server BEATIAIE, BlE NIESE
Ja, AC &K SRS 2IFNIE: WH 245 AC C4 M smtp server AT TIAUE, W72 E
BB MRSS AR AT NI . AEBRT VIR AT 75 ZE P iy (3% s, F0 5SS 2T TCP 1%
B —A TCP EBAAVE— IR B IAIIE

2. 45 smtp server ICE VIERI - A4 FI2 654 test 1 123, SRJ5KH no s &Pk ERIA
I P 2 F e o),

AC(config-smtp)#smtp server authentication username test password 123

AC(config-smtp)#no smtp server authentication

4.10 smtp server (source-ipv4 <ipaddr>)

#r4: smtp server (source-ipv4 <ipaddr>)

no smtp server (source-ipv4)
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Theg: 45 AC ¥ge— /N IP Hilik, AC &K% IP HuhbAE i \P 5 k45 #5237 TCP iE#z .

no 4 Al LUIMBR 5 1P Hbdil: .
¥ <ipaddr>75 L AN R interface [ ip ik,

RAEEH: .

AR SMTP fid B,

TR : ALL smtp k554 0 DAZBEEAN B Z AN 1P ik, 3 i X etbdil (n) 12 e 55 4% 43008
S I AN SEEAT IR . [RIINPJ IP 3 —AME RS i 1, RO BENIEA 3 EH 1
2, BIALEY lookback M. BLE . EXEE MRV ip Hhlk, 58 AC 5 smtp le%4s
HURTEE AR, 5 A IS T R R R AT £ R E R IR kb2 AN TR
interface [¥) IP Hihik, AC ¥J5kY smtp server A7 TCP, 7 M I [a) ) s P50 5ek 17 SR 4ok
20 ipva4 Flipve Hutiknf ALAE, @i TCP IRz, AC HRAEHALE 1) SMTP M55 7% 2 ipv4
2 ipv6 Hubil kIR ip H v4 Hihikid /& ve ik

2445]. 45 AC 355 5 smitp JIR4% BT TCP & #:AEHukE  200.101.0.3
AC(config-smtp)#smtp server source-ipv4 200.101.0.3

4.11 smtp test-mail-send

¥4 : smtp test-mail-send

Thge: X SMTP o 75 ) DU 2 iy C L o) 50 w2 BIWcrE A, 2P i) 32 iR N 220
= “test”,

248 .

RAEEH: .

S R

ERTER: PUTIZM 1T, AC LI HTACE (1) SMTP JIRS5 de i — &) test fEA4:,
PR BRI N 22 0 “test”,  JRRHOE R I AS BLAS B ATENS] console #=iil6, W45 45 B 01
AT LU FT B R4 JEL IR 2 i I B A A7 A ) R IS 15 R 1 B 2R N .

5] IR SMTP S 75 AT DL HE S TG 5 ke D 50 A B f N

AC(config)#smtp

AC(config-smtp)#smtp test-mail-send

4.12 show smtp status

fr4: show smtp status

ThRE: TR smtp A G H .

¥ .

REFH: T

AR R,

fEHTEF: Zor smtp AHCELER B, F smtp A&, RSl wmr S, Alkssds
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WIERRAS, AR TTMEPEhl, AR HEPEYR 1P ik, 55 8 IAUE T 7 A% R A

2445 WoR smtp AT KRCE o
AC#show smtp status

Status ---------=--=-m-mmm oo Enable

Ipv4 address -----------m---mmoemm e e 192.168.2.100

Port - e e 25

Server status --------------m=mmomm e Authenticated

Mail sender -----------m-mmmom oo heloword@domain.com
SOUrCe ipV4 -------mmmmm oo 192.168.1.1

Username --------==--=-=--ms-meomeeenmccmnoeee abcdefg

Password -------- === =mmmmm e 12345678

4.13 show smtp receiver rule [<rule-id>] status

4 : show smtp receiver rule [<rule-id>] status

Theg: o smtp o KA SR E B4R S

S <rule-id>: JE[Hh 1-8, M AR 1D,

RAEEH: .

S R

fERTE™: Bor smitp BCPE AN B A SCRC B A B, iR & TP RE T rule-id 24, 2 BoR
A TEANE B, WERAREART S, NS BRI M5 &, A4 rule-id 1
EiH B RS

245): 4T show smtp receiver rule [<rule-id>] status ¥ &< 01 N5

A. AR rule-id, SRR PTA RN EEAE B

AC#show smtp receiver rule status

Rule ID Description

1 everyday receiver rule

2 weekday receiver rule

3 weekend receiver rule

8 emergencies receiver rule

B. #R7E rule-id, Wiz AR 15

AC#show smtp receiver rule 1 status

Rule ID -----===mmmm e e 1
Description ----------=-= == cmmmm - everyday receiver
Receiver email ------==--==mmememmceeeee receiverl@domain.com

receiver2@domain.com
receiver3@domain.com
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Time range ----------------==- == ommomev monday: 18:00~20:00
sunday: 18:00~20:00
Severity —-------mm- s e critical
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