WDS #ré H3x

BB LT WDSHT D oottt 1-1

LLACERIBEER D oo 1-1
1.1.1 WdS-MOAE FOOTAP ..evveeeei ettt e e e e e e e e e 1-1
I 2 o To R Yo £ 11 o To [ PP PR 1-1
1.1.3 wds-remote-vap <macadar>...........ccccurieiieeeeiiiiciiieiee e 1-1
1.1.4 N0 WAS-TEMOLE-VAP «.eeciiicieiieiiiee e ettt e e e e e s e e e e e e s e st e e e e e e e e s e 1-1
1.1.5 SSIA SNAMES ...eiiiiiie et eanes 11
1.1.6 security mode {none | wpa-personal}.........cccccovvrerreeeiiiiiiiiiineee e, 1-2
1.1.7 N0 SECUTILY MOUE coeviiiiiiiiieeeee et e e e et e e e e e e e e aans 1-2
1.1.8WPAKEY SVAIUBS ....coii ittt e e e e e e e e 1-2
L1.1.9 N0 WPAKBY ..ttt e e e e e s e e e e e e e s r e e e e e nan 1-2
1.1.10 agetime wds-list SValUE> ...........oociiiiiiiie e 1-2
1.1.11 no agetime WAS-liSt......ccuruiiiiie e 1-3
1.1.12 clear Wireless WAS liSt ....cueiiiiiiiiiiee e 1-3
1.2 SNOWAT S oottt ettt ete e ete e reeaaeas 1-3
1.2.1 show wireless Network [<1-1024>] .....ccevvieeiiiiiiiiiiieeee e e e e e e 1-3
1.2.2 show wireless wds lINK StatusS ..........coooiiiieiiiniiieeieeee e 1-4
1.2.3 show wireless wds ap <macaddr> status .......cccccceeeeeiiiiciiiiieeee e, 1-5
1.2.4 show wireless wds {link |( ap < macaddr >)statistiCS ................cuu....e. 1-5
1.3 DEDUGATZ oottt 1-6
1.3.1 [no]debug wireless wds {info| error | packet-receive | packet-send}1-6
1.3.2 N0 debug All .....covvieeeeeeeee e 1-6
1.4 AP BRI E fir @ (BHTEAP LEBCE) ... 1-6
1.4.1 set wds wds<vap-id> wds-mode {rootap|satelliteap|none} ............... 1-6
1.4.2 set wds wds<vap-id> wds-status {Up|[dOwWn} .....ccccceeeviiiiiiiiiiee e, 1-7
1.4.3 set wds wds<vap-id> WdsS-SSid .......cccceeereeiiiiiiiiiee e 1-7
1.4.4 set wds wds<vap-id>remote-mac <macaddr>.............cccccvveeeeeeeriinnns 1-7

1.4.5 set wds wds<vap-id> wds-security-policy { wpa-personal| plain-text}



WDS #ré ¥ 1% WDS w4

FIFE WDSHF<

1.1 ACEHIE B fy &

1.1.1 wds-mode rootap

fr4: wds-mode rootap

ThEk: Bl network [ WDS #i5. AC il # network ) WDS ZHETTF i, JFi%E 4 Root
AP £,

2% rootap: WDS #i:{ % Root AP i,

BB iEm: wds 6 ]

& #: Network Config.

fEFTERI: JT )5k network ) WDS 3iifig, Il 4 Root AP #3.,
Zﬁfﬂ:

it & network 100 24 Root AP #i =

AC(config-network)#network 100

AC(config-network)#wds-mode rootap

The Network has been enabled WDS rootap mode.

1.1.2 no wds-mode

fr4: nowds-mode

ITheg: <M network [ WDS #t .

28 &

Bram: wds B,

& #: Network Config.

fEFH¥E®: JCH I network T WDS Lifig, [RII# network ) WDS #HOCHL & H &
244: 4] network 100 [f] WDS # X,

AC(config-network)#network 100

AC(config-network)#no wds-mode
1.1.3 wds-remote-vap <macaddr>

fr4: wds-remote-vap <macaddr>
ThEe: Il & network F [ WDS Remote VAP MAC. Root AP it & T %% 1, 354 Root AP
HAE 5 Remote MAC X} Wi 1) Satellite AP ##:37 WDS 4%
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Z2¥: <macaddr>: WDS JE# kit ap H T-i%#H: wds f#) vap 1) mac Hiuht .

REHEH: L

#rd . Network Config it B .

¥ : b network M & £ 37 WDS 4% 1)zt i VAP [f] MAC Hihik, Jf4275 Hi 1% rootap
HUBE S e i VAP #57 WDS %9

2&45: M E network 100 f#) wds remote vap mac 4 00-03-0f-26-18-60
AC(config-wireless)#network 100

AC(config-network)#wds-remote-vap 00-03-0f-26-18-60

The root AP will only be able to build WDS link with this remote AP..

1.1.4 no wds-remote-vap

fr4: nowds-remote-vap

Iheg: MR network a7 WDS iE#: (i VAP MAC.

28 &

RAERR: L

i network AL E .

fERTR®: MIBR network T &3 WDS #1112 i VAP MAC Hihik.
;KR network 100 7. WDS #4515z i VAP MAC Hiuiik
AC(config-wireless)#network 100

AC(config-network)#no wds-remote-vap
1.1.5 ssid <name>

frd: ssid <name>

IhfE: MCE WDS JhfiEf SSID, —A> WDS &ML E — M HA LU EFR ) SSID,
AC FERIABLE b2, Wi AC FEZ1 SSID, Hi4 AP s H H S iIERIA ssid L&
¥ <name>, FIFHELRRIIMG SSID, KIERL 1-832 MR n LR EFET. FhE =
N

RAERR: =

&t Network Config 11,

fFHIER: 4 network /it & wds ssid.

2. ¥E network 1] ssid 4 wds

AC(config-network)#ssid wds

1.1.6 security mode {none | wpa-personal}

fr4: security mode {none | wpa-personal}
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Thge: ML network SCEFIAUERINE 770, WDS FxUH SCHFRLE none 1 wpa-personal
PP

Z#: {none | wpa-personal}, none FK/xICTT, BEBAT (AT JCLE UIE N 25 L & .
wpa-personal £/ & 44> 77 X wpa-personal.

RAEREH: none, HIHIZCTr

&t Network Config

Y™ N 247 wpa-personal I, wpa key 242 lic &

2. TCE network WAIE 7= none

AC(config-network)#security mode none

i & network Wik 77 wpa-personal

AC(config-network)#security mode wpa-personal

1.1.7 no security mode

¥4 : no security mode

Theg: MERECE ) network SCHFIAUERINES 7720, RIS A4 B30T K.

28 &

RAERR: L

& HEs: network config

ERTERE: kS network (A UEFIINE 77 24 BRIARC B RIS 20, A & R AF -
2. P52 network [FIAUEFIN 5 X B 307 5K

AC(config-network)#no security mode

1.1.8 wpa key <value>

14 : wpa key <value>

IhfE: I 'E network ) WPA share key.

S¥: <vulue>, & 8-63 MR T A

BREREM: BRI none

&t Network Config

Y™ CE network [ wpa key, B E{RAF. 40 HE 22475 2 4 wpa-personal I, %
NNCE wpa key.

ZBi: [l network (1) wpa key 4 12345678

AC(config-network)#wpa key 12345678

1.1.9 no wpa key

#r4: nowpa key
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Theg: MIERECE I network WPA share key.

2% &

REFH:

& HEs: network config

FF¥ERT: SR E 1Y network wpa key, & {5-4F .
2. MR E ) network wpa key
AC(config-network)#no wpa key

1.1.10 agetime wds-list <value>

fr4: agetime wds-list <value>

IheE: WE wds RIZALE .

Z¥: <value>,julH 0-300, 47 2508 . 0: FomAEil.

BREREHM: 60 7.

& HEs: Wireless Config

fEHTE™: BCE wds RIUE RSN R, BT oM, B S A IR ) A AT BT A 2 00,
pk BB MER .

2. BE wds RIUEALTE Y 30 434

AC(config-wireless)#agetime wds-list 30

1.1.11 no agetime wds-list

¥4 : no agetime wds-list

Thge: YA wds FIZALIS T I ERE, BRIME 2 60 738

¥

BREREM: 60 /i

& HEs: Wireless Config

EF$ER: BE wds EAL I TA] A BRI : 60 234, e 50 1 B A PR A7 - nlad g i 4 show
wireless agetime &% .

. WE wds ZAGI 1]k BRIAE

AC(config-wireless)#no agetime wds-list
1.1.12 clear wireless wds list

#rd: clear wireless wds list
ThRk: 5 AP _EHRA wds 15 5.
8. T
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REHEH: L

#rd R Privileged EXEC

ERTE™: DA wds AR I AP B R HOR s Bk
. EFR AP LR WDS {5 R

ACH#clear wireless wds list

Process with clear wireless wds list? [Y/N] y

All'WDS entries cleared.

1.2 showfr4

1.2.1 show wireless network [<1-1024>]

fr4: show wireless network [<1-1024>]

Tige: WoRMZETCE NS, WARKASE, NIRRT M2 KMEERCE, W5 7R 48 5E M
ITEAINCE, 4% WDS B remote MAC FIAGE 77 20 AR Gl &

¥ [<1-1024>), M % 9w, Tk

REFH:

#rd R Privileged EXEC

EHTER: AMZICE, ) WoR WDS A OGHL & 24 .

2. R network 100 ) 09 25 i

AC(config-wireless)#sho wireless network 100

Network ID......ccccoeevi i 100

SSIDuuiiiiiiiii e, wds-wpa

WDS MOdE......coiviieiiiiiieeeeieee e RootAP
WDS Remote VAP MAC.........cccoviiiieeneaan ===
Interface ID.......cooeeeeiiiiiiiieeeeee, 0

Default VLAN............coovcviiee e, 1

M2u Threshold...........ccooeeiiiiiininen. 6

Hide SSID......cccooiiiiie e Disable

Deny Broadcast...........ccevveeeeiiieeeennn, Disable

L2 Distributed Tunneling Mode.................. Disable
Bcast Key Refresh Rate......................... 1000
Session Key Refresh Rate...................... 0
Wireless ARP Suppression...........ccccvvnne. Disable
Wireless Proxy ARP.........cccccvveevvveeennn. Disable
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Wireless DHCP Suppression............cc........ Disable

Security Mode......ccccceeeevicie e WPA Personal

MAC Authentication...........ccc..ccoeieenns Disable

RADIUS Authentication Server Name.............. Default-RADIUS-Server
RADIUS Authentication Server Status............ Not Configured

RADIUS Accounting Server Name.................. Default-RADIUS-Server
RADIUS Accounting Server Status................ Not Configured

RADIUS Use Network Configuration............... Enable

RADIUS Accounting.........cccceeevviieeeennn, Disable

RADIUS Accounting Update Interval (seconds).... 300
WPAVEISIONS.......coeiiiiiiiiiieeiiiieee e WPA

WPA Ciphers........cccoovvvcviveeec e, CCMP

WPA KeY TYPE...oveeeeeeeeeeeeeeeereeee s ASCI

WPAZ2 Pre-Authentication Limit.................. 0
WPA2 Key Caching Holdtime (minutes)............ 0
WEP Authentication Type.......ccccceeeveeeen. Open System
WEP KeY TYPE...eveeeeeeeeeeeerereee e HEX

WEP Key Length (bits)..............ccccvvveens 128
WEP Transfer Key Index.............oeceeene 1

WEP KEY L. =

WEP KEY 2. =

WEP KEY 3.t eeesesasns =

WEP KEY 4. =
Network Igmp Snooping M2u..........cccecc..... Disable
Network AP B2U..........oocoveveeieieniinene. Disable
QoS Max Bandwidth Down......................... 0
QoS Max Bandwidth Up..........ccccccvvvveeeen.. 0
Client Q0S Mode......cccoeeveeieiiieeeeeeeee. Disable
Client QoS Bandwidth Limit Down................ 0
Client QoS Bandwidth Limit Up.................. 0
Client QoS Access Control Down................. -----
Client QoS Access Control Up..........cceveeers ===
Client QoS Diffserv Policy Down................ ===
Client QoS Diffserv Policy Up............c.... ===
Maximum Clients............cooeveeeeinennee. 0

Station-isolation..............coovevveeee.e. Disable
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Offline-detect............ccceeeeieernnnnn. Disable
Idle-timeout (seconds)..............cccueeeee. 300
Threshold (bytes)...........cccoeevviiinnnees 0

RADIUS Accounting-Delay........................ Disable
RADIUS Accounting-Delay Logoff................. Disable
RADIUS Accounting-Delay Time................... 10
device-finger function......................... Disable

1.2.2 show wireless wds link status

fr4: show wireless wds link status

Theg: Wox WDS #hh.

SH: kL

REFH:

&t Privileged EXEC

fEFTERI: Ll L3R AP [ MAC. L3l AP ) radio ID. L3l AP [f) VAP ID. Remote VAP
13 MAC. remote AP J radio ID. remote AP [ VAP ID 1} <4 7 .7~ WDS 44
4. T8 WDS #ith

AC#sho wir wds link status

Rootap MAC Rootap Rootap Satelliteap MAC Satelliteap Satelliteap Rootap Satelliteap

Radio Vap Radio VAP linked linked
00-03-0f-27-21-70 1 O 00-03-0f-27-94-e0 1 0 Yes Yes
Age
0d:00:00:00

1.2.3 show wireless wds ap <macaddr> status

fr4: show wireless wds ap <macaddr> status
Ihek: WoRiEE AP [ WDS IRE(E R, 7 wds £ /Z Root AP if & Satellite AP, #3/

WDS 411 radio A1 VAP, remote AP ] MAC Hilib. WDS 82k A WDS 1) VAP i 1142
5 H P NI VAP R EE,

24. <macaddr>, rootap Z# satelliteap /') base-mac.

RERHHL: L
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#rd R Privileged EXEC

fEFFRR: DoniRE AP I d I WDS #1045 B, W5 24 AP #1371 WDS ##,
M= EoR..

%p]: 575 MAC 4 00-03-0f-80-50-20 [/ AP ¥ WDS #4:(5 H

AC#show wirless wds ap 00-03-0f-80-50-20 status

AP MAC Adress.......cccoeveeeevierieeeeenn. 00-03-0f-80-50-20

AP WDS Radio Interface Id...................... 1

AP WDS VAP Interface Id...........ccccueeeeee 1

AP WDS Mode......cccoiiiiiiiiiiiiieeeee RootAP

Remote VAP MAC Address.........cccceeevvenenn. 00-03-0f-20-d8-c1
AP Managed Status..........cccccceeveveeennne Managed

WDS Link Connection Status..................... Connected

AQE.iiiiiiiie e 0d:00:00:01

1.2.4 show wireless wds {link |(ap < macaddr >)statistics

4 : show wireless wds link |( ap < macaddr >) statistics

Thek: WonJrAEdEE AP [f WDS ZiilfE B

248 <macaddr>, {55 AP [ mac ik

REHEH: L

& Privileged EXEC

HHTERE: WRGAITERATHRE AP Y1 MAC, WIE/RFT 1 WDS 4iil{5 i AP, fufE
HERRASICR B o . W R S1T4R5E T AP 1) MAC, T4 X BoRtiaE AP Lk
WDS ZeilfE o

Zp): o8 MAC Hihil- 24 00-03-0f-26-18-60 1) AP ] WDS 4t itf5 &

AC#sho wir wds ap 00-03-0f-26-18-60 statistics

AP MAC Address........ccccoeeveenvneennnnns 00-03-0f-26-18-60

AP WDS Radio Interface Id...................... 1

AP WDS VAP Interface Id...........ccveeeee. 1

AP WDS Mode......ccooiiiiiiiiiiieeeee SatalliteAP

Remote VAP MAC Address.........ccoceeevenneen. 00-03-0f-80-50-21
AP WDS Packets Sent............coccoeeeenennnn 34782

AP WDS Bytes Sent..........cccccvvvvneeeennn. 16596707

AP WDS Packets Received........................ 145136

AP WDS Bytes Received.............cccuvveee... 145136

AP MAC Address.......cccccoveveeeeeieennennn. 00-03-0f-26-18-60
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AP WDS Radio Interface Id...................... 1

AP WDS VAP Interface Id...........ccceeeeee. 7

AP WDS Mode......cccooiiiiiiiiiiieeeee RootAP

Remote VAP MAC Address.........ccoceeeveeneen. 00-00-00-00-00-00
AP WDS Packets Sent............coccoeeeeeneenne 0

AP WDS Bytes Sent.........cccoeevviiiniveennnn. 0

AP WDS Packets Received........................ 747

AP WDS Bytes Received.............cccvveee.... 747

1.3 Debugfy4

1.3.1 [no]debug wireless wds {info| error | packet-receive |

packet-send}

4 : [no]ldebug wireless wds {info| error | packet-receive | packet-send}
Theg: F1IF/5CH WDS B debug IBUE R, W LAESR UWS AP WDS AHSGHH B L
PRI A R
2% info: FTIF/5CH AC I WDS DhfgHiRE it ik (5 5 s
error: T IT/55H] AC AbFE WDS A3 A1 (1) 5 3 ik A 5
packet-receive: T IF/5¢1 AC kb3 WDS H i 3%t A0 i iR A5 8
packet-send: FTJF/7<H] AC Ab#E WDS 2% 1% (L iR S B .
BB REM: Debug 7 S AT I
& Privieged EXEC
e
EB: FTIFCA WDS B debug THiAE B
AC#debug wireless wds error
error WD_LEVEL_DEFAULT debug is on
AC#debug wireless wds info
internal WD_LEVEL_LOG debug is on
AC#debug wireless wds packet-receive
Packet WD _LEVEL WIRELESS WDS_AP_MSG_PKT_RX
debug is on
AC#debug wireless wds packet-send
packet WD _LEVEL_WIRELESS WDS_AP_MSG_PKT_TX
debug is on
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1.3.2 no debug all

fr4: no debug all

Thfk: 44fi)1] no debug all I, [FIN 3¢ b WDS Hfif) debug {7 &
2% &

AR disable

#rd R Privileged EXEC

fERHE™E: Lo

. XM AC LT debug 15 &

AC#no debug all

all possible debugging has been turned off

1.4 APEREE M4 (YEAPLEE)

1.4.1 set wds wds<vap-id> wds-mode

{rootap|satelliteap|none}

fr4: setwds wds<vap-id>wds-mode {rootap|satelliteap|none}

Theg: wE UGN % vap 1) wds #X:  satelliteap iz,

8. <vap-id>: vap ) ID %5, i radio fIVERI 0~15, XU radio 3[4 0~31
REHEH: L

fFFTRE: S radio FHAERLE > vap 4 satelliteap, FLE Z SRR,
Z&l. WCE AP ) vapl 4 satelliteap

WLAN-AP# set wds wds1 wds-mode satelliteap

1.4.2 set wds wds<vap-id> wds-status {up|down}

fr4: setwds wds<vap-id> wds-status <up|down>

Thg: JT/n o i WDS Fis

S8 <vap-id>: vap ) ID %5, i radio fIVERI 0~15, XU radio 3 4 0~31
RAEEDL: down

ERTER . A& ] LU A 8l 5C ] WDS i,

2845]. FF5 vapl [t WDS =,

WLAN-AP#set wds wds1 wds-status up
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1.4.3 set wds wds<vap-id> wds-ssid

74 : setwds wds<vap-id>wds-ssid

Ihfe. MOE S wds ERTHI ssid

8. <vap-id>: vap ) ID 5, H. radio [ 4 0~15, X radio FyE A 0~31
<word>: KJEAE 1~32 F 2], WS FhE Bk, - BT

BB REM: B4 wds-ssid &y VAP HIE4 ssid

EFI$RRS: M7 WDS 882 di, Hnl LLUER %S wds-ssid, {HJE root ap F satellite ap

LI E LR 2, A0 WDS Joiklsr, Wik Cg sy WDS ##:, SU% wds-ssid 2 )5

WDS HEHK KT TT -

25f]. 1t satellite ap A& £E57 wds 25T ) ssid 24 wds

WLAN-AP# set wds wds1 wds-ssid wds

1.4.4 set wds wds<vap-id> remote-mac <macaddr>

14 : setwds wds<vap-id>remote-mac <macaddr >

TheE: FCE 7 WDS EH: 1L i ap (1) vap ) MAC Hitk

S8. <vap-id>: vap ) ID 5, H. radio 74 0~15, X radio FyE A 0~31
<macaddr >: i WDS EHz1K AP X VAP [ MAC Hihil:

B REm: B MAC 24 00:00:00:00:00:00

fHFI$ERT: fE8 7 WDS 4 2 1, B B 517 Satellite AP 25 C B %30, WA IE—/ Satellite

AP H X N N —/> Root AP, X 5%} () AP %37 WDS 4%,

). HCE vapl @7 wds ST MAC S 00:03:0f:80:50:20

WLAN-AP# set wds wds1 remote-mac 00:03:0f:80:50:20

1.4.5 set wds wds<vap-id> wds-security-policy

{ wpa-personal | plain-text}

14 : setwds wds<wds-id> wds-security-policy { wpa-personal|plain-text}

ThRg: MCE WDS AR SV E A% 7 2

S8. <vap-id>: vap fJ ID 5, H. radio 74 0~15, X radio FyE A 0~31

<wpa-personal>: Tit'% 2 )&k wpa-personal J5 3, 7 Al DARC & %54

<plain-text>: M E 2 &AM HACE %65, & OPEN J52\

BREFH: W7

¥ F¥a: sateliiteap F1 rootap At & ¥ i 75 s S 75 B¢ 4 B4 0l LU T WDS 4z

ZBl: Ml vapl WDS {5 SCHINE 77 4 wpa-personal
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WLAN-AP# set wds wds1 wds-security-policy wpa-personal
1.4.6 set wds wds<vap-id> wds-wpa-personal-key <word >

14 : setwds wds<vap-id> wds-wpa-personal-key <word >

Thgk: HCHE WDS A5 S I &

S%: <vap-id>: vap [ ID %5, . radio fyulfh 0~15, *{ radio (135 [k 0~31
<word> : &M 8-64 M AR TFHUE

REHEH: L

FEFI$RTS: ML E WDS R SO B I, wT LA N 0 S 88 i, 257 WDS 3EH KM

Ui R 25 i 0 ZBUAH ] o

. E vapl WDS 38 7 4] SCI N 25k 12345678

WLAN-AP# set wds wds1 wds-wpa-personal-key 12345678
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