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1.1 ACL /B

ACL (Access Control Lists) & 32 AL SEHL ) — Ptk yEALE, @i o vr sldE 4a iy
(B 0 N DX 285, A2 AT BT LK IR 2% 5 ) EAT# 1),  URAIE N 28 1) 22 4238 AT« L AT A
BT R e (5 B — U Crule) , REZHNFREA T XHUTRE— & 15 B EdEa
BRI SE: Rvr@id (permit) siiEZEiE (deny) o FH P AT DU S0 I 87 FH 215 2
AT L N, IR o 1A U7 [ 50 3t 0 20U B 2 119 ACL JII gk A58
Hbl.

Egress ACL 1] LLZE H FRIN T ) SR SC IRt 30, 795 R s L FR) 48 S DA e v
e E AR REd . ACL AT LA #FIPACL, MACACL, MAC-IPACL, IPv6ACL. fEdi[]
N 77 ) b n] PAR S e B DY FRACL s 73 1 H 7 1) bl TRl R A DY A 858, IPFIMAC
ACL#& 5 —ANUE, MAC-IPHIIPVE ACLA (5 AT, B B3 U o 3 fm  Je vk BB &
B — /35 1178 HY 0 i) _E R RE R i G B DO FPACL,  [FI R i B = FHACLAT th H g ZIP. MAC
FIMAC-IPZE AL R I il B 5P MACHTIPV6 S AL [ il B , [ L & W FhACLIN n] LAMT ik
B, ARG, —FRRACLE S 1 E R E —4%.

1.1.1 Access-list

Access-listz— A FIERISE, 280X N — 2458 € U (rule). BEZkruleflfE
T RbyEAE B L UL terules) RCRER I 301E . Rule & 115 2 7T LEFEEMAC. HHIMAC.
JFIP. HIWIP. IPHS . TCPui . UDPi 544 R & . MRIEA F 1 ke,
access-listr] LA W1 F 7025
1. R¥ELIEE R ip access-list, ipv6 access-list (=)ZLL F{5K) , mac access-list
(ZZ(E8) , mac-ip access-list ( ZZLL FEE)
2. MUEREEE MR briE(standard) 1Y & (extended), ¥ 7 AT LR & 56 0
CHESSUR/ RS
3. Mg HF (numbered)fil i % (named).

X — 2 ACL It B N 24 AIX =AM J77 TN PASE A

1.1.2 Access-group

24 P R S B 7 B e T —4Haccess-listZ Ja, i AT LAFEAbATT 4 Sl 8 FE A [5] 3 11 £
AN 771 . access-groupli /& X4 i 11— 2kaccess-list 5 45 2 iy [ 46 2 % R IR . 24
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53 37 7 —%kaccess-group X Ja, T4 I L 7 1A i BT A B08E A0 2 ik E UL i 48 2 1)
access-listH N, DLk sE A BB AE AL fC Y (permit) Bl 46 4 (deny) . 53 #Mi& a] DLAE 3 110 b %
ACLIE I Ge it i+ 8as, AME S iH 5 S ACLAE I B a0 i B e .

1.1.3 Access-list Z11E k&R ERINZNE

Access-listahE X BRINBIE 43 N e (permit) 245 268 it (deny) . BARG U0 T

4. {E—Aaccess-list, AT LLAT 2 2300 Crule) o 5o Hi s A0 it 8 M 2B — 25 000 Crule)
Fuh, EFICECE— 40 Crule) , HIEHHN Crule) AFEFEATILAD .

5. RAEEIEINAEFTIT Ha 1 b3 26 AT AT i ACLERAS VT AL AT A7 456 5 (1) ACLI
A UCEN 4 JR I BRIA B

1.2 ACL it &

ACLAC EAES AT
1. B '® access-list

(1) FEHCFARE 1P Vi ln 5%k

(2) ELEBHTY & IP Vil 5%

(3) FLE a4 ArdE IP Vi ln 5%k
a) BlE—Adr & AndE IP 15 512k
b) f&5E % % permit B¢ deny Hi U 2 17
c) B th vy I KT B =

(4) BLEfr 2P & IP 1iin 53k
a) Gl — i d R IP Ui 5%
b) $&5E % % permit 5 deny #1217
c) B th vy I K B =

(5) Fo B HFArdE MAC 15 7 51 &

(6) HiE 7P & MAC Vi 5%

(7) MCE a4 e MAC 7 A 3132
a) flE— i ¥ e MAC Vi In 515&
b) f85E % % permit B¢ deny iU 2 17
c) Bt MAC vy i) it B A A

(8) FLEZFY & MAC-IP vjj[H 513

(9) HCHE fr &4 & MAC-IP i [ 51 3%
a) flE— A 4P MAC-IP 1i e 513
b) f85E % % permit B¢ deny iU 2 17
c) B MAC-IP j la] # it B A X

(10) ML Hrhnifk IPv6 7 in) 513
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(1) MEHTY R IPv6 Vila 51|%
(12) Hc & v 4 AhnitE IPv6 17 iH) 3136
a) g —A~dr 2 btk IPve Vil 5113
b) 155E £ % permit B¢ deny F | % 17
c) iRt IPv6 ViR L B
(13) BCE a9 FE IPv6 Vi in) 13
a) QE— Y R IPve i 5%
b) 185E £ % permit 2 deny #1117
c) iRt IPv6 Ty R L B
2. ME A IET R
(1D &RFT I IED e
(2) 4JAhcE ACL deny s Thfgsibe (Alik)
3. TCE I RlSE FE D Re
(1) ) g B[] e [6] 44 R
(2) P& A Sk e B
(3) T E A B
4. ¥4 accessl-list 2 5& FI4F i iy F R 7 1)
5. &orui 1 ACL L& K 4itE 2
6. T EE NN ELESHE R

1. Bid & access-list
(1) BEE B FARUE IP U5 5%

ik e

4R e B AR

access-list <num> {deny | permit} | f& —%&EFhrdE IP Uil 53R, R COA
{{<slpAddr> <sMask>} | any-source | | Vjin 13, WIGHIN—%N Crule) F£I; &

{host-source <slpAddr>}} i 2 ) no ERAE I MHIBR — S B bR 1P 7 i) 41
no access-list <num> =

(2) MEXTY B IP iH5IE

ik R

4 Jm e B AR K

access-list <num> {deny | permit} icmp
{{<sIpAddr> <sMask>} | any-source | {host-source
<sipAddr>}} {{<dIpAddr> <dMask>} |
any-destination | {host-destination <dIpAddr>}}

filiE—2% ICMP =9 & IP i
)2, WS TN b,

MG — 280 Crule) I,
[<icmp-type> [<icmp-code>]] [precedence <prec>]

[tos <tos>][time-range<time-range-name>]

1-3
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access-list <num> {deny | permit} igmp
{{<slpAddr> <sMask>} | any-source | {host-source
<slpAddr>}} {{<dIpAddr> <dMask>} |
any-destination | {host-destination <dIpAddr>}}

I —2% IGMP #79 J& IP
FFFE, R O YIRS,

T3 — 260 Crule) R I,
[<igmp-type>] [precedence <prec>] [tos

<tos>][time-range<time-range-name>]

access-list <num> {deny | permit} tcp {{<sipAddr>
<sMask>} | any-source | {host-source <sipAddr>}}

s-port {<sPort> | range <sPortMin> <sPortMax> . .
[s-port { | rang N o ToP B4 1P i

<dIpAddr> <dMask> any-destination .
{i phaon ot A}dd' oSt iz, mpeawiisz,
ost-destination < r> -port {<dPort> .
t pAddr>} [d-port { W st — g0 rue> 2.
range <dPortMin> <dPortMax>}]

[ack+fintpsh+rst+urg+syn] [precedence <prec>]

[tos <tos>][time-range<time-range-name>]

access-list <num> {deny | permit} udp
{{<slpAddr> <sMask>} | any-source | {host-source
<slpAddr>}} [s-port {<sPort> | range <sPortMin>
<sPortMax>}] {{<dIpAddr> <dMask>} |
any-destination | {host-destination <dIpAddr>}}
[d-port {<dPort> | range <dPortMin> <dPortMax>}]

[precedence <prec>] [tos

Bl —2 UDP #74 J& IP Ui n)
B, W CH VI FZE, N
B —26F) Crule) FI,

<tos>][time-range<time-range-name>]

access-list <num> {deny | permit} {eigrp | gre |

igrp | ipinip | ip | ospf | < protocol-num >}

Ol — 2 VDI FL fh s 52 1P B X
BT IP T R P
B, W CA kTR AR,
DU n— 260 Crule) R I,

{{<slpAddr> <sMask>} | any-source | {host-source
<slpAddr>}} {{<dIpAddr> <dMask>} |
any-destination | {host-destination <dIpAddr>}}
[precedence <prec>] [tos

<tos>][time-range<time-range-name>]

no access-list <num> MR —&B7 9 & IP Vi 5% .

(3) ECEar At IP Vi 5%
a. A A iRk IP U7 5%
Liks i RE
4 Jm e B AR K

ip access-list standard <name>

B — 2k ZhRvE IP Ui 53R Aar 4 no
BRI BRIy 44 bR 1P U7 A 51 3R

no ip access-list standard

<name>
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b. #E %% permit 5 deny N

<sMask >} |
{host-source <sipAddr>}}

any-source |

(¥1 no #AF J9 M Bk Bt fi

Crule),

e fil R
bt 1P 17 in) 41 3R e B A
[no] {deny | permit} {{<slpAddr> | Q& — kA FriE IP U7 Crule); A4

& kR UE 1P Vi ia) )

c. B HarAiRdE IP 1 6 51 R A B AR

o

i RE

> |2

=+

A bsitt 1P 177 511 3R e B AR

1]

exit

i A4 hn e 1P 7 i 511 3R i B A

(4) MEGLT R IP YHSIE
a. QIE— /MR Y B IP YRR

s il RE

4Rl E AR

ip access-list extended <name> Gl — 5 £ 237 P Ui F1E: A A1 no
no ip access-list extended S R B 24 T 1P U5 51

<name>

b. f85E% % permit 5 deny N

fir 4 fiERE

T4 1P V5 i 1) 3R T A 2

[no] {deny | permit} icmp {{<sipAddr>

<sMask>} | any-source | {host-source G4 iomp 45 IP i i
<sipAddr>}} {{<dIpAddr> <dMask>} | U Crule)s 7 fy &1 no B 5
any-destination | {host-destination

<dIpAddr>}} [<icmp-type> [<icmp-code>]] ﬂﬁjrﬁeﬁi YRR TR
[precedence <prec>] [tos
<tos>][time-range<time-range-name>]

[no] {deny | permit} igmp {{<sipAddr>

<sMask>} | any-source | {host-source IR igmp fr 45 IP i
<sipAddr>}} {{<dIpAddr> <dMask>} | U Crule)s 7 fy &1 no H1E
any-destination | {host-destination

<dIpAddr>}} [<igmp-type>] [precedence ﬂﬁjrﬁeﬁi AR TR
<prec>] [tos
<tos>][time-range<time-range-name>]
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[no] {deny | permit} tcp {{<sipAddr> <sMask>}

| any-source | {host-source <sipAddr>}}

[s-port {<sPort> | range <sPortMin>

<sPortMax> <dipAddr> <dMask>

any-destinat}i]on ‘ ,|) {host-destinzxtionI BT top TR IP VTR

<dlpAddr>}} [d-port {<dPort> | range M Crute): A< ) no SiAE57
Bt s 44 47 2 1P U5 il B Crule ).

<dPortMin> <dPortMax>}]

[ack+fin+psh+rst+urg+syn] [precedence

<prec>] [tos

<tos>][time-range<time-range-name>]

[no] {deny | permit} udp {{<sIpAddr> <sMask>}

| any-source | {host-source <sipAddr>}}

[s-port {<sPort> | range <sPortMin>

<sPortMax>}] {{<dIpAddr> <dMask>} || & —% udp & J& IP U #k
any-destination | {host-destination | /| (rule); A4 ¥ no 4 1E
<dIpAddr>}} [d-port {<dPort> | range | FRitar4 & IP Ui N Crule).
<dPortMin> <dPortMax>}] [precedence

<prec>] [tos

<tos>][time-range<time-range-name>]

[no] {deny | permit} {eigrp | gre | igrp | ipinip |
ip | ospf | < protocol-num >} {{<slpAddr>

B — SR VLR H AR 52 1P PR

<sMask> any-source host-source .
o Addri}}' {{;’ﬂ e | <;M T | B P i P
S as . wr I

pAdarI p “H U g SRR R A
any-destination | {host-destination

RAAAEN G BT 0 5135
<dIpAddr>}} |[precedence <prec>] [tos

<tos>][time-range<time-range-name>]
c. B &Y & IP 1 HFIREEKK
fiE R

o

2 |2

Y4 JE 1P 1 1 11 3R e B AR S
exit B A AR IP D5 SR R E R

(5) ELE B AR MAC Vi 5%

Lk fi

Ei

4R e B AR K
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<host_smac>} |

access-list <num> {deny | permit}
{any-source-mac | {host-source-mac

{<smac>

) — & B AR UE mac Y B3, R oh
HEUT AR, MBI —4K0 Crule) FRI;
A1 2 1 no BAE M Bk — 250 F AR E mac 1

<smac-mask>}} 5%

no access-list <num>

(6) ME X FY B MAC i i 3|R

T fifRE

2R E R

access-list <num> {deny|permit} {any-source-mac|
{host-source-mac<host_smac>}|{<smac><smac-mask>}} | Gl — %7V & mac

{any-destination-mac|{host-destination-mac
<host_dmac>}|{<dmac><dmac-mask>}} [{untagged-eth2 |
tagged-eth2 | untagged-802-3 | tagged-802-3} [ <offset1>
<length1> <value1> [ <offset2> <length2> <value2>
[ <offset3> <length3> <value3> [ <offset4> <length4>
<value4> 11111

no access-list <num>

ViRAER, wRCA
Vi AN, MG — %
HUU Crule) FRIT; Ay
A1 no #AE M R — 2%
79 mac Vi i
e

(7) BB LT B MAC Y5 5%
a. QIE— MY B MAC i1 5)F

A
i

i RE

4 Jm e B AR K

mac-access-list extended <name>

no mac-access-list extended <name>

Bl —4m &Y B MAC Vil sk, Kard
no #AE At Bx It dr 49 e MAC 1 in] 11 5% .

b. 8% % permit 5{ deny # &I

i 4

v

449 & MAC 5 17 1) 3% ic B 155X
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[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}

{any-destination-mac | {host-destination-mac
<host_dmac>} | {<dmac> <dmac-mask>}} [cos <cos-val>
[vlanid [<vid-mask>]]

[ethertype <protocol> [<protocol-mask>]]

[<cos-bitmask>]] <vid-value>

[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}

{any-destination-mac | {host-destination-mac

<host_dmac>} | {<dmac> <dmac-mask>}} [ethertype

<protocol> [<protocol-mask>]]

[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}
{any-destination-mac |
{host-destination-mac<host_dmac>} |
{<dmac><dmac-mask>}} [vlanid <vid-value> [<vid-mask>]

[ethertype <protocol> [<protocol-mask>]]]

1 g — 2% UG i ¥ &
MAC i (1) oy % 97 &
MAC 7 i ¥ (rule);
no A1 9 M B itk i 44
¥ & MAC V5 i) #1 )

Crule)

[no]{deny|permit}{any-source-mac|{host-source-mac<host
_smac>}|{<smac><smac-mask>}}{any-destination-mac|{ho
st-destination-mac<host_dmac>}|{<dmac><dmac-mask>}}

[untagged-eth2 [ethertype <protocol> [protocol-mask]]]

8 # — % UL &
untagged LA 2 i
KA aT & MAC
Vi 1[5 FU (rule);  no
BRI B iy 42 9
J& MAC v 1] #L U
Crule)

[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}

{any-destination-mac | {host-destination-mac

<host_dmac>} | {<dmac> <dmac-mask>}} [untagged-802-3]

o # — % It A
untagged 802.3 i 2%
Rdr %9 & MAC U
o] FE0U) (rule);  no
TER M BRIt 4 5
MAC 7 i) # Crule)

[no]{deny|permit}{any-source-mac|{host-source-mac<host
_smac>}|{<smac><smac-mask>}}{any-destination-mac|{ho
st-destination-mac<host_dmac>}|{<dmac><dmac-mask>}}[
[vlanid
[ethertype<protocol>

tagged-eth2 [cos <cos-val>

[<vid-mask>]]

[<cos-bitmask>]]
<vid-value>

[<protocol-mask>]]]

1] i — 25 VLI tagged
PAIK W 2 i 24 Y ) i
257 & MAC i i) A )

(rule); no #&AE
Rt dr 244 i MAC Vi

] KL Crule)
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[no] {deny | permit} {any-source-mac | {host-source-mac
<host_smac>} | {<smac> <smac-mask>}}
{any-destination-mac | {host-destination-mac
<host_dmac>} | {<dmac> <dmac-mask>}} [tagged-802-3
[cos <cos-val> [<cos-bitmask>]] [vlanld <vid-value>

[<vid-mask>]]]

Bl — 2% UL tagged
802.3 i 2 A i i 44
¥ MAC 15 1] $i U
(rule); no H{E MR
I 4 MAC i il
U Crule)

c. IBH MAC 1 REBEHER

% i
A4 MAC il 4 B B
exit SRt i 4447/ MAC 1 1) i Bt

(8) BLE X+ B MAC-IP i [ 5I%&

{host-destination <destination-host-ip>}} [<icmp-type>
[<icmp-code>]] [precedence <precedence>] [tos <tos>]

[time-range<time-range-name>]

e i RE

R E#ER

access-list <num> {deny | permit} {any-source-mac |
{host-source-mac<host_smac>} | {<smac>

<smac-mask>}} {any-destination-mac | 13— % MAC-ICMP
{host-destination-mac <host_dmac>} | ¥4 mac-ip i
{<dmac><dmac-mask>}} icmp {{<source> 1% R A
<source-wildcard>} | any-source | ({host-source WA TR &
<source-host-ip>}} {{<destination> B (rule) 7.
<destination-wildcard>} | any-destination |

access-list <num> {deny | permit} {any-source-mac |

{host-source-mac <host_smac>} | {<smac>
<smac-mask>}} {any-destination-mac |
{host-destination-mac <host_dmac>} | {<dmac>

<dmac-mask>}} igmp {{<source> <source-wildcard>} |
any-source | {host-source <source-host-ip>}}
{{<destination> <destination-wildcard>} | any-destination
| {host-destination <destination-host-ip>}} [<igmp-type>]

[precedence <precedence>] [tos <tos>]

[time-range<time-range-name>]

B —4% MAC-IGMP
79 mac-ip Vi il
Z, ok
) 512, TR — 2%
P Crule) .
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access-list <num> {deny | permit} {any-source-mac |

{host-source-mac <host_smac>} | {<smac>
<smac-mask>}} {any-destination-mac |
{host-destination-mac <host_dmac>} | {<dmac>

<dmac-mask>}} tcp {{<source> <source-wildcard>} |
any-source |
{<port1> |

{host-source <source-host-ip>}} [s-port
<sPortMin> <sPortMax>}]
{{<destination> <destination-wildcard>} | any-destination
| {host-destination <destination-host-ip>}} [d-port
{<port3> | <dPortMin> <dPortMax>}]

[ack+fin+psh+rst+urg+syn] [precedence <precedence>]

range

range

[tos <tos>] [time-range<time-range-name>]

@1 & — % MAC-TCP
7Y & mac-ip i i)
F, oA kY
i Z 2%, 3G hn— 2%
P Crule) FIi.

access-list <num> {deny | permit} {any-source-mac |

{host-source-mac <host_smac>} | {<smac>

<smac-mask>}} {any-destination-mac |
{host-destination-mac <host_dmac>} |

{<dmac><dmac-mask>}} udp {{<source>

<source-wildcard>} | any-source | ({host-source
<source-host-ip>}} [s-port {<port1> | range <sPortMin>
<sPortMax>}] {{<destination> <destination-wildcard>} |
any-destination | {host-destination
[d-port {<port3> |

<dPortMin> <dPortMax>}] [precedence <precedence>]

<destination-host-ip>}} range

[tos <tos>] [time-range<time-range-name>]

£l 5 — 2 MAC-UDP
B & mac-ip Vi 7]
yZ, wRCHIL
il F 5%, 3G i — 2%
HU Crule) I,

access-list <num> {deny | permit} {any-source-mac |

{host-source-mac <host_smac>} | {<smac>

<smac-mask>}} {any-destination-mac |
{host-destination-mac <host_dmac>} |
{<dmac><dmac-mask>}} {eigrp | gre | igrp | ip | ipinip |
ospf | {<protocol-num>}} {{<source> <source-wildcard>} |
any-source | {host-source <source-host-ip>}}
{{<destination> <destination-wildcard>} | any-destination
| {host-destination <destination-host-ip>}} [precedence
<precedence>]

[tos <tos>]

[time-range<time-range-name>]

B — ZF UL T HARRR
& MAC-IP i3 5 it
H MAC-IP 13 H %L
T3 J# mac-ip Vi i 41
=, wRCA TR
HIZE, W — %R
M Crule) I,

no access-list <num>

B — 2% B i e
MAC-IP Vi ] 5113
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(9) BB 4&Y B MAC-IP 53R
a. AlgE— &Y B MAC-IP J5iH31&

N filt R

4R e B AR

mac-ip-access-list extended <name>

no mac-ip-access-list extended <name>

B — %2 E MAC-IP 15 i 1)
21 K41 no BRAE M R Iy 44
¥ e MAC-IP 5 71 7135 .

b. &£ % permit 5 deny M| FE I

A A

fin
i}

X (4>

¥ J& MAC-IP j i1 51| 3% i B 13K

[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}
{any-destination-mac |

<host_dmac>} | {<dmac>

{host-destination-mac
<dmac-mask>}} icmp

{{<source> <source-wildcard>} | any-source |

{host-source <source-host-ip>}} {{<destination>

<destination-wildcard>} | any-destination |
{host-destination <destination-host-ip>}} [<icmp-type>
[<icmp-code>]] [precedence <precedence>] [tos <tos>]

[time-range<time-range-name>]

£ & — % mac-icmp
%3 B MAC Vi I
U Crule); no #:1E
N B U i 4 B R
MAC-IP 5 1] # i

Crule),

[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}

{any-destination-mac | {host-destination-mac

<host_dmac>} | {<dmac> <dmac-mask>}} igmp
{{<source> <source-wildcard>} | any-source |
{host-source <source-host-ip>}} {{<destination>

<destination-wildcard>} | any-destination |

{host-destination <destination-host-ip>}} [<igmp-type>]
[precedence <tos>]

<precedence>] [tos

[time-range<time-range-name>]

A1 # — 2% mac-igmp
4 MAC-IP v
] KL Crule s
e AE 9 I B w44 47
J& MAC-IP j 1] #i I

Crule),

no
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[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}

{any-destination-mac | {host-destination-mac
<host_dmac>} | {<dmac> <dmac-mask>}} tcp {{<source>
<source-wildcard>} | any-source | ({host-source
<source-host-ip>}} [s-port {<port1> | range <sPortMin>
<sPortMax>}] {{<destination> <destination-wildcard>} |

any-destination | {host-destination

<destination-host-ip>}} [d-port {<port3> | range
<dPortMin> <dPortMax>}] [ack+fin+psh+rst+urg+syn]
[precedence <precedence>] [tos

<tos>][time-range<time-range-name>]

B — % mac-tcp fir
29 & MAC-IP 1j i)
HU Crule); no #:4E
N B B 2R
MAC-IP i [r] ¥i T

Crule),

[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}

{any-destination-mac | {host-destination-mac
<host_dmac>} | {<dmac> <dmac-mask>}} udp {{<source>
<source-wildcard>} | any-source | {host-source
<source-host-ip>}} [s-port {<port1> | range <sPortMin>
<sPortMax>}] {{<destination> <destination-wildcard>} |
any-destination | {host-destination
[d-port {<port3> |

<dPortMin> <dPortMax>}] [precedence <precedence>]

<destination-host-ip>}} range

[tos <tos>] [time-range<time-range-name>]

f1)% — 4% mac-udp fir
24 & MAC-IP 7 il
FM Crule); no #4E
o B iy R
MAC-IP 5 ] ¥ 1

Crule),

[no] {deny | permit} {any-source-mac | {host-source-mac

<host_smac>} | {<smac> <smac-mask>}}

{any-destination-mac | {host-destination-mac
<host_dmac>} | {<dmac> <dmac-mask>}} {eigrp | gre |
igrp | ip | ipinip | ospf | {<protocol-num>}} {{<source>
<source-wildcard>} |

any-source | {host-source

<source-host-ip>}} {{<destination>

<destination-wildcard>} | any-destination |

{host-destination <destination-host-ip>}} [precedence

<precedence>] [tos <tos>]

[time-range<time-range-name>]

Bl — % mac-ip HAth
R E N EE N
MAC-IP 5 [n] Fi
Crule); no F1E Ml
s s S R
MAC-IP 5 [n] Fi

Crule),

c. B MAC-IP i Rt B

e R
%

T %9 & MAC-IP 5[] 51| R i B A% 5

Y
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exit BHEALT R MAC-IP 17 b 51| F it B A

(10) ACE R rirdk IPv6 VjiH 53R
i filRE
LR E#ER
ipvé access-list <num> {deny |
permit} {{<sIPv6Addr> <sPrefixlen>} |
any-source | {host-source
<slpv6Addr>}}

no ipv6 access-list <num>

B — BT A e IPV6 V7412, IR E
AUV IR, NI —%H0 Crule) &
Tis A4 no #AE Mk — 2 B hn itk
IPv6 i [ %13

(11) BEEZ 7Y & IPv6 Vi [ 5R
% R

4 Jm e B AR K
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ipv6 access-list <num-ext> {deny | permit} icmp

{{<sIPv6Prefix/sPrefixlen>} | any-source |
{host-source <s|Pv6Addr>}}
{<dIPv6Prefix/dPrefixlen> | any-destination |

{host-destination <dIPv6Addr>}} [<icmp-type>
[<icmp-code>]] [dscp  <dscp>] [flow-label
<flI>][time-range<time-range-name>]

ipv6 access-list <num-ext> {deny | permit} tcp
{{<sIPv6Prefix/<sPrefixlen>} | any-source |
{host-source <slIPv6Addr>}} [s-port {<sPort> |
range <sPortMin> <sPortMax>}] {{<
dIPv6Prefix/<dPrefixlen>} | any-destination |
{host-destination <dIPv6Addr>}} [dPort {<dPort> |

range <dPortMin> <dPortMax>}] [syn | ack | urg | 3 — S K4 1PV Ui
s i A

53, WRSH R SR,
D& — 26 Crule) R
A A1 no BAE N MIBR— %

rst | fin | psh] [dscp <dscp>] [flow-label
<flowlabel>][time-range<time-range-name>]

ipv6 access-list <num-ext> {deny | permit} udp

<s|Pv6Prefix/<sPrefixlen> any-source . .
¥ bl W et 1 s isiize.
{host-source <slIPv6Addr>}} [s-port {<sPort> |
range <sPortMin> <sPortMax>}]

{{<dIPv6Prefix/<dPrefixlen>} | any-destination |
{host-destination <dIPv6Addr>}} [dPort {<dPort> |
range <dPortMin> <dPortMax>}] [dscp <dscp>]
[flow-label
<flowlabel>][time-range<time-range-name>]

ipvé access-list <num-ext> {deny | permit}
<next-header> {<sIPv6Prefix/sPrefixlen> |
any-source | {host-source <slIPv6Addr>}}
{<dIPv6Prefix/dPrefixlen> | any-destination |
{host-destination <dIPv6Addr>}} [dscp <dscp>]

[flow-label <fl>][time-range<time-range-name>]

no ipv6 access-list <num>

(12) B &y 2 AsdE IPV6 7 7] 51 3=
a) flE— A Eirit IPv6 15 1 51R
e fife R

4 Jm e B AR K
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Bl — 2% i K bR E IPV6 17 1]

ipv6 access-list standard <name> FIFEs A4 no #:4E 9
no ipv6 access-list standard <name> K b A 44 A5 4E IPV6 U 7] 31
L

b) 3% % permit Bk deny L
ir i

i 44 hnitE 1PV 7 7 512 e B A X

B — 2% A A bRtk IPv6 7 7]
[no] {deny | permit} {{<sIPv6Prefix/sPrefixlen>} || #N| Crule); x4 no #
any-source | {host-source <sIPv6Addr>}} VEN M B i 4 A E 1PV6 U
RN Crule).

c) iBH A tnaE IPV6 1) i 51 R A B AR
ik fERE

i 44 hnitE 1PV 7 7 512 e B S X

" I8 H iy & br e IPV6 1 i 51l 2
exi

Pic B A
(13) EE Y 8 IPv6 i 5&
a) flg— My R IPv6 Vi A5
i i RE
4 Je i AR
Bl — iy & IPve 1A
ipv6 access-list extended <name> Y A4 no #:AE 9
no ipv6 access-list extended <name> Fx ka4 9 & IPve v 1] 31
.
b) 1 £% permit 5 deny N
T il RE
frday & IP Vi in) 41 R I B A
[no] {deny | permit} icmp
::::::::x/sPref-xlen>} | ory-source ,>}}I R — % icmp 7 43 1PV
il Crule)s A 41
{<dIPv6Prefix/dPrefixlen> | any-destination |

no & 1 Jy MH B Bt fr 44 97

host-destination <dIPv6Addr> <icmp-type> .
{ B [<iemp-type> | o B Crule).

[<icmp-code>]] [dscp <dscp>] [flow-label

<fl>][time-range<time-range-name>]
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[no] {deny | permit} tcp {<sIPv6Prefix/sPrefixlen> |
any-source | {host-source <slPv6Addr>}} [s-port
{<sPort> | <sPortMin> <sPortMax>}]
{<dIPv6Prefix/dPrefixlen> | any-destination |
{host-destination <dIPv6Addr>}} [d-port {<dPort> |
range <dPortMin> <dPortMax>}] [syn | ack | urg |

range

rst | fin | psh] [dscp <dscp>] [flow-label <fl>]

[time-range<time-range-name>]

I —% tep 4 ¥ /& IPv6
PR Crule); A4
no 5 1E Jy M B Bt iy &4 9 Je
IPv6 15 ie) #EI Crule).

[no] {deny | permit} udp {<sIPv6Prefix/sPrefixlen>
| any-source | {host-source <sIPv6Addr>}} [s-port
{<sPort> | <sPortMin> <sPortMax>}]
{<dIPv6Prefix/dPrefixlen> | any-destination |
{host-destination <dIPv6Addr>}} [d-port {<dPort> |
range <dPortMin> <dPortMax>}] [dscp <dscp>]

range

[flow-label <fl>] [time-range<time-range-name>]

B —2 udp fn % ¥ J& IPv6
ViR Crule); AAr 41
no & 1 Jy I B it w44 9 &
IPv6 U7 [l AL Crule).

[no]

{<sIPv6Prefix/sPrefixlen> |

{deny | permit} <proto>
any-source |
<sIPv6Addr>}}

any-destination |

{host-source
{<dIPv6Prefix/dPrefixlen> |
{host-destination <dIPv6Addr>}} [dscp <dscp>]

[flow-label <fI>] [time-range<time-range-name>]

B — 2% UL FiC ARy € IPv6
PRI 1PV6 V5 R R
UURR/IE S /r Reg S i ol
F 2 AN A7AE I A1) 3 e 5 ) 47
o

[no] {deny | permit} {<sIPv6Prefix/sPrefixlen> |
<s|Pv6Addr>}}

any-destination |

any-source |
{<dIPv6Prefix/dPrefixlen> |
{host-destination <dIPv6Addr>}} [dscp <dscp>]

[flow-label <fI>] [time-range<time-range-name>]

{host-source

Bl — iy & IPve 1A
N Crule); A2 no 14
TE MR e dr 4 5 & 1Pv6
EEE Crule).

c) iBH A4y & IPv6 Vi a5l KB B

PP
fifr &

fifRE

449 i IPv6 15 7 51 2 e B A X

exit

IBHAr &Y R IPv6 Ui 51 5&
Pic B AR

2. iEEBALEIR

(1) £RITITELREIE

i filt R

4 R B AR

firewall enable & /T ITHad iR .
firewall disable 2 J5 R SE T .
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(2) FE ACL deny 2 ThRE
P fil R

4R e B AR

FFJ5 acl deny 46 ThRE, A4 K no #1E 3k

no] access-list deny-preemption
[nol yP P ] acl deny L5 Ih#E -

3. BCER RV ETIRE
(1) BUER A ¥E Bl 42 %

PN iR

4 Jr e B A X

time-range <time_range_name> 8% —4 N time_range_name f 8] 36 FE 44

no time-range | . _ N .
9 %144 time_range_name i} )75 B T AE

<time_range_name>

(2) REEFIRIHER B
s i

i 1] ¥ Bl 5

absolute-periodic {Monday |

=

Tuesday | Wednesday | Thursday |
Friday | Saturday | Sunday}
<start_time> to {Monday |
Tuesday | Wednesday | Thursday |

Frid Saturd Sund
riday | Saturday | Sundavh| . iR R E RGN G,

AR IZ AN [h]

<end time>

periodic
{{Monday+Tuesday+Wednesday+
Thursday+Friday+Saturday+
Sunday} | daily | weekdays |
weekend} <start_time> to

<end_time>

[no] absolute-periodic {Monday |
Tuesday | Wednesday | Thursday |
Friday | Saturday | Sunday}
<start_time> to {Monday || 51— & P a] 0 [ BC &
Tuesday | Wednesday | Thursday |
Friday | Saturday | Sunday}

<end time>
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[no] periodic
{{Monday+Tuesday+Wednesday+
Thursday+Friday+Saturday+

Sunday} | daily | weekdays |

weekend} <start_time> to

<end_time>

(3) EELX RN B
i filRE
LR E#ER

absolute start <start_time>
<start_data> [end <end_time> | B!l —4aXT i} [a]5u

<end_data>]

[no] absolute start <start time>
<start_data> [end <end_time> | {5 1. — 2% N [A]5E D fig

<end_data>]

4. ¥ accessl-list 4% & 24% & ¥ K B4 25 )
T il RE
PR e B B U/ Vian #2 H#EEC
{ip|ipv6|mac|mac-ip}

access-group <acl-name> {injout} | WELEE B0 78 5 H BN ECH 177 7] B3

[traffic-statistic] Fl—%k access-list; no #AF J it B 40 5 75 b
no {iplipv6|mac|mac-ip} | |-1¥J access-list.

access-group <acl-name> {in|out}

5. Brdn 0 ACL MEE RGHER
% i
FF BOMTC B A S

show access-group in (interface
{Ethernet | Ethernet IFNAME})

©rru I E ACL 9R5E 5 .

6. FEHBEROKNBTREATESR
ik e

FERUH 50
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clear access-group (in | out)
statistic interface | 7E45 € ¥ HiE Fx tH BN 17 [m) B 9 G it {5
{ <interface-name> | ethernet| 5.
<interface-name>}
1.3 ACL %45
£H 1.
F P A FRCE 7R LI 1 10 %82 10.0.0.0/24 B, BB 01 AN Ay B P A
ftp.
BEERE K.

a) BIEHMNE ACL

b) MCHE L IETIRE

c) 4k ACL F|ifi [
EEE PR T:
Switch(config)#access-list 110 deny tcp 10.0.0.0 0.0.0.255 any-destination d-port 21
Switch(config)#firewall enable

Switch(config)#interface ethernet1/10

Switch(Config-If-Ethernet1/10)#exit
Switch(config)#exit
(Wt

Switch#show firewall

(
(
Switch(Config-If-Ethernet1/10)#ip access-group 110 in
(
(

Firewall Status: Enable.
Switch#show access-lists
access-list 110(used 1 time(s)) 1 rule(s)
access-list 110 deny tcp 10.0.0.0 0.0.0.255 any-destination d-port 21

Switch#show access-group interface ethernet 1/10
interface name:Ethernet1/10

IP Ingress access-list used is 110, traffic-statistics Disable.

EH 2.

FH P 0 SR E 7R AL 11 10 AN U VF 4% R MAC Hilik /2 00-12-11-23-XX-XX
17 802.3 MR SL .
BCEFEY:

1. AIEEAHR Y MAC ACL
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2. MEALIEDRE
3. 4bE ACL 2 1
EEE PR T:
Switch(config)#access-list 1100 deny 00-12-11-23-00-00 00-00-00-00-ff-ff
any-destination-mac untagged-802-3
Switch(config)# access-list 1100 deny 00-12-11-23-00-00 00-00-00-00-ff-ff any
tagged-802
Switch(config)#firewall enable
Switch(config)#interface ethernet 1/10
Switch(Config-If-Ethernet1/10)#mac access-group 1100 in
Switch(Config-If-Ethernet1/10)#exit
Switch(config)#exit
BCELR:
Switch#show firewall
Firewall Status: Enable.
Switch #show access-lists
access-list 1100(used 1 time(s))
access-list 1100 deny 00-12-11-23-00-00 00-00-00-00-ff-ff
any-destination-mac
untagged-802-3
access-list 1100 deny 00-12-11-23-00-00 00-00-00-00-ff-ff
any-destination-mac
Switch #show access-group interface ethernet 1/10
interface name:Ethernet1/10

MAC Ingress access-list used is 1100,traffic-statistics Disable.

X5 3:

PP G P B 75 5K S L 3 11 10 JERZ 1K) W BLY) MAC bk /& 00-12-11-23-XX-XX,
JFH 1P 79 10.0.0.0/24 M B, B GAAAEM LM ftp, thAFRVFSMA ping It R BRI AET
— 5 FEH.

BEERE K.

o AIFEAMMN Y ACL

o [iLE fidyET)RE

® ¢ ACL F|uij [

EEE PR T:

Switch(config)#access-list 3110 deny 00-12-11-23-00-00 00-00-00-00-ff-ff
any-destination-mac tcp 10.0.0.0 0.0.0.255 any-destination d-port 21
Switch(config)#access-list 3110 deny any-source-mac 00-12-11-23-00-00

1-20



ZETReHRE #1% ACLECE

00-00-00-00-ff-ff icmp any-source 10.0.0.0 0.0.0.255

Switch(config)#firewall enable

Switch(config)#interface ethernet 1/10
Switch(Config-If-Ethernet1/10)#mac-ip access-group 3110 in
Switch(Config-Ethernet1/10)#exit

Switch(config)#exit

BCELR:

Switch#show firewall

Firewall Status: Enable.

Switch#show access-lists
access-list 3110(used 1 time(s))
access-list 3110 deny 00-12-11-23-00-00 00-00-00-00-ff-ff
any-destination-mac
tcp 10.0.0.0 0.0.0.255 any-destination d-port 21
access-list 3110 deny any-source-mac 00-12-11-23-00-00 00-00-00-00-ff-ff icmp
any-source 10.0.0.0 0.0.0.255

Switch#show access-group interface ethernet 1/10
interface name: Ethernet1/10
MAC-IP Ingress access-list used is 3110, traffic-statistics Disable.
£ 4.
PP G S B 75 5K S HRBILIY 600 i HERE IR B IPV6, JF H.IPV6 [y 2003:
1: 1: 1:: 0/64 ME, EHEAAAERR T 2003: 1: 1: 1: 66:: 0/80 WMEH Uil 4.
BEERE K.
1. GUEEAHRI ACL
2. EEBLIEDRE
3. 4 ACL F|uii [
EEE PR T:
Switch(config)#ipv6 access-list 600 permit 2003:1:1:1:66::0/80 any-destination
Switch(config)#ipv6 access-list 600 deny 2003:1:1:1::0/64 any-destination

Switch(config)#firewall enable
Switch(config)#interface ethernet 1/10
Switch(Config-If-Ethernet1/10)#ipv6 access-group 600 in

Switch(Config-If-Ethernet1/10)#exit
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Switch(config)#exit
BEELRE:
Switch#show firewall

Firewall Status: Enable.

Switch#show ipv6 access-lists

Ipv6 access-list 600(used 1 time(s))
ipv6 access-list 600 deny 2003:1:1:1::0/64 any-source
ipv6 access-list 600 permit 2003:1:1:1:66::0/80 any-source

Switch #show access-group interface ethernet 1/10
interface name:Ethernet1/10

IPv6 Ingress access-list used is 600, traffic-statistics Disable.
R 5:

MPELLFECE FR: LI 1, 2, 5, 7 J&T VIan100, & A ARAE IP ik
4 192.168.0.1 B K FEANFIX LA
BEERE K.

1. QIR ACL

2. MEALIEDRE

3. 4k ACL i [
EEE PR T:

Switch (config)#firewall enable

Switch (config)#vlan 100

Switch (Config-VIan100)#switchport interface ethernet 1/1;2;5;7

Switch (Config-VIan100)#exit

Switch (config)#access-list 1 deny host-source 192.168.0.1

Switch (config)#interface ethernet1/1;2;5;7

Switch (config-if-port-range)#ip access-group 1 in

(
(
(
(
(
(
(
(

Switch (Config-if-VIan100)#exit

BCELR:
Switch (config)#show access-group interface vlan 100
Interface VLAN 100:
Ethernet1/1:  IP Ingress access-list used is 1, traffic-statistics Disable.
Ethernet1/2:  IP Ingress access-list used is 1, traffic-statistics Disable.
Ethernet1/5:  IP Ingress access-list used is 1, traffic-statistics Disable.

Ethernet1/7:  IP Ingress access-list used is 1, traffic-statistics Disable.
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1.4 ACL HEE#8)

I ACL R II R A2 3 B Ty, REZEVLEC— 23850, Xtk ACL MR A mh & b 45
e

O I AR E T ) EIRAYEE ACL BUAATAEAT ACL R IRVLACKS, A 2= fl BRI . B4
uiig I\ AT LGS — 2% MAC-IP ACL, —%k IPACL, —% MAC ACL f1—% IPV6 #rifE
ACL Gl P2 1 B A el Vian 2 H g B AR D .

& M[EINZEE VY% ACL H A A R LR 2 26 ACL B, ek RN EEMKW T,
FARSCZARIE, WS & IS g

¢ AI1IPv6ACL

¢ A MAC-IPACL

¢ Al IPACL

¢ AI1TMACACL
Uity 0] LA EN 48 5E (1) ACL 2 H B T- 90 1) ACL 19 PN 25 DA S A A 5 s PR 1
ik access-list H AL FE I (S BAHFEMESIVE G BRI, 3L TEvk g8 5E 2w I 4
WS PR B an [F] B BC & permit tcp any-source any-destination /& deny tcp any-source
any-destination.
AILABC & ACL fEZE5ELE ICMP R sCiiad LARy 1B phbe 48 7 i
A SRR LR O Trunk, T2 11 3 A i 7 38 11 g A X0 & ACL.
FE 3 H i B AR T 98 E 1) ACL R ReAEY) Bl i B U R U, 72 Vian £ N E
BT 485E I ACL R REAE Vian £ AN BUH .

O WEEE LI M Vian B (Trunk FIBRSN) 1% Vian HECE ) ACL K H 346 5& 17 Fr
Y FEE L, R H K Vian HECE R ACL GEE Vian £ 8 & AR 8D Flizss 1
JRAH ACL icE GEM R O AN E) rhR, ¥ 23um DR s kI

& Vian HEYEEZ O (Trunk FIERSE), CRAMER ACL £E Vian FRUBECE, PURWCREA
Yy A Vian, $4J6 ACL B Tz sise 1. i H8Ex04% 3. access->trunk,
BOH#E S Vian £ 100 B AR 0 € 22 B8 1) ACL;  trunk->access, ¥ Vlan 1 £ 11
BLE ) ACL 485 Bz 11, WiRge M, o B U e AT 2R .
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$£2% HEXACLEE
21 HENX ACL /+AH

ACL (Access Control Lists) e 22 # AL SEIL I — M 45 G 0 e, 385 fo Vi BlidE 2655 &
(B B0 HE N X2, SZ L] LUK 2 U I EAT 40, A R PRUE I 28 1 22 423847 . P T A
FF IR e B HlE — AN Crule) , FFEMMIERIR T X ULHL— & 15 B EE 6
PR a/E: ovrdad (permit) sdE2aiEiE (deny) o AP AJ AR S U 57 FH 21 %F 2
AZHMLER TR T, SRR a2 il 1 AR 250 I 3t 6 204 R i e (P AC LB U i3k N\ A8 3541

H & X ACL & f6 F P {ERC B ACL B AT DLFLE #5 14~ 5 & X window 1E NILAL B . H
€ X window A B 2 ILECAT 4 7B, TR — MEHRCCh i s, THERERNT
B S Sz A AL B 4R [ e 5757 KB B Ak 4 e L Y value AT mask 24T ILAC .

2.1.1 Pr#EHEE X ACL AR

FrifE E & X ACL LA LUBCE 16 4> window. 4> window ] LATEEWAE &: <0-31>,
AN 2Bytes, B O fR#E % OBytes, 1 ¥ A% 2Bytes. fwts & &5 T e dh i B it
AT W I o

TERC B bRk E 2 L ACL F13R 2 1 i B Ja e B —AMbrifk E 2 L ACL HIAsEAR, T & 47
FAS window FIRAS &, X MRBE 4RI, ST ARAE E 2 X ACL FIRAERL. brdEH &
X ACL AT LLRL & 2 2 16 > window HIflF% f, AL E ) window AFTH, R A bR
#HE 52 X ACL f# Fi% window U JEi% R IIBL & R & . 24454+ 4> window L B 4F 2 )5
U RACE T 4 FHIX A window FIFRE H 2 S ACL B, TR HHx 4> window ASREHAE L,
LR L E HEAS window AR fATFR#E H & L ACL BB v LAE BTG & L A2 CSORI B AR 1)
x> window. 5HAhThAE (1 AM, ARP-GUARP, anti-arpscan 25) [FIi (I, ARIE
HAbThREIEHR , &R/ 1) window B ¥R, fRFFE 8 ML .

2.1.2 HrEHE X ACL
¥BrHENX ACL LI BEZZ A ACL £, 84 ACL £ r] DIl BAE = 2 4300,

NRBIEERRTRERS, BN AT AR & 22 16 4~ window [¥] value 5 mask,
A~ window K J¥ iy 2Bytes, H & X ACL 1|3 ()% 736 Fl /£ <1200-1299>,

2.1.3 s EHENX ACL
W& HEEN ACL LI BEZE L ACL %, & ACL Xl I BT =2 430,
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F2%E HENXACLEE

NRBIEERRTRERS, BN AT IR & 22 16 4~ window [¥] value 5 mask,
A~ window K J¥ 4 2Bytes, 44 H € X ACL ¥R )iy &N 7755 5 K FE A 1-64, ALY

N FA .
22 HEX ACLLE

H € X ACL BCE LS5 51T
. BCE WA BRI
2. FeE B ThriEE E X acl Pi1A 513K
3. Mo & dn 4 ARk EH E X acl 5 1A 5113
4. HE X acl BIUZ5E 2135 1

—_

1. MERBEER

e i FE

4 Je T B A

userdefined-access-list standard offset | @il @ hnifE [ 2 U7 BRI, Wk Ak
[window1 <offset>] [window2 <offset>] | R A& COBLAR G 37 () windows A iy 4 1)
[window3 <offset>] [window4 <offset>] | no #EAE N MHIBRARAE H & ST 1) 51 AT B
[window5 <offset>] [window6 <offset>] | window, 15 AR+ EAEAT window JUJ ] 5 %
[window7 <offset>] [window8 <offset>] | IMnitk H & X il 51| AR -

[window9 <offset>] [window10 <offset>]
[window11 <offset>]

<offset>]

[window12
[window13 <offset>]
[window14 <offset>]

<offset>] [window16 <offset>]

no

[window15

userdefined-access-list standard

offset [window1] [window2] [window3]

[window4] [window5] [window®6]
[window7] [window8] [window9]
[window10] [window11] [window12]
[window13] [window14] [window15]
[window16]

2. ERH TR E X acl YiHFIR

A A
i 4>

R

4 Jm e B AR K

userdefined-access-list standard <num>

{deny | permit} [packet-type ipv4 | ipv6 |

O — M0y | E (Ui AR, RO
ViR BIZR, Mg — 2 Crule) RIi; &
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12-eth2 | 12-lic | 12-snap | mpls] [window1
<value> <mask>] [window2 <value>
<mask>] [window3 <value> <mask>]
[windowd4 <value> <mask>] [window5
<value> <mask>] [window6 <value>
<mask>] [window7 <value> <mask>]
[window8 <value> <mask>] [window9
<value> <mask>] [window10 <value>
<mask>] [window11 <value> <mask>]
[window12 <value> <mask>] [window13
<value> <mask>] [window14 <value>
<mask>] [window15 <value> <mask>]
[window16 <value> <mask>]

no userdefined-access-list <num>

i) no BRVE MR — 2% B € LTI 5113 o

3. FoE iy bnitE B X acl PiF3I&R

i fif %
4 R e B AR
[no] udf-access-list standard <name> B — %4 3 E LU A3; Rdr4 1 no

AR NN bR E e X7 iR 512

i % bk H 2 X acl P77 51 3R B A

[no] {deny | permit} [packet-type ipv4 |
ipv6 | 12-eth2 | I12-lic | 12-snap | mpls]
[window1 <value> <mask>] [window2
<value> <mask>] [window3 <value>
<mask>] [window4 <value> <mask>]
[window5 <value> <mask>] [window6
<value> <mask>] [window?7 <value>
<mask>] [window8 <value> <mask>]
[window9 <value> <mask>] [window10
<value> <mask>] [window11 <value>
<mask>] [window12 <value> <mask>]
[window13 <value> <mask>] [window14
<value> <mask>] [window15 <value>

<mask>] [window16 <value> <mask>]

B —2ar 4 H o XV g#R; A4 1 no
A NMBR— 2% 5 € LV B3R

5E X acl #4552 O

4. B
%

i RE
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Ui 1 7 B A X
[no] userdefined access-group FEFR 8 o N 5 ) B R — %%
{<name>|<num>} {in} [traffic-statistic] userdefined-access-list, 41 no #:1k

MM € £ 3 1 _E (14

userdefined-access-list.

2.3 HENX ACL 24

E NP
P AW FECE TR AL 01 A 073 R BP0 N 15 9 0x000 3 1 8 4 S
BEEEX:

1. RAEEIEIE H E LACLER
2. QUMM H E XACL
3. GhwEACLE
BEESEWT:
Switch(config)#userdefined-access-list standard offset window1 0

)

Switch(config)#userdefined-access-list standard 1200 deny window1 0003 FFFF

Switch(config)#

Switch(config)#firewall enable

Switch(config)#interface ethernet 1/1

Switch(config-if-ethernet1/1)#userdefined access-group 1200 in

Switch(config)#exit

MBS R

Switch #show access-lists

userdefined-access-list standard 1200(used 1 time(s)) 1 rule(s)
rule ID 1: deny window1 0003 ffff

Switch#show access-group interface ethernet 1/1

interface name:Ethernet1/1

Userdefined Ingress access-list used is 1200, traffic-statistics Disable.

2.4 HEX ACL H4E#EEh

B X acl FIBCE A7 SRR AT LLZ IR I acl AT F BHEE, AR B F L R
WRAERAEENR, KGR 20 BARRERITRER .
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3= 802.1xiLE

W HAMY 7.5 AR SCEE 802.1x TifE.
3.1 802.1x /48

802.Ix S YE T-802.11H13, J& & R IEEERI TELE RN Hp i, #1117802. 1x WM [ 4] &
Fe N T AR TE LR SRR N P B NAAIE [ . |EEE 802 LANTMIE S Rk X HE A HR A 1%
NINIE, R P ReiE N Rk M i3 4 CWILAN Switch) gl o] LA (] J= 38 99 m ) 4 2%
BRPTYR . X TE R A A ZELAN S IR ES R HEA AR B 2 A FR R

B RS BN 0 A T B 1 W 32 7 5 S FH PR RS A e AR 55 B A 75 B2 FH P (e Nk A7 4%
HIFIRECE o L FZEWLANG R FHRILANTE NTE BLAS X B RRURETT e, A 0 2T sy 11 DA
PLSE A P e AN, 802.Ix s /& IEEE LAN/WAN 2= G323 08 1 fiff vk 35 T i 11 (1) X 4% 432
A (Port-Based Network Access Control) 15 X[ —/NbrE, Zhritk H 5T C 27 Lk
Jr Ak X R DK R e e 32 N

T VR DR £ e N ) SR R TE R I N T 4 TR i 13X — 200 BT N TR P B %
BEATVERIES ] o FEFEAEu 11 b0 FH P 1% i SR RSE T DA IE A9t P DA 1 = 3 ) e f 5 D
N SRABEIE I AT, UGV U ) J= 3R 1 B 5 o

3.1.1 802.1x INIE{E R

8 FH802.1x 11 R4t N HLAY (] Client/Serverfk Z 451, AFE =4k, W FEFR, 75
“N: Supplicant system (% /75 ) . Authenticator system (32 A\ 4%l #.55) UL & Authentication
server system CAIEARSS 2 .

Authentication

Authenficator system
¥ sarver system

i
Services offered by || Authenticator |J | | Authentication

SR Authenticator’ s PAE | EAP protocoli | SSTVer
'Y sysiem 4 !e::_changes :
i carriedin
Port | higher layer i
» Unauthorized protocol !

—P//'l—

/ LANANVLAN

K 3-1 802.1x I\iFfk R 454
& BT R B i 1 — N SR, A BE RS S — i N ) e AT

31
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WNIE 25 P o — M O — N P 2 e 4%, B P a0 J8 3% 7 i 0 & 2802 1 AIE «
& A3 FFEAPOL (Extensible Authentication Protocol over LAN, Jajlg kX _E
I RET O .

FENFE ) 702 AL T R I B — B (1) 55— AN SEAAR, R BT 12 7 i AT IR . 2
NPT N 802, 1x Mh LI L% B 4%, BN P i (R4 N Ry 48R ) g
F1, iz A DU P B 1, R DL 3 4R v 1 .

INE R 25 48 /2 B AN 35 ] B He DR AR S5 I S A4 o DGR AR 554 FH T S B FH P ade
FTANAE . AU 9%, 38 % RADIUS (Remote Authentication Dial-In User
Service, TRENUESR T H RS ) MRS48. %54 vl UAF A CH F I E B
BIEH P4 B ESE, FlanH -~ P& KVLAN. i 4%

SR K AT ZA RS i PAE. 325 H AN 5245 77 1) .

1. PAE
PAE (Port Access Entity, i (197 1S2Hk) J& 802.1x AN h 1 SEHUT BV A B
SRR IS 1

&

% o PAE D T i MR AN FZ ] B IT AIETE 3K, A2 B e 32 58 P AOVAIESS
B 2 imPAE W AT LA B A N5 1] B IC AR IR RAT TR 2616 K o

P AT 5 ST PAER FVAIE AR 55 25 X0 7 B N SRR ) 25 i AT OAE , FRARE A
UELS RN 3 P2 1 IR AU AR BCIR S AT AR R ] . SRBCIRZS 2 F5 fe Ve U
7] D 24 B s AR AUIR AR AR S VP EAPOLIRSCRUR., AN Fu i FH P U 1] I 244 B YL o

2. ZARHEZER D
BN BTN % v 4 RN R X ARy 3 113X S 48R 23 A 18 i 1] 32 4%

Uit 1 AT HE 82428 ity 11
& dER I IR &AL T X REIBIR A, E A SRALIBEEAPOLM I, CRIUESR P imih

ZLRENS R BUERONIE IR ST

S I FESRBCRE AL T XA @R, T2 3h 554030 EARRBURE T 4L
1 A P S AR AT R S

247 v 11 AR A2 42 1 2 [ — S 11 PR P AN B 205 AR AR B3 20 11 AT, 6 52 4% 3
AR 1 LR I

3. AT
FEARSBCIRAS T, 32450 R DL Bl B 171 32 4% O[] 52 4%

S
S

AT XU AR, 2R IR AR AR .
SAT LR AR, 2R IR R s RO, H FO IR R S A

Y HAT, RSB SR R 524

3.1.2 802.1x TAEML%I
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IEEE 802.1x W\ilE &4t F§ EAP (Extensible Authentication Protocol, 74" J& i\ iiE )
PO, REIE o BNIEH R ITOAIAER 55 4% Z AL S B2 .

EAFPOL :
Supplicant system [ .| Authenticator system | RABILE .| Authenfication server
PAE - i PAE [ i system

Kl 3-2 802.1x tAIE LAEHLHE

& fERFIPAE S NS L CPAEZ B, EAPIR SR SUAEHEAPOLE 25, H
A T LANS S

& TEEAIEG R CPAE 5 RADIUS R %#% 2 1], AT LS FH B FR o7 2R A5 B . —Ff
SEEAPTMIR X {# FHEAPOR (EAP over RADIUS) #5545 X & # T-RADIUS Y
W 5 — P R EAP P IR SC B N 35 ) B T PAE BE AT & 45, SR B L5 PAP
( Password Authentication Protocol , % ity % if #31X ) 5 CHAP ( Challenge
Handshake Authentication Protocol, i #i#2 I uE i) J& M 1k 3 5 RADIUS
R 2% 2 EATINUEAS B .

& HHPREEOAMEE, WIERS #F S0 F AHOE BAE A B ATl 0, AR
il B JCPAERR 1 RADIUS IR 45 #% I IAIESE B (Accept BiReject) e 5245 by 111
PR BUIRES .

3.1.3 EAPOL J§ B 3tds

1. EAPOL #(¥EA.M#E R

EAPOL & 802.1x PhSE M —FhiRk SO ek X, B TER - o A4 N F5 1 50
Z [afE31% EAP Pk 3T, LA EAP i3 SCAE LAN FA%1% . 78 |IEEE 802/Ethernet LAN
Mg, EAPOL ¥ & 1k X in F K Fion, EAPOL ¥ 60 k2 46 A1 B 2 MAC WifK
Type/Length 3.

0 7 15
PAE Ethernet Type 2
Protocol Version Type 4
Length g

Facket Body

K 3-3 EAPOL #iE g =

PAE Ethernet Type: F/xihiZE%A, & Ox888E.

Protocol Version: X7~ EAPOL 11 & 2 75 Bt KR I sl A5 .

Type: #*Ksx EAPOL H#ia, AR EHE:

& EAP-Packet (ff40x00) : tAIE(S B, HT7&KEEAPHRC. iZWiRET 7 (Pass
through) B2 NI, 7ER i AL IR 55 85 2 (A AL EAPHR L .

&  EAPOL-Start ({E40x01) : AiEK M.
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& EAPOL-Logoff (fE40x02) : iR H &R,

& EAPOL-Key ({5 N0x03) : #H{E B,

&  EAPOL-Encapsulated-ASF-Alert ({5 50x04) : H T3 +#fASF (Alert Standard
Forum) [JAlerting 74 /5. 1ZMiH THESMEM LGS, s EsEEE, f
WA 44

Length: FRBIEKE, thaif “Packet Body” FEIM K, BT, WE AN O,

M2 7R Ja T ) A 5k
Packet Body: F/aE#E N, WRIEAFN Type G AR FIHE .

2. EAP ¥EAMIER
4 EAPOL ##E 4% X Type 15 & EAP-Packet i, Packet Body & EAP % 4t 4,
R E TR

0 7 15
Code |dentifier 2
Length 4
Data
M

3-4 EAP #E g R

Code: 51 EAP ¥l 2%, 4 F: Request (1) . Response (2) . Success
(3) . Failure (4) .

& Success HFailure KA % H Datali, FHMNFLength JEiKI{E 4.

& RequestflResponseZS A ¥4f fu ff) Datalsk fr4% X R & s . Type NEAPIIIE
FKM, Type dataftJ WA HFER W E. Flan, Typefdh1 BH{KZKIdentity, HkZif
TS 4r; Typeftind B, fREMD5-Challenge, XL TPPP CHAPIMY, £
TRHTHEE

Type Type data

3-5 Request il Response ZAU%HE{LY Data 3% =0

Identifier: %#iBhit1T Request 11 Response .5 [FULHLD .
Length: EAP ¥l K%, M7 Code. Identifier. Length fl Data 1%, H#.f7 A7 5
Data: EAP ##5EIMNE, H Code FKAHIE.

3.1.4 EAP B3

RADIUS Jy 3 £ EAP A UE RS N 1 W A J& 1 : EAP-Message (EAP 4 &5 ) A
Message-Authenticator ( 34 & ik iF 3 ) . RADIUS 1 i ) ) X & X iF & I
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“AAA-RADIUS-HWTACACS #:4E” ) RADIUS PR3 /-3 o

1. EAP-Message

ME R, XA B RE S EAP Bdia, KRS 79, String i K 253 F-77,
W EAP R G R T 253 75, f DLW AT i, KIRE 3£ 2 A EAP-Message
JEPEF .

=]
o]
m
=

Type Length Sftring

EAP packets

3-6 EAP-Message J& P33

2. Message-Authenticator
WA, XA EEHTEMH EAP. CHAP S5 IE ik fE v, B i NG RE
il . /£ EAP-Message J& P B (L, D420 [F] It 69 &% Message-Authenticator,
7 M2 H 6 2 B AR TR 25 55
0 1 2 18 hytes

Type Length Siring

K| 3-7 Message-Authenticator J&

3.1.5 802.1x INIE AR,

WIEIEFE AT LR & P o E 2 ke, 0 mT DLE 1% o A S o — 7 T >4 18 & iRl 31 A R 4
TEGIER AT 2B, mias E 3l A % - ik ik EAP-Request/Identity #3C, A& INIE;
3 — 77 T % /- i v] LIS I % 7 i P ) 6 £ i K 1% EAPOL-Start #3C,  KEIAIIE.

802.1x ZA S HF EAP w4k )y :UF EAP #2457 5 iz iy RADIUS AR 4543 28 H.5E A A
Ee AR XX BRI GIE 7 2R R IR, &1 LA 7 iy 36 Bl R AR T ] o

3.1.5.1 EAP 145 =,

X772 IEEE 802.1x FRAEMUERT, 4 EAP (FRIEVMID AR H &)= Wil
H1, 41 EAP over RADIUS, VMY R IAE T SR S R R N 4 BB VIE RS &8 — K
K Ui, EAP 14k 77 X 7% E RADIUS Ik % #% X #F EAP J& 7 : EAP-Message Fi
Message-Authenticator,
EAP 52—/l F i F R AR S B GIE PSR IEAE 2R, T A2 — NIRRT EN LA o
EAP 2 fit—Le 0 3L Thag, I H o Ve i iy B2 DCIE AL, X LepL 3 il {5 EAP J77 7%
(Method). EAP [EF AL B2 25— BT R VGIE PR BUR & H R S i, FER ) EAP HLEIA T
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AN, £ TFETEE T EAP AT %k,

T| |C
° T 7] A © 00
L L A
. S| |s||p
v *’f EAP
\ i’5112.1:-::&: oL h
8023 ¥ 8025 goz.17
Ethernet Token ring Wireless

& 3-8 EAP TAIEF ;& islA%

BE QTR 1 50 F L1 EAP WIETT vk, &R ANE EAP AIE 72 (8] (1) 2 e T
INEALH] 5 3B HA Ee B WL I EAP YUIE 77 15 fLFE

2. EAP-MD5

3. EAP-TLS (Transport Layer Security, f&%iE2%4)

4. EAP-TTLS (Tunneled Transport Layer Security, &&= 24)

5. PEAP (Protected Extensible Authentication Protocol, SZ{#3" ¥ EIAE PO

N A X DR EAP AAIE TS i

HE:

1. Z#HLE NGB (Pass-through) F&E A HE G, Ak HAK EAP JriEM SN
725, AT AL B UL EAP v, FFRES SRR R R I - Fh EAP AIE S
%o

2. EAP 4t T, WEE XA EAP-MD5. EAP-TLS. EAP-TTLS 5{# PEAP iX
PURhINIE T2 —, B IEAE % 5 Al RADIUS JIRSS 2% btk 85— S iIAE 5 V2

1. EAP-MDS5 AiE /7
EAP-MD5 & —A IETF JFjsthnits, {HIRHtH /DI %4, MDS Hash e{ 407 %) 52 21 i

Wifi o

N4 R EAP-MDS WAE VAR AL S5 i RE, W ER .
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; EAPOL Authenticator EAPOR
Supplicant PAE system PAE . S RADIUS server
EAPOL-Start )
> EAP-Request/ldentity
RADIUS Access-Request
EAP-Response/ldentity - (EAP-Responss/ldentity)
RADIUS Access-Challenge
|« FAP-RequestiMDS Challenge = (EAP-Request/MD5 Challengs)
RADIUS Access-Request
EAP-Response/MD5 Challenge = (EAP-Response/MDS Challenge) =
RADIUS Access-Accept
EAP-Success (EAP-Success)
-} -
!F‘ ort authorized
FERpiry of the Randshaks
Handshake request packet : timer
[EAP-Request/ldentity]
[
Handshake response packet
[EAP-Response/ldentity]
EAPOL-Logoff
ogo .y

F!-::urt unauthorized

3-9 802.1x EAP-MD5 iAilE i 2

2. EAP-TLS AiE ik

EAP-TLS /& H R A F HE T EAP F1 TLS #hiifi 4 iR ). B AFEH PKI KO- & 7 i
Y5 Radius WIEAR S5 38 Z 181 S YUIE LR AR BB A 22 16 % 8, Bk % 7 i Al Radius A
TEAR 55 28 F0 B A BU7E 5 DT WUEAE » 2 To 4k R W i S-SR 49 1) EAP AAGE 5 1%
BT R Z R — A P # B A BCEUE 1S, RIAE S bR & i ol T 44 R i AR D w4, 1H
BN R 2 A 1) EAP bRtk —, T HL V2 A 0 2 S 3 s A R A3 ) T S
o

N4 HRH EAP-TLS SAIE A AL 452, AR .
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Supplicant PAE g EAPE- - AM'En‘:igiEr A - EAPOR " RADIUS server
EAPOL-Start
Sta >
- EAP-Reguestidentiy

RADIUS Access-Request
|EAP-Responselldentity)
EAP-Response/ldentity

RADIUS Access-Challengs
EAP-Request/EAP-TLS Start (EAP-RequestEAP-TLS Stan)

A
f

RADIUS Access-Reguest
EAP-Response/EAP-TLS diem_hallo (EAP-Response/EARP-TLS client_hella)

= —

RADIUS Access-Chaliengs

EAP-Response/EAP-TLS: [EAP-Response/EAP-TLS:
TLS server_hello, TLS certificate TLS serwer_hello, TLS certificate,
LS server_exchange, TLS certficate_request, LS server_sxchange, TLS certificate_request)
TLE server_hello_done TLS server_hello_done)
EAP-Response/EAP-TLS RADIUS Access-Request

TLS certificate, TLS client_key_sxchange, [TLS| (EAP-Response/EAP-TLSTLS certificate,
certificate_verify] TLS change_cipher_spec, TLH-S clisnt_key_sexchangs, [TLS certdficate_verify]
finished TLS change_gipher_spec. TLS finished)

[
-

-

RADIUS Access-Challenge

EAP-Response/EAP-TLS: (EAP-Response/EAP-TLS:
TLS change_cipher_spec, TLS change_cipher_spec,
TLS finished TL5 finished)
[t =it

-~ o RADIUS Access-Request
EAP-RespanselEAR-TLS [EAP-Response/EAR-TLS)

RADIUS Access-Accept
EAP-Success (EAP-Sucoess)

A
&

K] 3-10 802.1x EAP-TLS A iEVifE

3. EAP-TTLS AiE 5 ¥

EAP-TTLS /&1 Funk Software 1 Certicom &1F 7T % (). ‘&1 LUt EAP-TLS [
WA IE SRS, (HARZRAEAH P #EA il 15, 1fi R 2R Radius TAEAR 55 #8 B4 4 50
FAE . B B0 (B0 UF A2 38 2RSSR AT 1R, 12 2 7R R FH A E R 55 28 HAOAE 5 BT 225 11
— AN AR N (R B T P A A 7R TTLS B Py 35 mT DA RAT = 2R B (FAIE 1 3R, i i EAP
PAP. MS-CHAPV2 4,

4. PEAP AEA R

EAP-PEAP 7 i1 Cisco. %Al RSA Security B¢ &4 H (T bR dE R 2. B BB
IEHAER o, i HARER G 1 4 EE G TR A 7 TS EAP-TTLS AH1EL, R
B — My IR 55 250 1Y) PRI E PSR AL — N2 411 TLS RS LAORY FH P HAGEE
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Mg R A PEAP AAIEJ5 R R SEANMY 553 ke, W ps .

RADIUS server

Authenticatar =yste
Supplicant PAE EARDE . P#.{-Er - EAPOR
EAPOL-Stant =
= EAP-Request/Idantity
RADIUS Acoesz-FReques:
{EAP-Responzaildentity)
EAP-Re=ponselldantty
-
RADIUS Access-Challenge
EAP RequestPEAP Start (EAP-Request/PEAP Stan)
(-l -
TLS Channg Established
RADIUS-AccessHequest
EAP-Rezponse{Empay) EAP-Rezponse{Empty)
e
RADIUS Access-Challenge
- EAP-Request/MD5-Challenge (EAP-RequestMDS-Challengs)
RADIUS-Access Hequest
EAP-Resporse/MDS-Pa=sword - EAP-RezponseMD3-Password
RADIUS Access-Accept
EAP-Success {EAP-Success)
el -} -

3-11 802.1x PEAP A iE i f2

3.1.5.2 EAP &4 55,

XA 5 2K EAP R SCAE $: N3 i1 BT

et

=< ~p

Jf w55 ) RADIUS Rk 3, A FH i

RADIUS M 5E OAE . SRAUFITH 2 . A SR i T E s .

XIT EAP 445775, A H $ 705 RADIUS k45 &5 2 [ AT LLR H PAP 5% CHAP

WAETT . BUFBL CHAP AAE T2 A Bl S B AN S5 ke, i s .
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Supplicant EARCL Authenticator RADIUS RADIUS
PAE ™| gystem PAE |[e—————— server
EAPOL-
Start -

EAP-Request/Identity

EAP-Fesponse/ldentity

EAP-Reguest/MDE Challenge
|-

EAP-Responss/MDS Challenge
- RADIUS Access-Request

(CHAP-Response/MD5

RADIUS Access-Accept
EAP-Success i {CHAP-Success)
Rort authorized
Exprry* ot thehandshake—
Handshake request packet Hmer
i [EAP-Requesi/ldentity]
Handshake response packet
[EAP-Response/ldentity]
EAPOL-
boe————————

reektata T W R L

Port unautherized

_________ s

3-12 802.1x EAP 445 77 A IE i fE

EAP 2457705 EAP |4k 77 I VAERAEAE EE, AR Z AL T HISRo0 2 i 15 2k
ArhnaE A B REAUIN S 7l B A K, 2 R AR RIC AT P 44 BENLINE A
Ui N S5 B AE B — ik 4y RADIUS JIR45 4%, AT HHOCHI AL 2

3.1.6 802.1x Ky BAIEAL

B AE 802.1x ) EAP rhék 75 s EAP 24577 N SEalrh, AR I OB AL E 1) o
FHEAWAET 3, 0347 79 ke fitk:
v SCRF—ME O N R D N
2. FNEE5 20 CR P A IE DT 30 BT BUR A2 T3 L 22 FMACHIEE T HI (IP
Hudk+MACHE L +3 1) =Fh 7 3
& SR AE T 0Oy A, R Bz 0N S M PRI R, e EAH
PRSI ERL Al I 48 B, (B S5 —HP T a, e BaygdE
YA FH X 2%
& COURMETMACT AR, X R R ETE R 2 A
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ik, RAEE VINER R A BE R AN, A s AE R P A BER A M
2. HHEAMP LR, WA IR .

& CRHZETH APHlb+MACH AR+ 1) J7 U, & e vE S AEAIE Z Bl
FLRE G T A BR BT X3 T F P AR N2 605 50, AEAE AR AR i 15 i gz il
PARNSRAL: e F P B Rm A A SRR AN A BR B U7 1) 2B AT PR A, 129 1R
WP P AE B 22 NIE Z BT#E AT BLG Rl A BRBE IR, e T AT 1A
FITA SRR AL TP AR e 4 1) S 20 20 A B B U P 7 I AT R A, 72 1% 0
FN RA e P AR Gl NUIEZ BT RE U5 U 1) A7 PR BEU, 23X 26 P e I8
L) Ay AT IR T B

R AEHAA M ami, HEERHETH P g7, R
AT LA S0t B 1k ARP 3509

3.1.7 VLAN 4rEcis

1. Auto VLAN

Auto VLAN Fi:n] DL RADIUS k45 28R40 F P A5 BRI P N4 15 BoR B o
FEN b 1 Fr & B VLAN . 24 802.1x HI 7 #E IR 95w LB IERS, RADIUS JIR 55 a5 & 18R AL
ELIEG R . 1R RADIUS JIR55 %% FECE T & VLAN Ihgg, NIFE Access-Accept
S B S A LR JE

&  Tunnel-Type = VLAN (13)

&  Tunnel-Medium-Type = 802 (6)

&  Tunnel-Private-Group-ID = VLANID

1X B[] VLANID #&%5 VLAN [#) VID, BUE 76 9 1~4094 . 451 4 Tunnel-Private-Group-1D
= 30 %7~ VLAN 30,

M WML T A K Auto VLAN 15 55, 2457 Access i 2 1 F P EC & 1 VLAN
FFhn A Auto VLAN 1,

Auto VLAN FEAN S AR it TG &, ASRZ s T iC & . 1H7&, Auto VLAN A5G 2%
T H P E ) VLAN, Bl DA E 5 2 A4E B 9 VLAN 2 Auto VLAN, A IEC B 1) VLAN 7
RN Y et

PeBH: HAT Auto VLAN HREZESE Tom D i N 4adil a0, PLRBE S Access 2%
A 11 A2 2

2. Guest VLAN

Guest VLAN F51: H >k se v AR UEFH 7 1 n) S 2kl g 50 .
FH P AE S 1 7E @ 802.1x NIEZ AT )& T —AN5k% VLAN (Bl Guest VLAND, H /i
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7% VLAN N B BEE AN TR ZAE,  (HG B AN B8 U 1] FCAR N 2% B2 IAERCED S, i 1
J¥ Guest VLAN, F /7 1] LA [ Fo At (1) X 45 55 35
F 7 Guest VLAN H1af DASREL 802.1x % 7 o G, TR o, BRAAAT Fofth — L85
AL (FBR R B RGN TP S . WRENEA T H BAER i 5L
B i IR ISR SR DN, S B — o I TE] A B TR P I A ), BN R X
Uit 1 II N E] Guest VLAN.
FFIE 802.1x HrPEF IEMIAC B Guest VLAN J&, 41525 M — ity 11 & 32 fid & IE R ST
(EAP-Request/Identity ) i izt 8 5 114 85 K Hi i 15 A6 Yie 312 7 i (R AT Ao o] S AR ST, 5
Auto VLAN 284LL, iZim DB # N\ % Guest VLAN . IEF Guest VLAN Hii 1R A
RAEWIE, TR UER, 2 LR 2R A FE Guest VLAN s tn FAAIERT), 73 9 LA
NG R
& MRS N K —> Auto VLAN, XK B Guest VLAN, B & 1) Auto
VLAN . P RZR)E, i o BRI 5> 2R E 19 GuestVian P,
& MIEMRS#A K VLAN, X BT Guest VLAN, JIAECE ¥ VLAN H1. H
FURERJE, i 123 bk A TR 4 2 AT B Y GuestVian .

3.2 802.1x i B

802.1x FLEALS AW T

1. {EREACHALI 802.1x ThifiE

2. BT R IT ) JE A E
1) P i AR 20 RSCRER T MAC ik A 7 =X
2) FLE AT HAL 802.1x HIF R ThfE
3) fic & i I /) DHCP &L Thig

3. 5 Supplicant (FH J # N4 H @ HERCE (RT3

1.[ERESZ BN 802.1x ThAE

T il RE

2 R i B A

dot1x enable [vlan-pool] i BEAS HATL 4 Jo) F iy 111 802.1x DjREs A&
no dot1x enable [vlan-pool] A2 1 no #AE KA 802.1x TIkE.
free-resource destination [ipv4|ipv6]

<prefix> [<mask> W REE T I A PR IR A2
no free-resource destination | no #1E B BR %5 .

[ipv4|ipv6] <prefix> |[<mask>

dot1x unicast enable IR HH 4R 802.1x HikiEL IR A
no dot1x unicast enable 4 1) no $AE 5% 141 802.1x FLF IEAL ThE -
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2. BRI B TTH B IR E
1) e B i R A2 6] 5 5

AN
me

p=t

fiERE

sy 11 P AR 5K

dot1x max-user macbased <number>

no dot1x max-user macbased

CE AR E I LR 2 SRVFHRRA R 8, K
7 2 [ no #HAE N Pk 2 B 1 B 2 ST IE
50000 ™MH .

dot1x guest-vlan <vianiD>

no dot1x guest-vlan

B 48 2 i [ guest vian; A4 1) no
EeE N MIER guest vian.

2) MEATHAL 802.1x HIH e Dh e

%

i RE

4R e B AR K

dot1x macbased port-down-flush

no dot1x macbased port-down-flush

HIZa4, 2T mac #47 dot1x AIE
(s I down I, M B i 3m 11 B S22 AGIE
B A2 no BEAEAXZIE L
T ENEH T HET P 2RAE

dot1x eapor enable

no dot1x eapor enable

FTHFAZHHL EAP R4k IAIE 77 30 AR dir 4
(1 no #EE N RH EAP A2 45 (A IE Ty
o

3) A & i ) DHCP i# & I

A
i 4>

fiERE

s 11 e A X

dot1x dhcp passthrough
no dot1x dhcp passthrough

i R 22 e b Lo 11 1) DHCP 3B £ Dhfe: Ay

A1 no AR PHZIIRE

3. 5 Supplicant (A PN EZ)HXKBHEREE

AN
fifr &

fiERE

Z R E R

dot1x max-req <count>

no dot1x max-req

BB A HALLE B USR] supplicant [3] 5 i
A AAERT, Ki% EAP-request/MD5
T F) 5 R OCE s A i 2 8 no 48 AE AR
R E .

dot1x re-authentication

no dot1x re-authentication

& & o Xt supplicant 347 & 34 = A
iE; A4 no HAE kG A% TR .
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dot1x timeout quiet-period <seconds>

no dot1x timeout quiet-period

e B S I YE R DR FF R ERCIRZS R
Al A4 no #AFE ARV A8 M1

dot1x

<seconds>

timeout re-authperiod

no dot1x timeout re-authperiod

W E AR HHLNT supplicant A E £ [A]
(R A4 no B ff Rk 2 88 {8

dot1x timeout tx-period <seconds>

no dot1x timeout tx-period

w B & # HlL X supplicant #E &
EAP-request/identity i ff i [a] [8] ;A< iy
A1 no FEAE KK ST A 1E -

dot1x

<interface-name>]

re-authenticate [interface

BB NPT A S B AN 4R R AT
802.1x FINE (AR5

3.3 802.1x N F 24451

3.3.1 802.1x 5 IPv4 Radius [ FJ 244

10.1.1.2

-

10.1.1.1

3-13

Radius Server
10.1.1.3

IEEE802.1x Bt & %4453 FM &

HEALERE RS B LA 5 O Ethernet1/2 |, 3% 1 Ethernet1/2 JF i3 IEEE802.1x 1\ iiF
Thag, AT IR (3L T MAC HihEAIE 5 30, S HebL IP bk % 88 10.1.1.2, JF
FBrii 1 Ethernet1/2 PLAMAE R — i I 5 RADIUS AEAR 55 28 A& H2, RADIUS AE R
3510 1P HubE BB 0 10.1.1.3, AUE. TF S H O ERAE I 1812 F H 1813, &ML L
245 IEEE802.1x WUER S v A, it A F b Atk s2 8 IEEE802.1x Ak -

=R S

Switch(config)#interface vlan 1
Switch(
Switch(Config-if-vlan1)#exit

Config-if-vlan1)#ip address 10.1.1.2 255.255.255.0
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Switch(config)#radius-server authentication host 10.1.1.3
Switch(config)#radius-server accounting host 10.1.1.3
Switch(config)#radius-server key test

Switch(config)#aaa enable

)
)
)
)
)
Switch(config)#dot1x enable
Switch(config)#interface ethernet 1/2
Switch(Config-Ethernet1/2)#dot1x enable

(

(

(

(
Switch(config)#aaa-accounting enable
(

(

(
Switch(Config-Ethernet1/2)#exit

3.3.2 802.1x 5 IPv6 Radius 3 F 24145

2004:1:2:3::2
&
2004:1:2:3::1 Radius Server
2004:1:2:3::3

K 3-14 IPv6 Radius it & 2453 M &

THEHLEE R WAL T 1/2 b, 50 1/2 TFJE IEEE802.1x INIEThEE, H: A7 K
FIAE 12T MAC Hb3EAGE 7 eSS 1P kil 15 B 0 2004:1:2:3::2, FH5 Rk 1 1/2
PAAMRAE S — M m 15 RADIUS AER S5 a3 AH%EH%, RADIUS WAIEARSS @51 1P sl & 4
2004:1:2:3::3, WAE. TF 3R A HAE I 1 1812 Flv 1 1813, 1HML %% IEEE802.1x
WIEZ s, i 5 3 ok 923 IEEE802.1x NIk .

B & LR T

Switch(config)#interface vlan 1

Switch(Config-if-vlan1)#ipv6 address 2004:1:2:3::2/64

Switch(Config-if-vlan1)#exit

Switch(config)#radius-server authentication host 2004:1:2:3::3
Switch(config)#radius-server key test

#aaa enable

(
(
(
Switch(config)#radius-server accounting host 2004:1:2:3::3
(
Switch(config
(

)
)
)
Switch(config)#aaa-accounting enable
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Switch(config)#dot1x enable

Switch(config)#interface ethernet 1/2

Switch(Config-If-Ethernet1/2)#dot1x port-control auto

(

(
Switch(Config-If-Ethernet1/2)#dot1x enable

(

(

Switch(Config-If-Ethernet1/2)#exit

3.4 802.1x HE4EFEBY

F P EAE FH 802.1x I, 38 1 2338 2 11 G720 & 802.1x; 5 802.1x MIEIRZAS /Y auto,

M i247 802.1x 1 supplicant B, i FATS AN BE R AR IE ARSI 6L . W] RE M)A
DR B g o s R

&

an S B 1 TCEARC B 802.1x IHE L, 1A A AT HAL I RS 2 51247 1 % 1 mac
45, BiE ORI E N RGN . WA EFT TG 1) 802.1x IAUEDRE, U251 5¢
iz T B3R ThRE

WA U B, (FE i, ARl S RADIUS kR4, Al
55 802.1x B AL A& T AH BLIEIE; A A2 AL 1 VLAN R E .

& A RADIUS MRS #HEEHE, AW BMERE . 754 H B 5 R
A I B A ARSI R R 3R . gt H & 278 authenticator 1% 5% 144X,
Mf& 24 radius-server key Z:%i; Wik 544 H & o B F 1% authenticator, I 7 7£
RADIUS 55 % 4148 hi1i% authenticator; g H S thim iz g M, W
FHIER A O H R, MANERKIHA 204,
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P 4E ¥, VLAN F MAC. IP ¥ ER
FI TR AC &

4.1 3. VLAN & MAC. IP ¥ E[R&IThEEM/

MAC il 2 b5 iR H (1) MAC Huhik 558 # b1 12 T8 Bt 5C 22112, HE MAC Hitik 73y
A MAC il FIZhZs MAC Hidik. %25 MAC sl I E, BEA &SGR CRAgH
A MAC M3k 36) HAKALERG: 3ha MAC ikt g e WL LE 5 2 B0 w5 A v 2 51
AR PR R] P AR 28 A e M2 W 38 75 B3 A B Wi, 1 2% ST B8R i (¥ MAC My
bk, SEUo DI OC R ARG IR B AR MAC itk 25 i) MAC itk 3%, 40 SR AH 5%
RI, HHE WA S R B, S HHL SR e 8 VLAN ) .

AT B S R AS L B N3 A2 ) MAC b ThAE, & 1 A] DL S L B AN Eh &
23] %A MAC Huht, AT SE 3SR 12 18] 401 MAC shhEBE R I EE & . 24 MAC Hihik21k
Jei, TEHT FEALEE . (EFRATH BT HALH, I 0 X MAC bk 2 B BRI, e
— AN 1 B Bk 22 3] 24 MAC Hhuhil, BB AF 4R TUER M1k . 1 BR il 15 &2 1) MAC
Hihil, FRATFE EBR 5 1) MAC Ml %

X T4k —/ INTERFACE VLAN H i) IP Fes i A IR, 1P B Rtk 24 1 EH
PR PR, e ARPL ND R I BRI, IX HeR T A AH G C & iy 2 1T LA T &
M. 9T S S A TR A T, FRATTR R G 1 1 MAC ik i S a4
INTERFACE VLAN " ARP. ND #&E#ta7#am], i 1 A S veic & i) R EcE 130 & MAC
HHEAATE . B—A VLAN B P s A sl il & Ve i 8o .

X MAC. ARP R IR #il ] LAZE— 2 F2 % 1y 1k DOS Wit &= ANE R 5
MAC. ARP k5, 1R25 5 EAZHHLA MAC. ARP E I, M 53 DOS Bk 4.
SPECE AT RS, AT PATR; DOS Bk (& 4

gi B A, JF&HG . VLAN B MAC. 1P $CE IR HI e B B KR L. ASHbl
¥ vT DAE o i B iy 4 44 1 1) MAC bkl ) £, R  RT DL o e B iy 4 4 i) i 1R
VLAN 1f] ARP. ND £ % & .

i 1 5h 74 MAC. 1P $ir (i R -

1.304 MAC R, ST #bl & sh&2 2] 2 MAC Mk, 8 K T4 i

OB EA MAC iy, WG FZ i 1 MAC % 2JThig, R Rvrs>1m

RBNZS MAC SRR, IXEHSR T LAk a2 5]

2,204 P PR, X T2 #il A& 2 21 ARP. ND, WK F4F vraEs]

I RENZS ARPL ND R, U m] LG %0 T ARP. ND 22>]DhRg, w1

VR ST H KB ARPL ND #s iy, X T PAgk 2L 5] .

11 MAC. ARP. ND % PRl

1.308 MAC $rRFRH], XT38l VLAN B2 5h42 5 B0 MAC #hik, W@ KT+
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SR 2] KB4 MAC S i, MIAT LG FAT% VLAN H BTG i 1) MAC 22 21T Re,

SR F R vE 2 S KBS MAC B i, SX B VLAN Hp BT AT i T3 98 T DAk &2 5]
CREFR I FTBR A

2,204 P PR, X T2 #l A& 2 21 ARP. ND, WK F4F vraEs]

i Kzh#s ARP. ND RS, Mi% VLAN AN222 318 () ARP. ND, Wi/ iuif

AN EREIES ARP. ND 3y, IXBF55R T A4k 422 5] .

4.2 3%, VLAN = MAC. IP B ER&|ThEeiBEE S5

1) JEBhG I - MAC. 1P %0 PRI 2 fg

2) JA%h VLAN & MAC. IP 3 &R ThhE

3) AcE A EhA& MAC i i H]

4) T B oty E A

5) SR ARG 1 E MAC. 1P $E IR HIH 615 R

1) E3hi 0 E MAC. P #&E R & kg

fir % il RE

Iy 1 7 B A X

switchport mac-address dynamic

maximum <value> J& BRI A 3 1 MAC 250 R 1) D e

no switchport mac-address dynamic | F&E: XX BHLE FSRFEINEE.

maximum

switchport arp dynamic maximum
<value> JB Bh A% I T ARP $0E B Th B

no switchport arp dynamic maximum

switchport nd dynamic maximum
<value> JE BN A ) ND HR R hfg

no switchport nd dynamic maximum

2) 53 VLAN i MAC. IP #r& R shfs

ik i RE

VLAN fit & A5 24,

vlan mac-address dynamic maximum

JE B A VLAN Hh MAC # & [ 1 Zh
AE

ER: BB A FILIIRE

<value>
no vlan mac-address dynamic maxim

um

P N e B AR




ZETReHRE

% 4% WO, VLAN F MAC. IP HERHIIGEEE

ip arp dynamic maximum <value>

no ip arp dynamic maximum

JABHAISE A VLAN 1 ARP $UR R 1 2 g

ipvé nd dynamic maximum <value>

no ipv6é nd dynamic maximum

Ja s A1 5¢ ] VLAN F NEIGHBOR % &
PR il Th RE

3) Ac & frifzhas MAC FEE I I [H]

A A
i 4>

W

4 Jm e B AR K

mac-address query timeout <seconds

BCEE N A B0 MAC I I 1]

> ER: XN E AR
4) i B o AR

e fil R

it 11 g B A

switchport mac-address violation {protect

| shutdown} [recovery <5-3600>]

no switchport mac-address violation

Hb

A AR A no #iE
10N protect.

5 B

5
1=

|
EE

5) Eon AR D E MAC. IP B RHIAH S R

s

fif 2

i RE

FRAAC B AR

show mac-address dynamic count
{vlan <vlan-id> | interface ethernet

<portName> }

SRAHRIE H L VLAN DA MAC #E
ER: EBHEAF IR,

show arp-dynamic count
{vlan <vlan-id> | interface ethernet

<portName> }

B . VLAN )3 ARP i

show nd-dynamic count
{vlan <vlan-id> | interface ethernet

<portName> }

& oox AN B T . VLAN B[ B &

NEIGHBOR % &

debug switchport mac count

no debug switchport mac count

i 11 MAC B BRI, 20 il 2
ER: ZRBHEANSF IR

debug switchport arp count

no debug switchport arp count

i 1 ARP SRR, % Fhil (5 2

debug switchport nd count

no debug switchport nd count

i 11 NEIGHBOR #r ik BRI, 4 i il
(Es!

debug vlan mac count

no debug vlan mac count

VLAN H MAC %t [, 255 145 2
ER: ZRBHEANSF IR

4-3




ZETReHRE % 4% WO, VLAN F MAC. IP HERHIIGEEE

debug ip arp count e o
9 1p arp VLAN ' ARP ¥ BHBRHIIT, &Fhiitfs 5

no debug ip arp count

debug ipv6 nd count VLAN ' NEIGHBOR % & [R il i, #%Ff

no debug ipv6 nd count RlEE

4.3 %, VLAN & MAC. IP $ER&|Thfs R =45

swic A e

PC PC PC PC PC
B 4-1 i1, VLAN F MAC. P s i i i 5L e B 491

an b EpTR g Sa b, SWITCH B I AR 2 PC H -, #£1%47 JA 3l ! MAC.VLAN
TP BOEMRBIDIRERT, ERGMM RVFRIEIL T, SWITCHA, SWITCH B fJLAG 2T f
PC f1 MAC. ARP. ND £, %} MAC. ARP Rt 17 (Rl n] LAYE— #4251k DOS
Witio BRI R ) MAC, ARP BRI, 1R25% 5 2 HpLi) MAC. ARP I,
M S8 DOS Wilifti k4. X MAC. ARP. ND FIi¥rs it R, n AT DOS Biifi
##E SWITCH A i 1 Ethernet1/1 i KA PA%% > 20 4~3)4 MAC Hidik. 20 4~3)4 ARP
Hil:. 10 4~ NEIGHBOR %1, VLAN 1 ¥ 30 434 MAC tili:, 30 4~3)#& ARP i
ik, 20 4~ NEIGHBOR £ .

SWITCH A L B A{F55 751

Switch (config)#interface ethernet 1/1

Switch
Switch
Switch
Switch

Config-If-Ethernet1/1)#switchport mac-address dynamic maximum 20
Config-If-Ethernet1/1)#switchport arp dynamic maximum 20
Config-If-Ethernet1/1)#switchport nd dynamic maximum 10

~ o~ o~ o~

Config-if-Vlan1)#vlan mac-address dynamic maximum 30



ZETReHRE % 4% WO, VLAN F MAC. IP HERHIIGEEE

4.4 %1, VLAN & MAC. IP 3ER&|ThEeHE4E B

I 1. VLAN o MAC. IP R D e BRG0PI, A5 22 PR 0 2% rh 4
N P B o] LT HFZThRE . a0 St B 1 TE Ve B MAC St % bR i) 2 BE 15
ER AT LA & 753847 T Spanning-tree, dot1x, it 1V 288G # i 1 © 4 fid B 4 MAC
4rsE 1. MAC % BRI 7E o 1 - 5ix Se it B2 B R0, W% 1 Z4T 7F MAC Hiutik %
BIRHEITIAE, M SR A R B _ER Th S C & W S

IR EHEE T, 830 74 0. VLAN F1 MAC. IP 3R Thit 5, a7 LAl Fl debug
F A BRI R i i & A B B BR B BAR (S B, DU E IR W ThRe 2 5 B, WA
O 0] R A DK 45 SRR IR R AR RS ot
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ZETReHRE F5%E AMIIRBRMERE

5% AM IJReBRIERCE

5.1 AM IjRefEif

AM (Access Management—jj i & #) S48 42 LUK E] IP RSB ARP R SCH, &
FERSCHIE S G P Hhhk & I8 MAC-IP Hihl) Sc & 6 F bbb A bL i, an SRAERD
B vt R ) 5 0B R SCAH UL L ) S 2 IR 1P ki 5035 MAC-IP fhhik) %%
KRG, HWEF. ZFAERETIE 1P bk i a8 -3 hn3E 16 MAC-IP [ [l &
B, RFEONXENME, IP bR R EA P g, P DR ENL 1P fhhk ok
NER P, MITHEA LK AR SCREBE I C Hb LA K o 1T MAC-IP Rl LA S EHLME—485E,
FrUAA T B7 1B PR RS AL IP bk R A E LR H R SCRERE S ML K, MAC-IP
9 e 2L EE o

TR AM i 1) B Vw40 e R, AR T LUK AE P IP (MAC-IP) Hlhik
e B E M 1 b AT RIER, RATRE IP (MAC-IP) Mtk H = & i SCA
REIE I 12 R, BER T FH PO X 2 e A ) A

5.2 AM IjEeBc B R &%)

JEEh AM Thfg

JE B R 1 AM TR

T & %  IP

fic B % % MAC-IP

IR BT A CUC B 1% K IP 8 MAC-IP B4 6
R AM AH OGBS B

I S

1. |B3h AM Theg

PO fipEE
4 JRy e B AR
bl
am enable 4 R A B B AM THRE .
no am enable

2. B3hE % DK AM TR
é\

i fif %
i i B A K

J& h/ % P T AM T EE, i 1 AM I
am port

REABN e, BRINZEIEPTAE M IP RS
ARP R 3CH K o

no am port
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5% AM ThRERERCE

3. RE¥KIP

s

i 1 g B AR X

am ip-pool <ip-address> <num>

no am ip-pool <ip-address> <num>

e B 3 1 R 1P

4. B K MAC-IP

s ik
it 1 C B AR
am mac-ip-pool <mac-address>

<ip-address>
no am mac-ip-pool <mac-address>

<ip-address>

Jic & o 1 1R % %2 MAC-IP.

5. MikRFTA B E K K IP 8 MAC-IP 54

ik

iR

Z R E K

no am all [ip-pool|mac-ip-pool]

I3 4 350 FH P iE K MAC-IP Hi byt ¢
[P by ik b 53 9 A S 1k ks 0 AT s o

6. B/~ AM HXEERE
P file ke
4 JEy e B AR

show am [interface <interface-name>]

|

7 A HR R — A o ) AM P LA

Em

N

Eiil




ZETReHRE F5%E AMIIRBRMERE

5.3 AM Ihfe LR R4
T e

M
‘\ Internet

/

PCA1 PC2 PC30

5-1 AM Dhee B BVEL B =)

1E FiR Mg E R, 30 & PC il HUBY L4 5 528 #pLimui 11 1 AHi%E, 30 & PC
(¥ 1P HihkvE [ 100.10.10.1~100.10.10.30, HT%4% &, RGEH ARG IP Hilk
JuE7E 100.10.10.1~100.10.10.10 WA AEEM 7, SZHBLR BEXT &I AR %L
e RBEAT A, X 1P sk AR BN I P ROk BE 6, SCHpLARER &, BT .
BT EREOR, AEZEHLE R N E
Switch(config)y#am enable
Switch(config)#interface ethernet1/1
Switch(Config-If-Ethernet 1/1)#am port
Switch(Config-If-Ethernet 1/1)#am ip-pool 10.10.10.1 10

5.4 AM TjfeHEEE 5 BY

AM THEEBR I Z A, 4177 AM IhfgE, AT LAEAT AM [AHSCRCE

Al LL# A show am SRAE 40T AM L&, BH AM 25, &4 i DT E 1 AM
= B2, W] LL{# ] show am [interface <interface-name>] K& E 4 L1 AM it B A5
B

B o

FERRAEL RS, MRARMERR, KRGS B AKRERIERER.
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£ 6E ZERFERE
6.1 ZERMENA

N B2 R AT, a8 — T DoS M. DoS /& Denial of Service 4i5, &
NIEHE RS . DoS Bridi @& Mg b —Fhfii B AR A S I BUEF B, IRt T AV
i Kb R S 2 O L, AT IR P ORI B B, BRI, ATiE R T
MR&5 AR LRSS, BE ™ E 1) 2 S U 55 A U B ML

AR R FE R R PSR A SR B V8 DoS Buihi & 2 AN, Wl A o v P B TR e
M T R SR AR OL o AR P 3R AR T TR T SR AR B 48 DoS Buik (77
H HASFZ M 2 B LI 2 e I MR«

6.2 TN HEERE

6.2.1 Bj IP Spoofing TR i BAE %5551

f§ifiE IP Spoofing Tjfig

fir 4 i RE

4R e E AR K

[no] dosattack-check | JT )& (3¢ )i 2 IP s Hb bk %6+ H (9 #hhk ()
srcip-equal-dstip enable AE o

6.2.2 5 TCP iR TH I B S5

1. f#ifE TCP JEidhr & tht
2. kA IPV4 43 Thig

ik i RE

4 Jm e B AR K

[no] dosattack-check tcp-flags enable | JT)3 (<) kit TCP #x & Thf
FEJE G )KE 2 IPv4 43 Fr Dhfe, S A % ay

LSTAER, HAF R IR, LHHASEFT

A5 T 1L TCP ArE I IPv4 4 F4lsC.

(s Naday
o

[no] dosattack-check

ipv4-first-fragment enable
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68 ZeRNRE

6.2.3 Biyim OGP eBc EAESS PP

. A RERT s 1Y 9 L g

s

4R e BAR

[no] dosattack-check

srcport-equal-dstport enable

FE I (5 A ) B vty 113K B T R

[no] dosattack-check

ipv4-first-fragment enable

THR R IPv4 73 v Thag, SaiE iz
LEAEH, BHAIRZIIGE, LA EF
Y EVSE T H R E ) IPv4 43 ioc.

6.2.4 B TCP # /WD s B 5575

1. fliRERT TCP 4 )7 Xk L g
BCE AR VFE KR/ TCP R SCBHKRE

PP
fifr &

W

4 Jm e B AR K

[no] dosattack-check tcp-fragment

enable

FEIE (OB TCP R fy B Thie .

dosattack-check tcp-segment <size>

WE R VPR /N TCP OB, #h
fiE iz & XM, & EITRE

i

dosattack-check tcp-fragment enable.

6.2.5 B ICMP # F B DR EC B 55 75

. fHEREDT ICMP B F X T

B FLYFE I K5 K ICMPV4 ¥ K
3. WHEARVFEN K&K ICMPV6 F i K

%

R

4R e B AR K

[no] dosattack-check icmp-attacking

enable

TEE B (<) ICMP 1y Brik Dy e
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WE R VFEE KT ICMPV4 (K 2, B
dosattack-check icmpV4-size <size> | Mt fff |l Z% v & L /EH , & ZE I B
dosattack-check icmp-attacking enable.

WE R VFEE KT ICMPVE K 2, B
dosattack-check icmpV6-size <size> | Mt fff | Z% v & L /EH , & ZE I B
dosattack-check icmp-attacking enable.

6.3 ZERERH)

ER

MAPAWIREETR: LA I P Hbb5E T H 1) 1P bk A EE i, Fldsing 5%
T H 8w D AR, HAE IPv4 2% H v H BRGE TR ping a4, B ICMP request
ST 7 Fr s B — AN T 100,
BEESEWT:
Switch(config)#dosattack-check srcip-equal-dstip enable
Switch(config)#dosattack-check srcport-equal-dstport enable
Switch(config)#dosattack-check ipv4-first-fragment enable
Switch(config)#dosattack-check icmp-attacking enable
Switch(config)#dosattack-check icmpV4-size 100
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ZETReHRE % 7 % TACACS+iE

% 7= TACACS+iE

7.1 TACACS+f#E41

TACACS+% i 1y I 428 il 45 U 1) 425 1) 90 B2 SAL T radius B s0i — AN FH T4 il 28 i A\
W2 B PR Z BRI RE SR i Autentication(AIE), Authorrization(#%4%X), Accounting(icik)
=AML TR . SRADIUS AL, TACACS+XRHTCPUMUE NtEiE, FHXHRCEA

(BRARAEIR ST I, BRI B SN mT SR AmAn s we i, S & & T 22 s

RIETACACS+(version 1.78) W IRF sl . FATZEZHAL EEEME T TACACSHIFINIED)

Rt. M P ER S INLE (filtntelnet) n] LAFIFHH TACACS+KEEAT FH 7 44 A5 15 1) B0 lE

7.2 TACACS+iCE

1. Bt & TACACS+IAIE % 4]

2. I® TACACS+/R % #%

3. it ® TACACS+iAE T A [8]
4. it @ TACACS+ NAS-IP Hidi:

1. i & TACACS+MIF % 4]

e il RE

4 Je T B A

tacacs-server key {0 | 7} <string> W H TACACS+/R &5 2 I EHH; Adr &1
no tacacs-server key no #1E NMIER TACACS+IR S 2% 1% HH -
2. it & TACACS+ Server

T il RE

2 R i B A

tacacs-server authentication host
<ip-address> [port <port-number>]| & TACACS+/i 545 P Mkt Wi [
[timeout <seconds>] [key {0 | 7}| . WIEMRS&ERINE ., HHPR &

<string>] [primary] A 4 1) no B AE MR TACACS+IAIIE i
no tacacs-server authentication host| %5#%.

<ip-address>

3. it E TACACS+iAE AR i [a]

e iR

4R e B AR K

71
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tacacs-server timeout <seconds> i & TACACS+/IR 55 #3 Y IE B I I ] A
no tacacs-server timeout A2 ) no #AE IR R A L E .

4. fitE TACACS+ NAS-IP Hitit

T il RE

2 R i B A

tacacs-server nas-ipv4 <ip-address> | W B At % Ki% TACACSHR [ IP J5
no tacacs-server nas-ipv4 Hodil

7.3 TACACS+JL &I %45

10.1.1.2

| W

10.1.1.1 Tacacs Server
10.1.1.3

& 7-1 TACACS+HE B ~EE

THENVERE SIS AL, L) P bk B N 10.1.1.2, JF5—4 TACACS+IAIENR
%9 M%ERE, TACACS+HIMIERRS 2514 1P Huhl ¥ 8 4 10.1.1.3, IAIES: 1 ABA 5 1 49,
ZHHL telnet B IME /7 % B M tacacs local. iHE KA telnet & A2 Hll, ZHLHL
ML ] TACACS+IMIIE 45 2% Se BX telnet JH /™ FIAAGIE .

Switch(config)#interface vlan 1

Switch(Config-if-vlan1)#ip address 10.1.1.2 255.255.255.0
Switch
Switch

Switch(config)#tacacs-server key test

Config-if-vlan1 y#exit

config)#tacacs-server authentication host 10.1.1.3

(
(
(
(
(
Switch(config)#authentication line vty login tacacs

7.4 TACACS+HE4EE B

FERCE . ] TACACS+PM I, T g4 i T P HE . e B A 1R 55 )5 K 3: B TACACS+
WAERM . BRI, FI7 R R LR 2 A



ZETReHRE % 7 % TACACS+iE

T JaBZ AR 2] TACACS+ R 45 45 I B 74 2 (1 IE 0 G 1% s

HR, RAIERE D RBE S P UP (fiF show interface fir4);

FIR, PRIEAZ LA B (1) TACACS+% 81 W] TACACS+R 4548 L & 1% £ — 345
SRIG, WHIRBCE T IERAK) TACACSHIR % %% .

& & & &
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ZETIREERAE % 8 & RADIUS it &

% 8% RADIUSFCE

8.1 RADIUS f&i#

8.1.1 AAA 5 RADIUS f&j4

AAA ZAuthentication, Authorization and Accounting GAIE. AR TR,
BRI T WL 2 A I — B HESRE, AR L@ YGIE . BRI 2 = KT 2 T 24
LS IV I A TR R WS FH P RT LA i) 4 1, 0 FE P A S e SRR LA R P P A8
A N e

RADIUS (Remote Authentication Dial-In User Service, ZFENIEIRS F RS ) & —
Fhor a2 2P i/ iRk 2% 2 454 1045 B A8 Bl . RADIUSH 7 o — R AE M 2% 50 & E R H,
5802 Ax WX &5 & SEIIAUE . SAUITH 2R I AT 2 Re, MIRADIUS RS54 11 51 4k FH -
WAE R 2805 B4 7, T8I RADIUSHM S 2 P u BEA TS, S H P AIE R AL
HEHNRUA G ERSiE. RADIUSHRMIGE SEEHLAAAE L5 F I —Fh M3

8.1.2 RADIUS il IR T4

RADIUS #iSCRH UDP #5 SR AR B MR SC, ok R T -

i 7 15 H

Attributes

] 8-1 RADIUS xS 4t

Code ## (1 F47): /K RADIUS #CHIZEAL, BUEHWIT,
1 Access-Request AIFiE R L
2 Access-Accept AIEFEIR T
3 Access-Reject AIEFEEHR
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4  Accounting-Request it % i KK
5  Accounting-Response it %% [al M) 3
11 Access-Challenge iAilFChallenge#

Identifier 35 (1 747): FAEHROCHRIR, HIFILECE SR 5 M AR

Length 3% (2 #75): FR/REEA RADIUS XK &, f45 Code. Identifier. Length.
Authenticator I Attributes .

Authenticator 3% (16 F757): F T4 IE RADIUS k45 25 [0l N SC, BB T % L BaRl
% 41N Request Authenticator 1 Response Authenticator.

Attribute 35 F T4 1758 B A DE R4 AL LA S T PR 2 A0 A5 2, SR AEE SRAAH AR SC R4
Bt & 158 . Attribute 3% (Type. Length. Value) =t ik .
& Type FB (15791, RoNEMENRAME, WTFRIIZEHFH R

Je B tERRY @t BEEA
1 User-Name 23 Framed-IPX-Network
2 User-Password 24 State
3 CHAP-Password 25 Class
4 NAS-IP-Address 26 Vendor-Specific
5 NAS-Port 27 Session-Timeout
6 Service-Type 28 Idle-Timeout
7 Framed-Protocol 29 Termination-Action
8 Framed-IP-Address 30 Called-Station-Id
9 Framed-IP-Netmask 31 Calling-Station-Id
10 Framed-Routing 32 NAS-Identifier
11 Filter-1d 33 Proxy-State
12 Framed-MTU 34 Login-LAT-Service
13 Framed-Compression 35 Login-LAT-Node
14 Login-IP-Host 36 Login-LAT-Group
15 Login-Service 37 Framed-AppleTalk-Link
16 Login-TCP-Port 38 Framed-AppleTalk-Network
17 (unassigned) 39 Framed-AppleTalk-Zone
18 Reply-Message 40-59 (reserved for accounting)
19 Callback-Number 60 CHAP-Challenge
20 Callback-Id 61 NAS-Port-Type
21 (unassigned) 62 Port-Limit
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% 8 & RADIUS Ei &

22 Framed-Route

63 Login-LAT-Port

& Length #E (1 71, RINBEMEKE (B Type. Length fl Value B, 47N

e

i o

& Value 7B, FoxEMEMAKER,

8.2 RADIUS i B

1. fERECHALEI AAA YAEFIT 2R Th e
2. fic B RADIUS A\ %54/

3. it ® RADIUS A% 2%

4. it B RADIUS R %5 11351

5

. it & RADIUS NAS-IP Hhli:

1. fERE BN AAA YAERITH SR ThRE

Fog UMY 75 ph SR AL AT K I HE

e iR
4 R B A
aaa enable fHRE T # AL AAA YGEDIRE; A4

no aaa enable

no HEAE N RIS HALET AAA INIETIFE -

aaa-accounting enable

no aaa-accounting enable

fEREAZHALI T P Th g A a4 (1 no #-AF
NRZZ BN 5% D fE -

aaa-accounting
disable}

update {enable

FTIF BRIV 3% BB D RE -

2. fii & RADIUS M EFHH

A A
i 4>

fifRE

4 Jm e B AR K

radius-server key {0 | 7} <string>

no radius-server key

B HE RADIUS e 55 & 1% 8 A ar 21 no
HAE B RADIUS %5 %8 .

3. fic B RADIUS Server

%

i RE

Z R E R
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ZETIREERAE % 8 & RADIUS B

radius-server authentication host
{<ipv4-address> | <ipv6-address>}

[port <port-number>llkey {0 | 7}

& RADIUS AIERSS 3 IPv4 Mk sl
IPv6 HhhE RIS T o 15 . #5802 7h
A IR 2% LA AR 2 A 41 no
HAE NMER RADIUS 74545

<string>] [primary] [access-mode
{dot1x | telnet}]
no radius-server authentication host

{<ipv4-address> | <ipv6-address>

radius-server accounting host
{<ipv4-address> | <ipv6-address>} | IiC & RADIUS it 9% JIg %% %% ¥ IPv4 B &
[port <port-number>] [key {0 | 7}| IPv6 HuhEAIMENTIH 15, 2758 EH RS
<string>] [primary] &y A2 no #AENMIER RADIUS it

no radius-server accounting host | %/x%%5 .

{<ipv4-address> | <ipv6-address>}

4. fii B RADIUS RE& S5

i il RE

4 R e B A K

radius-server dead-time <minutes> fic # RADIUS Ik %5 #% down #LJ5 )4k 5T HF

no radius-server dead-time [f]; Adr 2 no BRAE NIKE A TICE

radius-server retransmit <retries> fic B RADIUS HE AL % Adr 41 no #

no radius-server retransmit ERIRE SRAEBLE .

radius-server timeout <seconds> fic B RADIUS JIk 5% 2% BB I @ I 45 A

no radius-server timeout 21 no BE MK E BV ETILE .

radius-server

Z:::::I‘f""te"m'“pdate HMEOUL | oo it 90 8 B SRR NS RIIIBR s A
A1) no #RAE NI SRATCHE -

no radius-server

accounting-interim-update timeout

5. i B RADIUS NAS-IP i

i iR

4 Jed T B A

radius nas-ipv4 <ip-address> BEE A% % k1% RADIUS ST 1P

no radius nas-ipv4 Hodik .

radius nas-ipv6 <ipv6-address> B 28 % % k1% RADIUS ) 3C ) IPv6

no radius nas-ipv6 PEHBILE
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8.3 RADIUS HL&I %45

8.3.1 IPv4 Radius [ F 2445

10.1.1.2

10.1.1.1 Radius Server
10.1.1.3

8-2 IEEE802.1x Fir & 24451 3 $h &

AZHALE 1P bk B Oy 10.1.1.2, FFHfERYG I Ethernet1/2 LLAMEE — MmO 5
RADIUS A E R %5 #5AHZEHE, RADIUS WEAR S 25 1 IP Hhihk i & v 10.1.1.3, AIE. 19k
Uity 1 848 v 11 1812 Al 1 1813,

W=k 3N

Switch(config)#interface vlan 1

Switch(Config-if-vlan1)#ip address 10.1.1.2 255.255.255.0

Switch(Config-if-vlan1)#exit

Switch(config)#radius-server authentication host 10.1.1.3

Switch(config)#radius-server key test

#aaa enable

(
(
(
Switch(config)#radius-server accounting host 10.1.1.3
(
Switch(config
(

)
)
)
Switch(config)#aaa-accounting enable

8.3.2 IPv6 Radius [ F 245
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2004:1:2:3::2
&
2004:1:2:3::1 Radius Server
2004:1:2:3::3

K| 8- 3 IPv6 Radius it & 2453 M &

AZAFALI 1P HhE 15 B O 2004:1:2:3::2, K BRI 1/2 LLAMAE R — M 115 RADIUS
WA AR %5 88 4H3%HE, RADIUS YRR %5 881 IP Hhhb i 8 4 2004:1:2:3::3, AIE. i % 11
MR B T 1812 il 11 1813,
K& L IRANT
Switch(config)#interface vlan 1
Switch(Config-if-vlan1)#ipv6 address 2004:1:2:3::2/64
Switch(Config-if-vlan1)#exit
Switch(config)#radius-server authentication host 2004:1:2:3::3
Switch(config)#radius-server key test

#aaa enable

(
(
(
Switch(config)#radius-server accounting host 2004:1:2:3::3
(
Switch(config
(

)
)
)
Switch(config)#aaa-accounting enable

8.4 RADIUS HE4E#E B

ERCE . {1/ RADIUS P, wlRE<x i T B s, Iic B f5 iR 55 5 K 5 50 RADIUS
WIER M. PR, FH P R R DL N2 A
& HJEROZIRIEE] RADIUS R 4548 9B 4 B2 (1 1 6 6 1% s
HR, RIERE D RBE S P UP (fiF show interface fir4);
FIR, PRI LA B (1) RADIUS %54 [F] RADIUS R # 1 c & 1% 8 — 2
SRIG, WIABCE T IERA) RADIUS iR %5 2% .
T AT A A 0 2 AT TevE e o RADIUS DR )@, 5435 {8 H debug aaa &5k
i, a3 78I DEBUG 15 B8 LRk, KIEAAN A HARS 0.

& & &



ZETReHRE #9% SSLEE

O SSLECE
9.1 SSL 4}

B THENLINZE BOR [ A 2 5E AL % B UGE A, BRI Internet. Intranet.
Extranet 558 H 1) 5 IR o BE A& A0 B)E S A8 B AN TG 0, A rT— b %) 28 )82 FH A3
1B IR 55 P A58 FH R PS84 B ke T P A FH DX 288 1R M5 I8 22 4 TE IR, I % 22 4 2 A BIAR TS I
28 N BB KBRS, 2 SRR e —

T Web b iy 244 fa B E s UK 12, Ktk Netscape A mI7EHEH Web i Y88
R EIF, $RH T 24l S i SSL (Secure Socket Layer), HETEA 2.0 1 3.0 A,
2.0 AAFAE Z i, IAECEAEH 1, AT AZHA WA SR iZhcA . SSL KM AT
WHEOR o e AR ORAE P A . (B8 A5 PR DR 35 1 R ] S, ] £ IR 452 1% P B ity ] B
SR BT, FIHAFFEHBEARR) SSL ¥, FH T HCH Internet LR 2@ W1 TR
. BAT Web I Vo281 s HTTP A1 SSL AHEE A, M sEil 2 4idME .

ZAIFE P (SSL)ZLE Internet Fefill EEEAE M) —MORIER B PEM 2 2. & REE%
JHINRSS 25 L 2 () R AE AR B G, I BG4 IR 55 48 AT VIR, 38 nl i £t & P
BEATIAIE. SSL W E SR SLAE AT S8 (AR5 Z P il (Bl tn: TCP)Z k. SSL WML HAE T
e SN E BB TERN  w2NHE (B HTTP, FTP, TELNET......)H¢!
WIS T SSL il b o SSL PMMAE N H E P SGHAE 2 BT s C & 58 s 5% a5
AR DA SR 2% 2 AE A o« ZEE 2 5 S B IO AL 28 B s #8 2  n , MA T ORAIE 38
(ELE S

W PLERUR, SSL M2 FE A DL =AM
e FEM. FONERFHCE LT 2EEHE, e il S8 mE.

= WAk, PUOMRE S I% P amiAE A il I, (H 2 AR 5545 i 4R 22 IR Y o
= AEEME. ORI S EREHE B R B A (R HIMAC).

9.1.1 SSL EAFH

SSL SR FH f 5 A f S WS 7E PR AN I8 (5 T2 7 2 A1 3 it — 2% 7E LI 380 A 2 L FH 508l 1 22 4
o WIS B, SSLIEHAER KM “LRE” TCP &EH:. Witk 1) SSL A & 1 &7
%Wﬁ}%ﬂ’ﬁﬁ, TCP (¥ kM. SSL e 3 T EMEHE G ASENLHZ TN . 5N
BRI AR R IEL 7 — IR T, A2 IR ABES RS N Lk, FirE
Ao AR BB SR BE L PR 25, (HAESCPR A A, SSLJLFHZTE TCP RigfT, BEARETE
UDP BB $%AE IP _FigfT,
MTERZ A FIZAT web ThRERT, 4% 5 vy il I P AR U I B AT Web B, JRATRT LAAE
fE SSL ThE, &P AL Hl [f i@ 58 SSL BT, XAHREF R & 1 V7 1% 4

BE
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N

A HNL L5 5 SSL ThRE, HI £ % ) i it
A A% i T SSL R TIER, i« 4 SSL ERGE
MIEE AN AT, T RIS A AL

i H) SSL fl, FoeikdT SSL B TR, Mdsdsimib S HEHIhaE, HArIRA16E
FIRUE A AU AU I IEREF, T2 linux T E CARERET, AT REN 5 25 A REIR
Ao HREBIFAER SSL M EE, A IEMAIE A b2, AT Z AR Y S el
) a3 ATIBE AT LT o B ATERA A ZR 2 P s iE SR DI RE » AR T 10 RE s 2
e 315 A5 P s R s SR A A2 4 N FH A IR A5 1

1L https i Al SCHALRT, 2ZHAL
8, R JE N R TS

SSL & F AL FE:
B i 2

oo B 22 R0 s a3, BEELE: _
s rh i, B EGE B

# 2o D S Pmas ter_secret .
S - e R L .

7 g 5 5 B IFIMAC _
b TR MAC

9.2 SSL FL B3

1. J48h/5%H SSL Thg
2. WLE/MI SSL A 1S
3. FE/MI SSL {5 F i a4
4. SSL et 5 Lt

1. JA3hIX 1A SSL Thik

P file ke
45 e B AR

ip http secure-server )
PP /1 SSL T

no ip http secure-server
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2. BCE/MB SSL AR IRD S
fir % il RE
2 JR e B AR
ip http secure-port <port-number> Bc & SSL {3 H % 15, no &Mk SSL
no ip http secure-port A5 FH 1R g 15 o

3. IEMER SSL mEEH
i fiRE
R E#ER

ip http secure-ciphersuite
{des-cbc3-sha | rc4-128-sha |
des-cbc-sha}

Hic /M Ex SSL A3 I iy n s =1

no ip http secure-ciphersuite

4. SSL DIREMIZEd 52 Wi

i 4 R
RS U2 i B AR

show ip http secure-server status WoRELE R SSL A5 ..
debug ssl

fTIT15141 SSL Ljfig ) DEBUG ‘&R .

no debug ssl

9.3 SSL JLAIZRH

ML _EIBAT web DRERT, 4757 b i 1 0 YA A U5 R AT Web I, FATHT BAAE
At SSL Thg, &/ M HAL (8] i)iE 58I SSL IEREHET, XAREF iR 1 U5 ) %2 4

=

BB BN LR SSL Thhe, M7 S imidid https U5 1A A2 #AL, 2L
A Mg Pt T SSL R TIER, w4 SSL IERGEIE, b 5 M= I ik
MIEE H N AT, T RIS A AL B
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Web Server

RBUE S 2

II:
oy

W2 https

-

PC H /7

it SSL iEF
ST SSL &z

9-1 SSL £~ EHE

BAVEZ B B AT a0 P

Switch(config)#ip http secure-server
Switch(config)#ip http secure-port 1025
Switch(config)#ip http secure-ciphersuite rc4-128-sha

9.4 SSL HE4E#EBY

FERCE L {FH SSL Thiehy, m At h T PEiEs: . il B AR5 R K 53 SSL TRt R %

RISk, FH P By = DA B

T e NAZ IR UE P BRI TG R

e HK, fRERE DMK UP (fH show interface 4 );

e  RJE, WEITE T SSL IiRE(EH ip http secure-server #i4):

e WERFECE 1o, AEABOARSE S, R R g B i S

= WSRSEE3N T SSL UiRE, FHATECE HUH b 15 AN B AR R 7 S R H 5 SSL
DhieJa A4 A 34

= f§iH des-cbc-sha I&E 4R, 2421 ie7.0 DA RN a4 A4 BE S FF;

e TR AE ] DA EAS A IO R ok SSL iR, 84 3% {8 ] debug ssl i A4
SREHE 3 e NI DEBUG 5 B8 IR R, RIEAAR AR HAMRSS .
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10 E IPv6 Z2 RAFLE

10.1 IPv6 %4 RA fii4y

7E IPV6 s, — M2 Shrh a5 4e) 2 th g thds . 2L IPv6 EHUM R, 3@ H
HHEE AT RA, EIREERR AT, BERK MTU 158, IPv6 BAHLIKE| RA J&, LRk HAL,
IR BRI TR 1A 0% RA BBt a8, AT R] LAEEAT IPvE RIZEIE A . ARG R IPve EAL
KIERA, FEIEH K 1Pve HI R BRI R 1A 1Pve AL A4 st w] 30 1)
FUEE, ML e, RN IEH 3RS A4, 88 SRR 4% . B AT
FLSLHL 24 RA DIfE, RS i 1 3 5 iy 4 o BAE 2GR 1 RARL, KRR —3E
FEJE BT IR RA IR, AT ARG R0 9 2% 1Y) 1 AR

10.2 IPv6 %4 RA B BfE5 75

1. 2JRA3) IPv6 %4 RA
2. A3 IPv6 %4x RA
3. WM IPve %24 RA M5 &

1. 2R3 IPv6e %4 RA

e iR

4R e B AR

ipv6 security-ra enable ‘
P Y RSt R ENFIK I IPV6 %4 RA.

no ipv6 security-ra enable

2. WOJE3) IPv6 Z4 RA

ik fERE

s 11 e A X

ipv6 security-ra enable N I .
P d S35 R R S5 IPVG 524 RA.
no ipv6 security-ra enable

3. BAFEE IPv6e 24 RAHXER

e iR

FRAAC B AR X

FTIF IPv6 224 RA BRI IRRAE B, Adr
A1 NO HAE 1 IPv6 224 RA RS B
.

debug ipv6 security-ra

no debug ipv6 security-ra
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show ipv6 security-ra [interface A . _
P yra 1 SR S R 24 RA R A5 0.
<interface-list>]

10.3 IPv6 %4 RA HL% R4

L' IPVB 4%

\

RAl Ethernet1/1

Ethernet1/3 Ethernet1/2

AREH

10-1 IPv6 24 RA £~ =E

Y B RAEEH P AY RA, IEF T PC A I E] RA, KBRS AR M =
1 1Pve EHLH P, JF | Cishdl, B CRIOEFERM Y . RAVEAEZHALI 1/2 3 1
WHEZE RA, AAEEH T RAIRSCHA 2w B EH AP .
SWITCH AL & f£:55 741«
Switch#config
Switch(config)#ipv6 security-ra enable

Switch(Config-If-Ethernet1/2)#ipv6 security-ra enable

10.4 IPv6 %4 RA HEAE#E B

IPv6 224 RA LI REARH (] 5, WRAERCHE IPv6 %4 RA Ja, RILDIEE S5 HUHALT
@ CFIWTE RUON A HALRE 75 IR
e HIRR S FONACHILECE 5 %4 RA ThREP RHINIE RA R0 K .
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% 11 = VLAN-ACL 28

11.1 VLAN-ACL IhgEfEif

F sk VLAN FBC & ACL SElg, AT SE 36 VLAN BT A o 1 1R 7 ) 4% 41
VLAN-ACL i FH P 8e % 58 i A B 2% . P R 5 7E VLAN FACE ACL SRS, AHRI)
ACL #hfERLBETE VLAN HIRTA B i AR 8%, T JE 78 7E RS A iy 11 SR i

2% VLAN ACL 5 Port ACL [A] i ic B i, BII#5 2436 2 deny fitds, 24k S [FI ULAC VLAN
ACL Al 1 ACL B, REH —A3EE drop, 45 R 52 drop.

Egress ACL ] LATE t VRN 175 1) SEBOGHR ST 98, #7454 HUM R R SCmT BA SR VF
M Ek AR k@t . ACL W PASZHF IPACL, MAC ACL, MAC-IPACL, IPv6 ACL. 7E VLAN
N5 18 FA] DA JE A PO Fl ACL: 78 VLAN H 7 1A b il T84 R A DUAS %5, 1P AN
MAC ACL % 5 — /%, MAC-IP f1 IPv6 ACL % b AN SR IR, 2405 1 B2 80 o 3 s U 9
FBCHE, EP—A VLAN 7EH D51 EANRE [F) B B & DU R ACL, [FIRFCE = FF ACL Bt H g
52 IP. MAC Al MAC-IP 2K RY[E] i i B 5 IP. MAC Al IPv6 2K 7Y [E] i fic &,  [A] B i & 5
ACL B A DMERIEEL, #A MR, —Fh2E%Y ACL 7E VLAN E H et E —%.

11.2 VLAN-ACL ThEEEC B R %5

i & 1P 2521 VLAN-ACL

fic & MAC 257! VLAN-ACL

fi & MAC-IP 2574 [¥] VLAN-ACL
fit & 1Pv6 257! ff) VLAN-ACL

278 VLAN-ACL HIFL & & 4iitE B
7EKR VLAN-ACL [14titH5 2

I S

1. BcE IP 287 VLAN-ACL

P filt R

4R e B AR

vacl ip access-group {<1-299> | WORD}
{in | out} [traffic-statistic] vlan WORD

no vacl ip access-group {<1-299> |
WORDX¥in | out} vlan WORD

fic, & B % 1P 271 VLAN-ACL.

2. it E MAC KA VLAN-ACL
iy 2

i RE

111
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# 11 % VLAN-ACL ic B

4R e B AR

vacl mac access-group {<700-1199> |
WORD} {in | out} [traffic-statistic] vlan
WORD

no vacl mac access-group {<700-1199> |
WORD} {in | out} vlan WORD

fic & 5 R MAC 25#4 1) VLAN-ACL .

3. AL E MAC-IP KA VLAN-ACL

PP
fifr &

W

4 Jm e B AR K

vacl mac-ip access-group {<3100-3299>
| WORD} {in | out} [traffic-statistic] vlan
WORD
no vacl mac-ip access-group
{<3100-3299> | WORD} {in | out} vlan

WORD

T B B R MAC-IP 2574 () VLAN-ACL.

4. BB IPv6 KR VLAN-ACL

A A
i 4>

R

4R e B AR K

vacl ipv6 access-group (<500-699> |
WORD) {in | out} (traffic-statistic|) vlian
WORD

no ipv6 access-group {<500-699> |

WORD} {in | out} vilan WORD

ficl & B % 1IPve 257 1) VLAN-ACL.

7~ VLAN-ACL WEC B k4t 1E B

5. B
%

R

FRAAC B AR

show vacl [in | out] vlan [<vlan-id>]

&7 VACL LB &Gt E R .

6. 5% VLAN-ACL M%iitHE R

PP
fifr &

R

AU B AR

clear vacl

[<vlan-id>]

[in | out] statistic vlan

5 VACL KIgtitfE & .
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11.3 VLAN-ACL ThfEEe B R4

FEAF MM E T, FEAFE K B F VLAN, BRE N Viant . 145554
Vian2, AR 1B SRR AR S [ AT DLUG ) S8, 17 W 45350t T 22 A PR 9 25 FEAEAT AT
ISF [) BRI AN SR VR 1) AN R 2% o )R DA B 4 SRS
& REARFES] ACL Hilg VACL_A, TEAREES 0] LLys i 48, LA Permit, Aty

[ B354 Deny, 5 FH 505 ) Vian1 .

& RS E I ACL SEBS VACL_B, TEAT AR [AIAA fa v v i) 49, fEL AT DAAS 52 BR ] 1)

Ty ie) N B, N S 2 Vian2 b

ZINEEZS A/
Internet
LAN 2 (158D
11-1 VLAN-ACL F2E %4
il B 24471 -

1) SEHCE —A> timerange, A7 24 )2y TAE H ) _EERF ]

Switch(config)#time-range t1

Switch(config-time-range-t1)#periodic weekdays 9:00:00 to 12:00:00
Switch(config-time-range-t1)#periodic weekdays 13:00:00 to 18:00:00

2) BCE IP KR acl_a, _EIERS AL FovE vy el [F— P B (40 192.168.0.255) W )34l
Switch(config)# ip access-list extended vacl_a

Switch(config-ip-ext-nacl-vacl_a)# permit ip any-source 192.168.0.0 0.0.0.255 time-range
t1
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Switch(config-ip-ext-nacl-vacl_a)# deny ip any-source any-destination time-range t1

3) MCE IP HI¥ FE acl_b, AFA AL sovF Y7 in) [F]— B (41 192.168.1.255) W] 34l
Switch(config)#ip access-list extended vacl_b

Switch(config-ip-ext-nacl-vacl_a)# permit ip any-source 192.168.1.0 0.0.0.255
Switch(config-ip-ext-nacl-vacl_a)# deny ip any-source any-destination

4) K4 E S E] VLAN.

Switch(config)#vacl ip access-group vacl_a in vlan 1

Switch(config)#vacl ip access-group vacl_b in vlan 2

11.4 VLAN-ACL HEE575 Bl

& M VLANACL 5 Port ACL [R]fC B B, RIREZE0 &2 deny L6, 44k SRR UL VLAN
ACL i 1 ACL B}, REAG—AFh{E& drop, M2 5wt &2 drop.

& - ANARFFEAN ACL /£ — VLAN LAXRERCE —4, i: JEAM IPACL, fERA
VLAN EAXGERE S H — 1A
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ZETIREERAE 12 % SAVIERE

F12= SAVIECE

12.1 SAVI /+F

SAVI(Source Address Validation Improvement)Zh & & — Fb $2 At 5 w0 Y5 Hb bk b 2% 1
GAIGAE T 3, e W T A S B R SC (0 ND B, DHCPv6 #pil)f5c Bid#2, FIH
CPS (Control Packet Snooping)#Liill, FEHH & AT EAERI{E S (i 11, MAC #ilik %45 )
RUEAE R, SRS T s R R 5 8505 ST, I R RS e E B N 1 S8R, AT IS
TC Ik 908 R U 8 S, 25 33 AN T TSC 3 0 ) PR S, AT 38 81056 5 Rl b il 5 v P At W ) 1

F MR PRI 2B A, SAVI ZHEE T EALFE: ND Snooping IhAE, DHCPv6 Snooping I
EF1 RA Snooping ZifiE; ND Snooping Thfk 3= ZERM ND thitik 3¢, E ST A LLTER
Atk B 3REUY) 1Pv6 Huhik 45 % : DHCPV6 Snooping I AE - E#£] DHCPV6 Wik 3,
F BT A DUAIRAS Mk B Zh T B R SREUE) IPv6 Mtk 48 5E ;. RA Snooping T fig 32 22
R T B 1L 5 B 7B el a8 s it RA TG, DA B 4% A i i 5 05 00 H 1

12.2 SAVIic B

SAVI [Wfc B AT 55751

TF )3 8k A SAVI g

TF 8 8856 SAVI 3 37 5 Thig

i & SAVI 45 5E Thik

fii B SAVI max-dad-delay 4 5%k
fii B SAVI max-dad-prepare-delay 452 %1
fic B SAVI max-slaac-life 4554
BCE SAVI TRYGEE 1) A4 A7 S 4L
TF 8 8856 SAVI BT 256 25 Th ig

9. MCEEEM IPv6 HuhtATZEThRE

10. FLHE IPv6 Hihkit JER A H 34

1. BCE SAVI MR 2P 5E K i =

12. 3 8O s H P S IE D e

13. JF )5 sk Al 1 DHCPV6 ) S5 EThAE
14. JF 3 < A 1 ND $)-SCEEDhfE

15. MCEZTEEH S

© N Ok N =

1. FFRR BRI SAVI £ FRiThRE

e il RE

4 R I B AR

savi enable fIIF 4 )R SAVI Dikg: A dr 41 no #i1E
no savi enable K4 R SAVI IRE .
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#12% SAVIERLE

2. FFEERH SAVI Mg RARTIRE

R

2 RFE R

savi ipv6 {dhcp-only | slaac-only |
dhcp-slaac} enable
no savi ipv6 {dhcp-only | slaac-only |

dhcp-slaac} enable

i SAVI B 757 T figs A2 no
NG I SAVI B 37 5L ThRE

3. fit B SAVI 482 T

T2

R

& Jm e B AR

savi ipv6 check source binding ip
<ip-address> mac <mac-address>
interface <if-name> {type [slaac |
dhcp] lifetime <lifetime> | type static}

no savi ipv6 check source binding ip

<ip-address> interface <if-name>

FLREINSEFHFSHERE: Aad
) no £ IH R = LG B 1) 3h AR B FR S
45 5E Yife . %4 W {E savi enable,
slaac-only enable, dhcp-only enable #/1
dhcp-slaac enable F i —~4: 5 IhfE
HATICE .

4. Fit & SAVI max-dad-delay /555

ke

R

2 RFE R

savi max-dad-delay <max-dad-delay>

no savi max-dad-delay

fit & SAVI 45 5€ 4T DETECTION R 2
NG, K4 no #AE NIKE
ERIME

5. fic & SAVI max-dad-prepare-delay 4 /@2 %

<max-dad-prepare-delay>

no savi max-dad-prepare-delay

i fifRE
2R L B
savi max-dad-prepare-delay | it & SAVI 455 F RN H) R A A7

W, Adr4 no #AF NIREERIME .

6. AL B SAVI max-slaac-life &/ S

T2

fiERE

& Jm) e B AR

savi max-slaac-life <max-slaac-life>

no savi max-slaac-life

flic & slaac 840 5€ 4 BOUND IR
FIAEFEE I, no fr 2 NI E BRIAE .
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7. FLE SAVI R AT S

i i RE

4 JR i B A

savi timeout bind-protect | Fit & i 1 H up IR down R,
<protect-time> X %3 256 58 AT ORAP AR A7 A no
no savi timeout bind-protect A IR BAME

8. FFEECH SAVI B R E TR

e il %

LR EFEA

ipv6 cps prefix check enable fiifie SAVI HibE RTS8k & Th i AL
no ipv6 cps prefix check enable no FEAE N IE ] SAVI bt B 2516 25 Th AE .

9. MLE R IPve Mk AT ThEE

e filt R

END] N

ipvé cps prefix <ip-address> vlan | F THCE —2% IPv6 il #E BG4, Ady
<vid> % no R AE M R — 25 O B IPv6 ik
no ipv6 cps prefix <ip-address> HERE ATZ

10. i & IPv6 Mt T IR R ¥ H 2%

i iRk

4 JR e B A

savi ipvé mac-binding-limit | i & [F— MAC Hhhil- % 5 ) SAVI )74

<limit-num> HEMH: no HAEANKEEIME. 1E

no savi ipv6 mac-binding-limit B A B YR E R IR HOOEH T3h&
e H, mABRSESHEREHE .

11. BLE SAVI mRYFER MR

fr i %

4R e B AR

savi check binding <simple | probe> | L BRI EREHRA: no #r 2 il
mode B TC ) R G0 E AR B X

no savi check binding mode

12. FF /5 BK s O - R AE DI E

ke iR
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ity 11 Fic B A 2
savi ipv6 check source [ip-address | I8 H P &6l UE D) RE, 4441 no #
mac-address | ip-address | | {ENCHIH A BIEDIRE.

mac-address]

no savi ipvé check source

13. FFEBLHI% 0 DHCPV6 R C{E4ETh6E

A il g

iy 1 B A X

ipv6 dhcp snooping trust FFJa vt 1 DHCPVE R UEAELhRE, Ay

no ipv6 dhcp snooping trust 411 no #4524 55 1% 1 DHCPV6 {54 1)
e, i S AR H A v AR B A .

14. FFE BN O ND R XE4FThRE

A il RE

i 11 i B

ipv6 nd snooping trust JF e 5 1114 slaac turst £ RA trust Zhfg,

no ipv6 nd snooping trust A1 A1 no #AE MR slaac trust 1
RA trust Zjit .

15. MBS EHHSH

e fil R

i 11 e B A 5

savi ipv6 binding num <limit-num> Wi B i 48 e 3 H , A2 1) no #:4E

no savi ipv6 binding num IR R ERINE - R & 90w £ s
PRAEMUELHEZ A EH, AXS g8
SEHCH BT IR

12.3 SAVI JL%I 5

FESRPR TR A 1, SAVI Difie— RS FHE S N R AL, X B B 5
HBEAT VR M b G ik PR ;. SAVI e L AL 1 R 3 5 R EEA YA : DHCP-Only 3 5
Slaac-Only ¥ 5t. DHCP-Slaac ¥ s Mg E st ERARKMEEIHREEF, H P i
SRR T SRR N 37 5. XN, SAVI ZHAE AT LLAT IPv4 ) DHCP snooping At
S, A SZEL IPv4 A IPv6 Y5 k6L
SAVI Ty 8¢ 4t R i) N F X 248 $R S R 35

124
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Switch3

Ethernet1/1 Ethernetl/2

Yz 4

=2

Switch2 Switchl

Ethernetl/12 Ethernet1/13
Client_1 Client 2

Hrr Client_1 1 Client_2 &M & AR 7 #) PC Hl, B & PC HL#L C 2% IPv6 Bl
BLESZHAL Swtich1 F1 Swith2, E ¥ 1737y Ethernet1/12, Ethernet1/13, 37T /5 SAVI
bttt EThfRE. Swtich1 AT Swith2 E Ik 1) %74 Ethernet1/1, Ethernet1/2, JFJT/H
DHCP i 3C 5 AEA ND R SCAEAEDhAE . LR HANL Switch3 JTJ3 DHCPV6 Jit 55 #s D RE A
H1 2 5 DI BE -

SAVI DHCP-SLAAC 4143 5l B 5 3k
Switch1>enable

Switch1#config

Switch1(config)#savi enable
Switch1(config)#savi ipv6 dhcp-slaac enable

)
Switch1(config)#savi check binding probe mode
)

Switch1
Switch1(config-if-ethernet1/1)#ipv6 nd snooping trust

(
(

Switch1(config)#interface ethernet1/1
(config-if-ethernet1/1)#ipv6 dhcp snooping trust
(
(

Switch1(config-if-ethernet1/1)#exit
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Switch1(config)#interface ethernet1/12-20

Switch1
Switch1

config-if-port-range)#savi ipv6 check source ip-address mac-address

config-if-port-range)#savi ipv6 binding num 4

(
(
(
(

Switch1(config-if-port-range y#exit
Switch1(config)#exit
Switch1#write

12.4 SAVI H4E# BN

FEROR SAVI 2 FOHLEEFE . ZR48 5 AT I LRI RT3 T, G A m] BE A R DA 13 i

RIT I

&

A SZHHUIT IR SAVI Thfg)E » BOH LRI IE IPve 30, BefaZ#ill b SAVI 225
DiRe R B OIS, HERATE, EEITE SAVI & RThhe: SRERIE SRR R 7 5%,
JEFHXS LI SAVI 755 & )R Dfg,  IF RN T S 1 36k DI RE 5

A AZHHUIT IR SAVI DIREJG » 25 7 dii JoiZ: I ) 3R A _L 1k DHCPV6 JIR 25 4% (7 FiL Y 1PV
Mok, B ekt BT R 2C LRIk DHCPV6 Al 55 4 135 11 & 75 e B DHCP i FHEAETh BE
AR, 53 DHCP i SR D) fE

A AU IR SAVI Thig)E, TCiRE OB 3T 9hE, B e a5 BIESHAL
it 1 75 TG B o 1 40 H H IR DO e, Mg e E DIk BI R ME: A Ol i H oK
20 K H PR, S ACC B BOK 1 3 1 9 25 H PR

A M BB S 1 40 K0 H RS, 5 JCiR L g F P W s g e, N A & P B
AL 2 TR BCEL ] — MAC Mkt 46 e 2 H R FIZhE, [ — MAC Hthb X b ) 9%
SEHH A CL Ik B B K AE #7 C oK g0 B0 H PR i OE B AR R0 K H BR )
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% 13 & Captive Portal iAilE

13.1 Captive Portal \iEAL B

13.1.1 Captive Portal \iE/-28

WUE DI RE A& D9 BRI il 45 FH D9 28 B Y5 1R FH P PR — T 75 4 o DAIIE D e 25 1 iy R A UIEAS
SR — 2 R A NE RS 25, M P FEMHEH N %R, captive portal Th#g
W FH P 1 D 28807 SR F G r) BIAIE AR 55 4% b, X 75 B PSR AR R VE I P A R RS 2
B HNIE RS 4805 P @A (5 2dAT A, DLokoE 275 vz P AT H N g 55 0R . A0 H
NUFEDAIE D g b 2 A A5 18 P RAE IR 55 2% 2 [RD@ A5 R 4F F ol i e A8 el b AT e &
{8145 7 3 o) DL DA UE IR 55 2 2R AT e ANAE , I HAE DR AR 5% 28 0 20 P i (5 S8 4 7 58 s
W E &S FEARAH S AR ERHE R P o INIETh RS A& 8 S 78 5 [ Th R Sk 2 1.

HE [A) D e — Fhof S5 SR EH g4 31 B8 IF I mUS FREAT 5 SRR I Th RE . % Dh g
S AE LB R % P i 18 SR 5, B i E SR B — AN SR E i itk b, 2 J5 1)
AR B2 P i A B () 2 S IR AT 4R AR, DA 58 B SS KR S8 (1 D BR A #R A o %3R4 AT D
SR B FA I 2 P 0 B ). 2% ik L E 1) portal IAUESE I, 752 FUEHE H A
hY, KA ZH A GIE 5 A S vE S 48 B . Portal WAIE 5 3UAT BASE
P AN[F) 7Y FH P R AS [ 48 o SRS

% portal server IhjfE & N A F ) CP configuration it & A [F ) #h & portal server (1) —Ff
J7i% . 98 € fEANF] CP configuration "~ i L1 C & 1 A portal server 2 J5 il LA H 8 ik
H 5485 () portal server KAk H H € [ T . 5% 7] LARCE 10 44 portal 245588, &4
cp configuration 1] LAZfE — & portal Ak 55 #5 .

13.1.2 Captive Portal I\iFECE

WNIE D RERC BAT 557 F 0T
1. $TJFE% 4] captive portal IAIEThfE
2. fic & captive portal = & [a] T fig
1) W E B ER portal 45 #5441
2) B P
3) Mo B H e m bk
4) P E = E W) url Sk
5) WE MR radius H4s 48 4 FK
6) HC & 48E B #F kR portal k55 &%
7) ECE url #4F ac-name 4
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8) MCE url #717 ssid 35

9) BLE url #47 nas-ip
3. FLE AAA Thig

1) FTHHEREEZE I AAA ThAE

2) PC#E RADIUS A5 #5241 24 B
4. Bt & RADIUS AiE AR 55 78

1) fic & RADIUS Jil 55 #8554

2) FLE RADIUS AIE AR %5 #5 kit
5. ¥ portal HLIZH e 2w 1 F

1. TFEKH captive portal IAIFL)RE

i il RE

Captive portal fic. & #5 1,

enable 4 5 1 JF 5 2% 1] captive portal I
disable HE o

2. B & captive portal EE [ TRk

e R

Captive Portal fi & &2

external portal-server server-name <name>
{ipv4 | ipv6} <ipaddr> [port <1-65535>]
no  external portal-server  {ipv4 |

fic & sl At bR 4h & portal %525 .

ipv6}server-name <name>

nas-ip4 <A.B.C.D> i & nas-ip ik

P B 5 M Ex A [ 2R AL [ portal
B, =BT LABCE 10 FiASFEI

configuration <cp-id>

no configuration <cp-id>

BilFE
Captive Portal Instance fic. & 2,
redirect url-head <word> Bie B L m) url SkHSr,  AFEAE
no redirect url-head W, EHLA. SR path 25 LA

Ire A no JE NN R E )
url &R 73 AL & -

radius-auth-server <server-name> . -
B B S radius IAIIFAR S5 28 44 0K .

no radius-auth-server

portal-server {ipv4 | ipv6} <name>

40 5E BRFR 8 5E portal IR 5548 4K o

no portal-server {ipv4 | ipv6}

13-2



ZETReHRE

% 13 & Captive Portal jAiE

enable

disable

FTIT B AIHEAS portal BilFE .

ac-name <word>

no ac-name

fic & =2 7] url 24 acname (1]
. A4 no 72 i = 5 )
url {1 Z% achame 1A [ BCE .

redirect attribute ssid name <word>

no redirect attribute ssid name

fic, B 75 5 52 1) url 4577 ) ssid 23
LR, A0 no B AME B
1] url 5 (1) ssid ZE L FRNERIA
4.

redirect attribute nas-ip enable

no redirect attribute nas-ip enable

B8 2 5 1) url HFHERTT nas-ip 25030
AE. A4 H no TN I ] E 5E )
url F1 #5547 nas-ip ZE0 I RE .

redirect attribute nas-ip name <word>

no redirect attribute nas-ip name

fic. & £F 5 52 7] url Th #5715 ) nas-ip &
2. A2 no IR AKE
HE 7] url R nas-ip Z 414
S NN

3. BB AAA ThRE

A A
i 4>

W

4 Jm e B AR K

aaa enable

no aaa enable

e a1k AAA T

aaa group server radius <word>

no aaa group server radius <word>

e B HM Br B OAAA T RE
RADIUS % %5

4. fit B RADIUS AR 58

PP
fifr &

R

4 Jm e B AR K

radius-server key <word>

no radius-server key

% E 5% RADIUS IR #8554H .

radius-server authentication
<A.B.C.D>

no radius-server authentication
<A.B.C.D>

host

host

fic B BB RADIUS AIE iR 55 45 Hh
Hks

5. FF/E/I<AM O portal Thfg
e
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config fit & 1 =

vlan-pool <1-255> <WORD>

no vlan-pool <1-255>

e B 5 B ks (RT3 )

S A 5K

JF 5 5w A portal NIEZhRE, T8
s VG058 1) SE1 S, IF H T LAER
portal enable configuration <id> [vlan-pool | JEMLE VLAN {§i§E portal, 1%

WORD ] ANFRE vlan, WERIAFTA vian

no portal enable [vlan-pool WORD] {fifig portal. A7 2 1] no JE A K
2% M5 1 portal INIEZNAE. (b
%)

13.1.3 Captive Portal i\ iE%54]

(’_ - - -
( Internet
\_‘\‘ Porgal

RADIUS olice DNS
SETVE serper ] - Bl iy
152, 168 40 100 192, 16F 40,99
Swilchl
7. [68.40,50 ! ; : . thermnetl's
' Ethernet |11 Ethemetli2 | Fthernet]3 [Ethemetld | Frherner]:
_*

Ethernetl /s

Etbermet )3 Ethemnetl /2 Swiich 2

Poid Pcl
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Kl 13-1 NIEDIREAC &

WmE R, pel NP, EIA http WY #, (HEAE 802.1x tAUEZ ' i, pcl
HMEE portal AE LM,

LA Switch1 NEEAN K%, LHECE T i 2R &5 ds bl RADIUS %5 #5110 1P
R 1, FTHF 72 Thek. Hob Ethernet1/2 il pet #1i%, %% 1T HF T portal AIEThBE, i
BT EE ML portal IR 3  IP NG 1, [RIEE 1T Ethernet1/2 2% 1 BT I &,
k47 dhepldns/arp i@ .

Z AL Switch2 NIC RS Hiil, Ethernet1/2 55 & radius I 55 %% B, Ethernet1/3
5 portal i %% %% H.i# . Radius A %5 2% 1 Hht >y 192.168.40.100, portal Az 55 #5 1 dik
192.168.40.99. Ethernet1/4 ()& DHCP Ik %5 %%, Ethernet1/5 #2112 DNS %5 %%
Ethernet1/6 5 trunk I, 5 Switch 1 [ trunk [ Ethernet1/4 #Hi% .

fid & radius k5528
switch (config)#radius-server key 0 test

switch (config)#aaa group server radius radius_aaa_1
switch (config-sg-radius)# server 192.168.40.100

portal 4= 5 A A E DI REAH R I BC B Wl F -

Switch(config)#interface vlan 1

Switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
Switch(config)#free-resource 1 destination ipv4 192.168.40.99/32
Switch(config)# vlan-pool 1 2-10

portalsZfi] ~PortalZh g . fic & Portal Serverfi 45 #5415 &.:

Switch (config)#captive-portal

Switch (config-cp)#enable

Switch(config-cp)# nas-ipv4 192.168.40.50

Switch(config-cp)# external portal-server server-name abc ipv4 192.168.40.99
Switch (config-cp)# configuration 1

Switch (config-cp-instance)#name helix4

Switch (config-cp-instance)#radius-auth-server abc99

Switch
Switch

Switch (config-cp-instance

config-cp-instance)# redirect attribute nas-ip enable
config-cp-instance)#redirect attribute nas-ip name kk

#ac-name helix4

Switch (config-cp-instance)#redirect url-head http://192.168.40.99/a70.htm

Switch (config-cp-instance) # portal-server ipv4 abc

(
(
( )
( )
( )
( )
( )
( )
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Uity 1 I portal ThiE
Switch (config)# interface ethernet1/2

Switch (config-if-ethernet1/2)#portal enable configuration 1 vlian-pool 1

13.1.4 Captive Portal i\ iEHESS 75 Bl

MLEAL ] H5E 7] D) Re Al Captive Portal D)sgid A2 fFod 21 0 8, 5K A2 2 F 5 E
= JET A3 [ captive portal DigELL A2 FTHF T portal 1) configuration F£5¢, 31X 5 T #
R4FTHF, 150 captive portal ThREASREIE &, 7 7 i tH AN B 2 2 ) 248 52 TLTH
& AAA BEERFIAE IR 55 28 44 55 5 captive portal it & I IEAR 55 28 4 FRAH ]
= pc MIAZHANUARE R O EREHTIF T portal WIEThRE.

13.2 i TIEEc E

13.2.1 R IEENAH

T B8 T B8 Xt I 28 F 1R P A5 DX 4 8 3R AT I s R T 2R IR T G . 2% 7 it 7 AR i
captive portal TAE D) §8 2 B A& Jo V7 in) WX 2 SRR, KA 1 portal WIEA RE T A N 4%
BEUR, AT LASE SO P IR 4 1k B DA ) P A58 DR 8% B 0 1D B i) AN 24615 R

13.2.2 {+ BRI E

TR DN REIC B AT S5 T A

1. lid & RADIUS it 2% ik %5 %%
1) BB B R T 2 IR 55 25

2. BLHE AAA 2R IhAE
1) FTFFEOR T2 R ThBe

3. fii & captive portal it Ihfg
1) PHZEBMF R ZE portal DR
2) WHE MR captive portal it & 4 #k
3) FTIFEKH] captive portal it 2% IhfE
4) Wi B s captive portal i1 2% il 55 28 4
5) Fit B iM% captive portal 2K

1. i E RADIUS i+ #R&E 5%
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A A
il &

i RE

4 Jm e B AR K

radius-server accounting host <A.B.C.D>

no radius-server accounting host <A.B.C.D>

BEE BB T 9% R 55 etk

2. itE AAA i ThEE

A
i 4>

i RE

Z R E R

aaa-accounting enable

no aaa-accounting

FTIF R I SR 55 D e -

3. B E captive portal i+-#ThEE

ik fiEE R

Captive portal fic. & 2

block . N .
FH € Bk figt f4: BH 2E portal T RE

no block

name <word>

no name

W E oMt B captive portal It & 4
Ko

radius accounting

no aaa-accounting

FTIT- 8555 1 captive portal it %% il 5%
g -

radius-acct-server <word>

no radius-acct-server

ficl B 5 % captive portal i1 %% il 5%
AR

session-timeout <0-86400>

session-timeout

fic & ¢ M B& captive portal 2= 1 i
£

13.2.3 B IhRE2EA)
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& N '
— - - -
(; Internet
'S
Porgal

RADILS olice NS
e il SeFver sefver
182, 168 iR 100 192, 16k 40,99
Swilchl
921684050 _ _ l N
I Ethernet |1 Ethernet]/2 Fthernet]/3  [Ethemetld Ethermet]/’
-

Ethernetl/t

Etberivet |4

Etbermet )3 Ethemnetl /2 Switch 2

Pod Pcl

Kl 13-2 it2Dhaeic & K
1. 1£ switch1 FACE AAA T2 DhRe
Switch1 ] AAA FiL & :
switch 1(config)# aaa enable
switch 1(config)# aaa-accounting enable
switch 1(config)# radius-server accounting host 192.168.40.100
switch1 (config)#radius-server key 0 test
switch1 (config)#aaa group server radius abc99
switch (config-sg-radius)# server 192.168.40.100
2. 1f switch1 _fic & captive portal it %% Th A&
Switch 1(config)#captive-portal
Switch 1(config-cp)#enable
Switch1 (config-cp)# configuration 1
Switch1 (config-cp-instance)#radius accounting

Switch1 (config-cp-instance)# radius-acct-server abc99
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13.2.4 T+ R IIEEHE B
MAEAF SR D Re I AR B B 1) B, IR R A AR W R A

= A3 T captive portal Tifg A f2 74T 1 portal [#) configuration JF5%, X P I#S
.24 enable, 5 captive portal T fg A GE 15 fd

& AAA B KIEAR S5 2% 4 FR 5 captive portal it B A IE R 55 2% 44 F7 A [F] .

13.3 Free-resource IJEEACE

13.3.1 Free-resource LhEESN4H

Free-resource Jjfit /& captive portal #&3k b SEIH U ] 4 2% BT YR A0 1 532, kil &
free-resource |, ] DALk SRR 52 195 AN i portal YRS AT DA B H2 7 0] 45 2 1 19
PR

13.3.2 Free-resource HJfEACE

1. B '® free-resource #i

% R

config fic B i\

free-resource destination {ipv4d A.B.C.D/M
lipv6é X:X:X:X/M}

[no] free-resource destination {ipv4
A.B.C.D/M |ipv6 X:X:X:X/M}

Jic & B % free-resource FLI

13.3.3 Free-resource Ijg5344

ESVIR

AR RN, P AR client! BRERMBIEEL, H I IP A% i A U n)
BRIt By, $55€ RADIUS Server 1 NANIEARS 45, % P client1 A1 clint2 A] A5 iR
TR RTEIR 3.1.1.0/24, AoWEE R BRAERS 2 F, B LRI A .
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Portal Server P~ B
switch (\ Internet
RADIUS Server| 1 &. 4
3.1.1.0/24
' DNS
' DHCP

RADIUS Server 2

Clientl Client2

K 13-3 £ portal server ThftHl &

T B e B DD 9K
Switch1 (config-)# free-resource destination ipv4 3.1.1.0/24

13.3.4 Free-resource HRsHE4E E B

MLEAT A EE [ Dy R A B B R L, TR AR S R

T JEIEHiE 3N [ captive portal DjfE LA K& 54T HF T portal [#) configuration 156, X
THR N 44T IF, BN 2 portal server Tife AREIE T, % 7 o tH A RE 2 5 7] 3458 €
PiNiilp

@ Client IS HIE %0 2 5 E T portal B

13.4 \NIEAZHE IR E

13.4.1 INIEB L B IIRENH
INIE F 44 B Th RE A2 A ne R 4% H SR S ik (1 FH P (8 A, 85 B DR m] DLYE B — S ) P L%
BRME 2 GEA T E MR ] R BIR, (H2 PR EHRS1ZIH ) #) mac i

BEA e I ThRE, RIS BAT AL BR K Y A Y (R R 25 BHRAN 3 BEA g 1 2, DRIEiZR A
JEIALBR R T g R

13.4.2 \iEHZ B IDREECE
1. BB EAUIEA L BRI Ee R P F) mac
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i filRE

config fic B iz

free mac < MACADD><MACMASK> e B M B AT BL A AR ) mac s
no free mac < MACADD><MACMASK> k.

13.4.3 NIEA AL BRI EE2H

WERTR, client! F1 client2 Jy%um 2, FIAZ #ATUAHE 195 117 )5 1 portal WAE, {H
SEIXAH P ORNEEA T, AFEINE, #nr LLUE S U A 5 .

Portal Server P B
switch ( Internet
RADIUS Server| 1 K_ 4
\_«N
3.1.1.0/24
' DHCP

RADIUS Server 2

Clientl Client2

Kl 13-4 AIEH 4 R RE Rl B K

Iic & IR

N pet A pc2 Fit & 4 portal WAIIE A ) g

Switch1 (config)#free-mac 68-74-7f-29-76-04 ff-ff-ff-ff-ff-ff
Switch1 (config)#free-mac 00-03-0f-11-11-11 ff-ff-ff-ff-ff-f

13.4.4 \IE A RIaeHEEE 15 Bl

MEFEHVGE AL R R R IE R ) @8, SRSl R
= FCE M free mac /&7 Fl client [Y) mac AHULHAL;
@  Client FIAZHHL EHE 1 2B IS T portal L
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13.5 NIERLTIE W H B 3h#EE (AR

13.5.1 AIERLTD G TUTH H IS4

WL RS A DU E ShHEIE Th REmi 24 HY P I VAR5 » RENS SLFTITIT F ™ B 2207 14 (14

ZDIe
o]

AR S B 5 0 7T LAE BT DGIE RGP s ShHES A ERT U5 9] 0TI, 2 A shifEik i e

13.5.2 AUERLTD G TUTH H 3 XA E

WIE B 5 DU E B34 D) e B 7 41 -
1. FTFF 8] captive portal IAET)fE
2. BB NUERLY) S T H 3)HEE D) R

1. FFF 8] captive portal IAET)fE

i il RE

Captive portal fic. & #5 1,

enable 2 JR T FF 8K I A2 # WL captive portal i)
disable HE o

2. BCEVGIERD) S T H 3R TR

e filE R

Captive portal instance it B 1

redirect attribute url-after-login enable

no redirect attribute url-after-login

enable

fEREEE 5 7] url W45 AR B J5 HEI% url Hb
R ThRE . A< AT 41 no TE R A % M E 52 [A)
url FRHERFIERR S JE HERE url Hubkf T fg .

redirect attribute url-after-login name
<name>

no redirect attribute url-after-login name

We B 7 5 5E 1) url 485 A DAIE B ) JE AR url
HhhE ) & A 44 R Ay 41 no FERCAIRE
FE ) url FRAE AR AGIE LI 5 HEZE url Hhdk )
JE VA AR BRI -

redirect attribute url-after-login encode
{plain-text|base64}

BT B 0T 558 A url A A AT DA UIE B S R
url kit gm i 77 .

redirect attribute url-after-login value
<url-value>

no redirect attribute url-after-login value

Pic B 7 IR R B Ji 4 S DT A9 url
Hudik o A4 1) no F2 A9 ER A DAIE S Eh
J 3 A R A S LT Y urd ik
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13.5.3 AUERT)JE TIHE B Sh#EE 26

ESIE
f£ configuration 1 it B AL & 2h 5 UUH B ZhHEIE Dy RE, IE KN A B s s T

http://www.test.com.

s = _
(; Intarmet
K““\...J«
Poral

RADILS olice
BETVE serper
B2 1ARATHION  [92,16R.40.99

DS
sefver sefuer

Swilchl
192, 163,40, 50

Ethernet] /2 Fthernet]/3  [Ethemetld Ethermet]/3
—

Ethernet]/1

Ethernetl/t

Etberivet |4

Etbermet )3 Ethemnetl /2 Switch 2

Pod Pcl

Kl 13-5 WIERE )= T H 3hHEIA D) BERC &
(Wt &
iy siwitch1 it & portal k452815 5
switch1 (config-cp)#enable
switch1 (config-cp)#configuration 1
switch1 (config-cp-instance)#enable

switch1 (config-cp-instance)# redirect attribute url-after-login enable

switch1 (config-cp-instance)# redirect attribute url-after-login encode plain-text

switch1 (config-cp-instance)# redirect attribute url-after-login name ad

switch1

~ o~ o~ o~ o~ o~
~— O~ N

config-cp-instance)# redirect attribute url-after-login value http://www.test.com
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13.5.4 T\IERRTH)E TiH B shHEs AR BY

MAEAE FHINUE R 5 DU E ShHE D) Reid A2 AR I8 ) 0] 8, TR AR SR W R R

T JETIEMBCE [ captive portal FIAUELIRE . WUERT) 5 LI H )X D) RE 75 2L captive
portal ThAE IE & I OL T A BEA 2L

= I E T 4 redirect attribute url-after-login value, NI IFIE )5 T E 3h % fic &
(DT T M, 3 TG B % i 2 DUIAHESEE 1 DL T A FH P DA UE AT 7 ) (9 DL T

o &P iR FT U 0] ) D B A i R B DU AR TR AAAE , 5 A AE DL A 5 T2
ZIEE

13.6 http-redirect-filter

13.6.1 http-redirect-filter /28

http-redirect-filter 4 portal W\ IE[) HTTP &2 Al & IP 8384, RAVLEL 7 XA IP 8§
A4 HTTP #RSCA HEE E m Ab 3

It Thie 5 Captive Portal Tife4i &M, RIFEJT S | Captive Portal A IERITE LT,
SEHLE P U T BEAT LD

13.6.2 http-redirect-filter it &

http-redirect-filter ZhAEEL & /751 :
1. HE http-redirect-filter F |
2. & http-redirect-filter KL% cp instance

1. F2H http-redirect-filterr ¥
1]

b fifRE

captive portal 15,

http-redirect-filter <1-32> (ip A.B.C.D| | i & http-redirect-filter FL . A< 4 no
domain WORD) iz walillSSSWIIR
no http-redirect-filter (<1-32>]all)

2. & http-redirect-filterr #L %] cp instance

T fifRE

captive portal %=

http-redirect-filter <1-32> 4558 http-redirect-filter #1 )| #| captive portal
no http-redirect-filter (<1-32>|all) configuration . A g4 1 no ¥ X4 fil B
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captive portal configuration T
http-redirect-filter 14} €

13.6.3 http-redirect-filter 54

test.permit.com 450 test.deny.com

Portal server —

192.168.1.253 PC

Radius server
192 168.1.252

switch
192 168.1.254

DNS server
192.168.1.251

P 13- 6 http-redirect-filter Ijj ¢ 4 7 Z {5
wn EE R4, client 7EIE T portal YUIIE T AR ZE U5 7] 2 W Hi ik “test. permit.com” 7
FERCE url A4, client YOIEE L 5 75 22 115 7] 2 W ik “test.deny.com” 75 L & url
2,

LT P IREAT I E

1. & RBT A E RADIUS server AR FIVMER Y], AERS %, 9k 4%, aaa #
HEE R

switch (config)#radius-server key 0 test

switch (config)#radius-server authentication host 192.168.1.252

switch (config)#radius-server accounting host 192.168.1.252

switch (config)#aaa-accounting enable

(
(
(
switch (config)#aaa enable

switch (config)#aaa group server radius radius_aaa_1

switch config-sg-radius)# server 192.168.1.252
switch(config)#interface vlan 192

switch(config-if-vlan1)#ip address 192.16.1.254 255.255.255.0

switch(config)#free-resource 1 destination ipv4 192.168.1.252/32
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2. portal 54~ Portal IjgE. ALE Portal Server x5 #5515 .-

Switch (config)#captive-portal

Switch (config-cp)#enable

Switch(config-cp)# nas-ipv4 192.168.1.254

Switch(config-cp)# external portal-server server-name abc ipv4 192.168.1.253
Switch (config-cp)# configuration 1

Switch (config-cp-instance)#enable

Switch (config-cp-instance)#name helix4

Switch (config-cp-instance)#radius accounting

Switch (config-cp-instance)#radius-acct-server abc99

#radius-auth-server abc99

Switch (config-cp-instance)#redirect attribute nas-ip enable

Switch (config-cp-instance)#ac-name helix4

Switch (config-cp-instance)#redirect url-head http://192.168.1.253/a70.htm

(
(
(
(
(
Switch (config-cp-instance
(
(
(
Switch (config-cp-instance)#portal-server ipv4 abc

)
)
)
)
)
)
)
)

3. & http-redirect-filter AL

Switch (config)#captive-portal

Switch (config-cp)# http-redirect-filter 1 domain test.permit.com
Switch (config-cp)#configuration 1
(

Switch (config-cp-instance)# http-redirect-filter 1

4. i EJFJE portal Tijf:
Switch (config)# interface ethernet1/2

Switch (config-if-ethernet1/2)#portal enable configuration 1

EEE, vTLLE AR client YIRS T A A4 U5 1A “test.permit.com”, A" RE IE % B E 7]
IIE, Vil HeHhl, MIARREE E A .

13.6.4 http-redirect-filter HE4k #5 Bl

TEAF A, W KI http-redirect-filter DIRETCVAEIEF AT, AT LR R 1H P4 220 3%
e P E UL AT AR P9 25 15 55 U5 0] 19 44 DL 5
= DNS server [t & & B 1EM, A8 LM I B 18

@ captive-portal configuration | http-redirect-filter iy &S & .
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13.7 Portal R4

13.7.1 Portal L5

MAC AIER &“—JONIE, 248 H"H PR S IFE 7 MAC PRIEAE, HFE
& i Portal TUH GIIINIESS , 522 H 7 st ] LAAAE R R A B

T SRBUKE M P MAC PUEVIE, 242048 A B 1 %5 25 R R A7 MAC 462 1fE 2.,
HH A SNSRI, WA RFENIIM, X —HF 0 SEI T RN MAC PR IE S £,
T P BN 48 I AN RT3\ B 2 2 A RS EAT IAIE, Rt FR A Portal T/
FNIETT .

13.7.2 Portal TREAIECE

1. JFR/2H mac Pud G Dh g

e iR

captive portal config #&=

fast-mac-auth s TN N
5 8% A mac PLsAEThfE .

no fast-mac-auth

13.7.3 Portal TTE&125445]

BT T EIR, K sl L

1. PC, H it s #blEe N 4% .

2. AL, S T RABA, AT RL HAh A L

3. M&5ds, Hrhads.

MAC 4F5e k%5 2%, FT0RAF 3 £ MIE @ 1285 MAC Hbtik;

Radius k%5 %%, HTXIH P #E47 portal WAIEAT T 2%

Portal k5545, F 1% H 4T portal IAER i ;

MAC #7E il %5 #% . Radius IR %5 %5 portal iR %5#8 7 Lhjg — & &, MAC 485 Il 55 4% /2 1
Radius il 55 L A9 JE .
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Radius server
192.16.1.26

MAC Binding
Server

Public

PC switch network

Portal server
17.16,1,26

172

RN D RRMEATRCE -

1. BAMEEN T 2REETEE RADIUS server #HRFHAEZ S, NIEIRS S, 1157
Mk55 2%, aaa B E(E S

switch (config)#radius-server key 0 test

switch (config)#radius-server authentication host 192.16.1.26

switch (config)#radius-server accounting host 192.16.1.26

switch (config)#aaa-accounting enable

switch (config)#aaa enable

switch (config)#aaa group server radius radius_aaa_1

switch config-sg-radius)# server 192.16.1.26

switch(config)#interface vlan 192

switch(config-if-vlan1)#ip address 192.16.1.50 255.255.255.0

switch(config)#free-resource 1 destination ipv4 192.16.1.26/32

2. portal S£%1 F Portal ZhAg. Ft & Portal Server I %5 #5515 2.:
Switch (config)#captive-portal
Switch (config-cp)#enable
Switch(config-cp)# nas-ipv4 192.168.1.50
Switch(config-cp)# external portal-server server-name abc ipv4 172.16.1.26
Switch (config-cp)# configuration 1
Switch (config-cp-instance)#enable
Switch (config-cp-instance)#name helix4
Switch (config-cp-instance)#radius accounting
(
Switch (config-cp-instance)#radius-auth-server abc99
(

)
)
Switch (config-cp-instance)#radius-acct-server abc99
)
)

Switch (config-cp-instance)#redirect attribute nas-ip enable
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Switch (config-cp-instance)#ac-name helix4
Switch (config-cp-instance)#redirect url-head http://172.16.1.26/a70.htm

Switch (config-cp-instance) # portal-server ipv4 abc

3. M portal TLEH:
Switch (config-cp)#enable
Switch (config-cp)#fast-mac-auth

4. %l FJFJE portal Thfg:
Switch (config)# interface ethernet1/2

Switch (config-if-ethernet1/2)#portal enable configuration 1

FH A 85— Uk 7 1] ) 4% 75 22 portal 1% AIE, 2 J5RIAT LA portal Jo/2H1AIIE

13.7.4 Portal o nHEHE 5 BY

8 F Portal Jo/EnDh figid B b @ 21 e @, E R S A A2 LR R RS 3
= BEEH OIS captive-portal TiE;
= BE&NCHE mac POENIEYEE:
= BB mac PREIIEDIREE R AR EME R LT RZHI TR T app R,

13.8 Portal k4

1E H AT Portal SEhrdd MR, FAAERXFER— AR, H3ANE& S Portal k5548
RS T, 2@ RO P ok B2, CAAEZ) Portal F P GikIER N2, A&
Portal 45 #3(5 EA—SER T PR E R IXLL I G o 45 WX 2502 75 7 ARAS FH 38 7 SR AR K
A,

BEx; BT, portal M AEDhRESE Mt T — MRIF MR T, fE Portal k55 &5 EiE
radius IR %5#8 oL IEH TAEMIEN T, 1k C@rEge P 358 o] DLIE &8 FH 4%, B 7588
AT UL BB N, (Rl Portal #6%F X 43 portal server #t/E#ll radius server 64 .

13.8.1 Portal Server 4= Ifg

13.8.1.1 Portal Server k4448

Portal server #b A= DhREN R EE: LR BRI Portal AR554s, 4800 B 2 LK Ak
SRS E N UP, IR N % (N AJECE) MPEAS A A NAS 5 Down RAS GEADIR
), BUEMZFIAERT], foF Portal F A AR AGERN AT U5 7 W25 558, R IEIRAS
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SR Trap A5 SA0H 2 o 5900 B AR 55 88 AT AR, IR RS54 Up RAEGAMIEIRED,
FHFOIT R MG AERR S, A SRR UIERH 7R 2%, FEARIRSIE R HEMN Trap.
MR Portal iz 55 #3 RS B BAR S 7 JO2 3R TCP &4 A #e Ml e i
Portal x45#5 ¥ portal /il 55%ii F1(BR1A 2000, nIPCE)A G TCP M4k s o i v ) 5%
IRIERZS 2511 portal RS CLHF S, BRI — IR Th HAR 588 ATik CIRAEN Up)s #i%
B2 IR — VR ER I R
PRI ) 39 S e R A R K i iy 447 AT DAC B R PR 2 ] P osf 1] [ B, 0bt ] B
FRGTRIN FE o B IR 2R LR 2 4 W IR 55 48 AN T 2K T 0 228 3 )32 B2 ) R LI
— AR RIS — 7€ N AR S5 28 AN 0TI, 11 75 2 75 7 A I 2 UL P TR 2 75 T8 3 T 2 1)
I KRN R, IR B MAE WA RSS2 A Rk, B AR B, 43R s =,
WES ESEE . PRI JE ] K s R PRI R Wk B vl Lhad iy 2 3HEA T
JIR 55 25 AT IS IRZS AL A AN PR ARAS N kR G =AM R4, 87 B 0 W] DUd i e B ke 4%
® ik Trap: [MME RS K% Trap %% . Trap {5 EHid 3 1 Portal Ak%#% 4
DA B AZ IR 55 2 IRAS COE 1 J5 BRIRAS 555
® RixHZE: ﬁEliEE%%%Zil_Eli% B El?ﬁ%%ﬂﬁﬂ%? Portal %5 #4544 LA &
IR S5 RS SR TS RS SE(E
® Permit-all: %<} Portal ¥64=, ?%ﬂ<f Portal % #5 A~ ik (down) W, #THHL
i Portal tAIE, fuvFATA Portal FH P Uy ] 9 2% B .
IR 2% 25 MAS T IS IR A AR N P R AS B gl & G F = AN, oAb k% Trap FkE H &R
AT E PR, <M Portal 64 R GLam HI AT I -
® Kk Trap: [MME RS K% Trap %% . Trap /& EHid 3 1 Portal k% #%4
DA B AZ IR 55 2 IRAS e 1 J5 BRIRS S5 5
® RixHZE: ﬁEliEE%%%Zil_Eli% B El?ﬁ%%ﬂﬁﬂ%? Portal %5 #4544 LA &
IR S5 RS SR TS RS SE(E
® LM Portal #4:: Portal H&R%%Ejﬂ—ﬁi (up) K, %Ei% VAP (1] Portal \iF
Ihig, #r ELRMH LB Portal YGIE G A BEDS 7] 48 B IR

VER: Portal #62E H AT R aEsLHUHT IHH P U5 M NS A 25, 21 P ik iEw 2R,
H At Hoth 5 k47403, 4045 portal server K52 UP, BN &K Fami] T2, RE
P A E IR .

13.8.1.2 Portal Server k4 FE AR E

Portal ¥k D g F 58 AR B 7 41 :
1. FT7F Portal BE2EThaE, FEECE SR & HAFN G K 2 WOk £
2. R Portal AR5 2810 Y ANEEDRES .

1. ¥TJF Portal BE4EThAE, FFECE RN PR K RBIK
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s

i RE

Captive Portal 4= 5Bt & A& 5%

server-name

[retry
<retries>][action {log | permit-all | trap }]

portal-server-detect

<name> [interval <interval>]

no portal-server-detect server-name

<name>

JFJa Portal J64EThAE, FERCE (RTE) R
P e R R BRI R 25 3 R A R AR A b
3R . Zar 41 NO fiv4 5 ] Portal %
ATy RE.

2. &% Portal R 3B I AANERRS

%

iR

R S

show captive-portal ext-portal-server

server-name <name> status

27 Portal 42 Ik 55 23 RS o

13.8.1.3 Portal Server k4 At B 25451

PC

switch

12

Radius server
192.16.1.26

Public
network

Portal server
17.16

P 13-7 Portal Server #E4= 1 #7245
n EE PR Eh, 7E Portal server IEW FIIARITE LT, 257 i B4 A] DAEAT IR &
(1] Portal WIEJ5 B A4S . 24 portal server 4% £ g5 41838 1A # ATL 1B 1) B 2% T I T
WRAZ B A WA T A Portal B84 Thig, % o ok AIE B2k . W RAZHALIF S Portal
WAETRE, ZHMLERER I E] Portal server AT, #t 28 8 Portal 364, & kA
FEYAEH AT LAVT ] 2% . a0 iR % i /E Portal server Wi TRk C 4@ UGE, HAS%

BIREI, PR AT LAYS A 2% o

13-21




RETIREERIE % 13 & Captive Portal {AiE

HARR B E QT
1. 2R TACE RADIUS server #OCHIVEE ], INIEARSS &%, 1T 92k 55 4%, aaa i
ERERSY

switch (config)#radius-server key 0 test

switch (config)#radius-server authentication host 192.16.1.26
switch (config)#radius-server accounting host 192.16.1.26
switch (config)#aaa-accounting enable

switch (config)#aaa enable

switch (config)#aaa group server radius radius_aaa_1

switch config-sg-radius)# server 192.16.1.26
switch(config)#interface vlan 192

switch(config-if-vlan1)#ip address 192.16.1.50 255.255.255.0
switch(config)#free-resource 1 destination ipv4 192.16.1.26/32

2. portal 3241 Portal Zhfg. ECE Portal Server R %5 #+ %15 B

Switch (config)#captive-portal

Switch (config-cp)#enable

Switch(config-cp)# nas-ipv4 192.168.1.50

Switch(config-cp)# external portal-server server-name abc ipv4 172.16.1.26
Switch (config-cp)# configuration 1

Switch (config-cp-instance)#enable

Switch (config-cp-instance)#name helix4

Switch (config-cp-instance)#radius accounting

Switch
Switch

Switch (config-cp-instance

config-cp-instance)#radius-acct-server abc99
config-cp-instance)#radius-auth-server abc99

#redirect attribute nas-ip enable

Switch (config-cp-instance)#ac-name helix4

Switch (config-cp-instance)#redirect url-head http://172.16.1.26/a70.htm

Switch (config-cp-instance) # portal-server ipv4 abc

(
(
( )
( )
( )
( )
( )
( )
( )
( )

3. ME portal 64
Switch (config-cp)#enable
Switch (config-cp)# portal-server-detect server-name abc interval 600 retry 2 action log

permit-all trap
4. il EJFJE portal Tifg:

Switch (config)# interface ethernet1/2

Switch (config-if-ethernet1/2)#portal enable configuration 1
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DL b3t FE, Portal iR%-4% abe 485 3] CP instance, FCE T %1% IR %22 iR Th6E,
YRR [B] B IRF 1] )y 600 FP, 7 FELSE — AR J e, TR 3% AR S5 28 AN AT A Trap 15 AT H
BER, FETIF Portal #64EThAE, FUVFARNIER 5 in] 4%

13.8.1.4 Portal Server ¥k HE4E 5B

TEREAH, AR EL Portal 264 DhREANBE AR, AT LR Ak 2 20 2%

& show captive-portal ext-portal-server server-name <name> status & & Portal server
[) Detect Mode /& 754 enable, W% enable, 4% H H J& % Portal server ff]ik
AThRE, FEITE

& IR Portal £ETNREC LT )R, K7 Detect Operational Status FJRZS & 754 down,
RS RSN down I, AETNREA & E 3.

= 1% Portal R %5 85 KRS C 48 down, IEAE DB SR AN A R0, W RE B B0 T Il 8,
RS LR .

13.8.2 Radius Server Jk4E I fE

13.8.2.1 Radius Server ¥4 A25

FTF radius server JAETHEELL G, 24T A 1 radius YIF RS 25 A Al AR, A4 ThfE
20, M) portal TAER 7 i A S BT o 43I0 B A E AR 55 28 BT vl IA B, MR X 6 2E
B i SGHT R R B B AT R T
13.8.2.2 Radius Server b4 AR B

Radius server #t2E TR FE AR & 751
1. FTJT radius server ¥4 I g
2. BLE X radius server 3E4T AT A P A I ) JE 3

1. $TFF radius P4ETHEE

ik fERE

4 Jm e B AR K

radius-server escape {enable | disable } | JF)5 radius server 4 TFE.

2. MBSt radius server AT Ak R M ) E #A

ik R

4 Jm e B AR K

radius-server escape detection-interval | fii & %I radius server k47 AJ ik P4 £ (1) &
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{default | <second>} 1, AN 180s.

13.8.2.3 Radius Server 4 it B 2445

Radius server

Public 192.16.1.26

netwo rﬁ

PC
Portal server
1/2 17.16,1.26
& 13-8 Radius server k4= I i #7245
BARRIBCE IR
1 4tz NaC & RADIUS server AHCIAIES A, RS 2%, 25545, aaa B

LHER:
switch (config)#radius-server key 0 test
switch (config)#radius-server authentication host 192.16.1.26
switch (config)#radius-server accounting host 192.16.1.26
switch (config)#aaa-accounting enable
switch (config)#aaa enable
switch (config)#aaa group server radius radius_aaa_1
switch config-sg-radius)# server 192.16.1.26
switch(config)#interface vlan 192
switch(config-if-vlan1)#ip address 192.16.1.50 255.255.255.0
switch(config)#free-resource 1 destination ipv4 192.16.1.26/32

2 portal 5261~ Portal Zhig. Ft & Portal Server k%5 #5515 &
Switch (config)#captive-portal

Switch (config-cp)#enable

Switch(config-cp)# nas-ipv4 192.168.1.50

Switch(config-cp)# external portal-server server-name abc ipv4 172.16.1.26
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Switch (config-cp)# configuration 1

Switch (config-cp-instance)#enable

Switch (config-cp-instance)#name helix4

Switch (config-cp-instance)#radius accounting

Switch (config-cp-instance)#radius-acct-server abc99

Switch (config-cp-instance)#radius-auth-server abc99

Switch (config-cp-instance)#redirect attribute nas-ip enable

Switch (config-cp-instance)#ac-name helix4

Switch (config-cp-instance)#redirect url-head http://172.16.1.26/a70.htm
( )

Switch (config-cp-instance) # portal-server ipv4 abc

3 M # radius server b4
Switch (config)# radius-server escape enable

Switch (config)# radius-server escape detection-interval 120

4 I _EJF S portal Thig:
Switch (config)# interface ethernet1/2

Switch (config-if-ethernet1/2)#portal enable configuration 1
PL_E L FRAERE 120s N%T radius server 47 & S 1 Al ik PRI

13.8.2.4 Radius Server ¥4 Hi4k E5 B

EEAF, WS A radius server A THREAER, AT LKA R H 16 &5 5§
= KA ESFFRE T radius server ¥64E IRE;

&  WRITE T iZIkE, Bt show aaa config 35753 Retransmit Al Time Out iX % 15 2 ¥l ,
SR JE R C B 1Y detection-interval & 75 K T-(Retransmit+1)*Time Out Fr3f43 148,
FANT, kAR 2R

= 4 show aaa config &7~ Is Server live by radius escape function =0 i B k4 A, {2
FDIREAARL, WFHER G5 TIImAL .
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