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BIE L3IHRLE

MR = 25 R DhRE . =R R B = Rk 3 (P IR30) 5 VLAN BEATH#
Ko IRFPHRE T 1P H bl T IR, AR MR R 1P RS, SR A Ok
MR TR, AR AR 4 R R X A SO, Wk P RSO H i ik A AL
AR AT B AR ABURE AR SCAT AL A N1 FUAGE 25 o AT HebL T LA A 5
\P IRSCHEATH R, AN A 7 ip AT L R A g i k. b, bl i ]
KRAFA AN EBATER TN, S i iR A7l (R E TR RN MEBd .

4 ARER R R EE K el (ML e B B D AERE R R PAEAE T, R AR
A AR T, IERRSETT T ] AR, I LR B e 5 .

1.1 =FE#0
1.1.1 ZE80ONSH

FEASHAL AT LA = 22 11 =28 R 2 SE bR 3 11, e e — SR L .
SEFELRAE VLAN B3l O, =R RS — A4 R H CENTA)E
T~ VLAND, ABAB AT IR EAT ) — 20 . =2 Na S 2w nh, HEEbE
N UPCIRES, =202 UP RS, UG DOWN RES . AL I A7 I = 28 1
B — A MAC S, R bk e = 24 DO R WSS ML IR 7 1) MAC Rl
U =23 =R R, 7R =240 EnJ DARRE 1P sihik, ASHelny DA I A
BAE =R B IP ik, 5 HE AT IP AL . A HLR AT DLAE R [R] ) = R
H 2 [ % 1P PR 3. Loopback #2148 )8 T =28 11,

1.1.2 ZERENORE

= RN EATS T
1. Gl = )20
2. B =R E
3. Mit'® VLAN % O iid
4. {TIHFEEKH] VLAN $:H1
5. VRF Fit &
(1) AVEVRFEA], FEEAVPNSEGIRL K]
(2) BCEVRFEGIFMRD (A1)
(3) MUEVRFEFIMRT (k)
(4) MCHE VRF S 54 1 OCHE
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P1E LI3HRRLE

LA =R#&N

IS A
fi 2

fifRE

42 R E A

interface vlan <vlan-id>

no interface vlan <vlan-id>

g —A VLAN $110 (VLAN g T =
FAEID ;. A4 no EE S BHERAS L
BIE VLAN #2110 (=280,

interface loopback <loopback-id>

no interface loopback <loopback-id>

11—~ Loopback #% 111 3f-#E A\ Loopback
FEAEERBK; A2 1 no B A MR
SE ] Loopback #2171,

2. RE=FEHIKHRE

AN
iy &

R

VLAN $ e B A5

bandwidth <bandwidth>
no bandwidth

il & interface vlan [f)i7 56 . Ay 21 no
4 K interface vlan F75 555 A BRI
fHi.

3. B2E VLAN BO#HR

PN
fi &

it e

VLAN 45 10 B 5 2

description <text>

no description

1% VLAN $2 L (s B

4. FTITERSKHM VLAN #0

PN
fi 2

it e

VLAN $ e B A5

shutdown

no shutdown

FIIFE G M) VLAN $#21,

5. VRF L&

(1) GUEEVRFSLA], FFdE ANVPN SR

(2) BlEVRFEHIFRD  (AJi%)
(3) BLEVRFEHIMRT  (nfik)
(4) BL'E VRF 5249 542 1 OCHk

PANA
IJIJ/7\

fifRE

4 JRBe ER

ip vrf <vrf-name>

no ip vrf <vrf-name>

il
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VRF it &4

MCE VRF SEI) RD. SO N ARG d

rd <ASN:nn_or_IP-address:nn>
RD.

route-target {import | export | both} | FLE VRF 5411 RT.
<rt-value>

no route-target {import | export | both}

<rt-value>

O E R

ip vrf forwarding < vrf-name > Bi & VRF 5247 54 1Ok
no ip vrf forwarding < vrf-name >

ip address <ip-address> <mask> Pic L B LR FA DY 1P Hiudik

no ip address <ip-address> <mask>

1.2 IPECE

1.2.1 IPv4, IPv6 f+48

IPv4 S AERIE H R R PSR S BT ARCAS . SESIER, IPvA R & TP Al fird
M AE T80, HAE R 28 B R EZ RPN TAE. R4 1Pv4 [ 20 4l 80 FALH]
AL LR L TR S g, (B2 IPvA IR 2SR W I THE, — R R B H A BRI .
SR, BB DRI 04 At 15t 5 DRI P99 2 FH I 45 1 e AN T o RORRE, 1PvA 75 DRI I (1 H
AP RRASE 5 B 2 PR T T O R e He A 2 2 Ak

IPV6 #5112 T SR /SRR, & HT IETF BEEHI R — R B 3L, LB LA 1
HIEMBRCEE VR (IPv4A). IPV6 &L 0k th IPvA AT FF A& ok,  LAELE RS M fig
R R

IPV6 JIT i v (1) fi T (e SRl S 48 1P kb (80 . IPvA Mbhl LT AGSE, i R k4 T
JU U ZIAEANRT LU LT 808 1 o BEAE T 200 ] 1P Mk i PRURr 19 e 455 B D v es ORI
DRI I (4 S i . K2 /NP A NG L IP AR S TR IR S5 45) ANKKEmEL, 1P M
HEFRELE T B K . AT ETTAE TR v 1Pv4 Sk S o) 8, SR & PR IE KL
IPv4 JERBAR IR A, LA G FE I 4% bk ¥4 46 (Network Address Translation, f&jF8 NAT)
MRS H (Classless Inter-Domain Routing, f&j#k CIDR) Z5F K.

H IR CIDR. NAT AT bk (1) 20 5 B I G2 A T 1PvA itk () Sk (1) ) (L, {HJ2 NAT
FORWEIN T 1P Bevt47) 2 o B i A, A Ay 9 8% o ) 1 A FR) B FH e o 0 S IR R A
PPIRAS, RORHGIN T & GBS, FRAIC T 2 PEfE o 1y L 19 28 Hicths o, i bk AR B BELAS: 7 ity 380 i
[R5 e A PER Y, W1 IPSec YAIEFR Sk (AH) gl — /Mol 1.

R, B AR IPVA AAAEIEZ 0, IETF Wit N —AR LB M B IPV6 L4 K
Sy H HTHE— AT AT IR T S
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56 IPV6 DML 128 FUAF I g hk 7 58 BEA ORATE IR [ A0 25 [A) Y N D 4Bk 1P 41 i
PO A ERME— () 1P Muht. iy H, BR 7R b A [m LAAE, IPve &%) IPv4 (I ETFZ
AT T it

JA A SR I TT AT B T 2R, AR TR AR I AR T, i TR iR S A
/MRS Ipy & AT E i1 e

IPv6 A0 kT AL IPvA SEATR0%, Bl B D, 2t 1AL RS A, Aiim ik 1
B IPV6 UK AL ELE S . A5 IPV6 Sk, 23 B B RN TR R B I, B AR
St RN PO O LA o A AR EE, AR MTU A BN LH B R B s CAE, $E
T B AR AL B

TREHAE A B E S RERN . IPve Rl A SIECE ShREAE KR 1P ENLRER AL K
B 2% i eg, IF AZhSRAG Bk 1Pve Huhl, JXAEFIH 1Pv6 RURF A ¥ 2% HL 4% 1 B
FHENFRFE o B 2R S D) B s A ) 4 1 58 G bk AR £ S N Ry SR, [ 4508
AT £ 88 577 {6 1 A RN — SR 1 21 5 AR A R R A 4

X FF IPSec. IPSec {t IPv4 HONRIIEDL, T4 1PV B3 W& a2 SEBLE) . 1Pv6
PRt Ty ALk, REMSHRALE Wivy I LA I L B e R A 3 1) 24 IR 5
M TS . BAE R 3L T 2% (VPN) St A8 15 s8Nz 5

BRI #%35) IP (Mobile IP) SN vHR AR 76 IETF dadEd s X 1P i)
WAL BB A0 I B AT R v B i 5), XM H R EZE WM DgE. 5 1Pv4
ANEE, 1PV IR Sh 2 H N E B Bh L E SR A ik (Care-Of-Address), Rt
T ACHE (Foreign Agent).  IEAb, X #4315 15 2 (Correspondent Node) fE
g 5% 57 5 (Mobile Node) HHHAT, MIMEE L T 7L IPv4A Hp T 22K ) = A1 B (I FE )
WHNRGTITRY . HERIE, 75 IPv6 1, B3 IP ABIRER K R .

G P 2 ke (NAT)IE ] o NAT ALHI 51N A T AR R 09 2% X B2 ] A==
RIVE A FH AR ) ) k23 8] o SRR LHIFE RTINS S A T IPv4 kb Sl ) 3R [ B, 04 I 4%
W 5N RN 7 AP B i, i F IPve M RE S KB I, e
PRUEAT M HE A #, NAT H520 R ) 5 R G Bl i o

SCHF]TIZ B T B R FE . IPVE DRIFIETE T R ILAT A R M G i Cinterior
Gateway Protocols, f&i# IGP) 545k Kl (Exterior Gateway Protocols, fifix EGP)
fS2EE, B, RIPng. OSPFV3. IS-ISV6 5 MBGP4+ %5 IPv6 i 1 1Hi3

A FE I BRI I, RTARR I SR T . 1Pve B T R ThRE, AT ALRRNLEIK
AEFEAPVA 1)) REDIRE, MY T S TE, T HAR S T SRR

1.2.2 IPECE
AT LUK =5 LI 1PVA B2 15k 1PV6 1.

1.2.2.1 IPv4 H#ihlie B

IPV4 it EAT-55 74 :
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1. BE =201 IPv4 ik

1. ERE=BEEON IPv4 il

i & iR

VLAN 45 0 5 2

Bl VLAN #2060 1P Hudik; A
A1 no #EE AR VLAN $2
1P Hudik

ip address <ip-address> <mask> [secondary]

no ip address [<ip-address> <mask>]

1.2.2.2 IPv6 Hehl-fig &

IPV6 ML &S5 0
1. IPV6 JEATE
(1) FEHN IPV6 Hitik
(2) BB IPV6 i A
2. IPVv6 2 Jm R E
(1) PCHE DAD 4BJmif kg B4 H
(2) B R 408 J 1 S o TR B
(3) flifg HEIEH A A
(4) MCE H 3 A & A A7)
(5) LB Fh 25 2 P g5z /) A] g )
(6) LB Fh 25 2 P g5 K [A] g )
(7)) BLERRA LS
(8) W B A A0
(9) VEBRARJE R I
(10) BB RIEH H A E 1K hoplimit (&
(11) B RIEEE B AR 1) mtu {H
(12) WERIEH H 2~ 211 reachable-time {E
(13) WE RIE M H A1) retrans-timer B
(14) BB RBRHEE B2 AR AR E B2 75 B dhepv6 3R
(15) B & bR iR abE B2 5 B dhepv6 $RHK
3. IPv6 B&iE AL E
(1) Bz /b 1
(2) A E Rz A
(3) P B fxIE Y
(4) fcERzE H )
(5) it pgiE ~—Bk
(6) M E bEIE A
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(7) Mo B FEiE

1. IPv6 EAKE

(1) BE %10 1Pve Hiht
T fiFt R
e B AR

ipv6 address

o' IPv6 Mk, AT RI SR A e nk kL,
Al pishit, AbiERAE. A2 no
BAE I MIER 1Pv6 Hhdik.

<ipv6-address/prefix-length> [eui-64]

no ipve address <ipv6-address

/prefix-length>

(2) WE IPv6 A

i iR

4R Be ERC

ipv6 route <ipv6-prefix/prefix-length>
{<nexthop-ipv6-address> |
<interface-type interface-number> |
{<nexthop-ipv6-address>

<interface-type interface-number>}}

dist
[distance] BUE IPV6 MBS . A4 no 1

no ipv6 route
P 5 1PV6 A .

<ipv6-prefix/prefix-length>

{<nexthop-ipv6-address> |
<interface- type interface-number> |
{<nexthop-ipv6- address>

<interface-type interface-number>}}

[distance]

2. IPv6 & F R BB B
(1) ¥ DAD 4 i kil B2 H
i R

2 1 g A A

R L AT A AR I I, S H AR
J s SR B EH s A2 no BRI ERIA

ipv6 nd dad attempts <value>

no ipv6 nd dad attempts

i (1.
(2) Mo RIRAR 1t R Y S A F
S fiFRE
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P1E LI3HRRLE

2 1 g A A

ipv6 nd ns-interval <seconds>

no ipv6 nd ns-interval

BB 1RO AR 7 SR B (K I o) (o) B o AN iy
21 no BAEAMEENE (1R

(3) M AR bR dds A

AN
iy &

R

e T AL

ipv6 nd suppress-ra

no ipv6 nd suppress-ra

A 0E IPv6 g A, A4 no B:A4E N IT
i IPve B Hias A .

(4) Bt A

AN
iy &

R

2 1 g A A

ipv6 nd ra-lifetime <seconds>

no ipv6 nd ra-lifetime

HCE B 2R A 5 AR AR, Ay A1 no BRAE N
PREERINE (1800 )

(5) P E it i 2 T g /) [ gl I 1)

fir% ki
2 1 A
ipv6 d in-ra-int |
Py " MIN-TANEIVAL | et 1 i b 5 24 25 608 BB A %
<seconds> o R

. . . 1] no #AE Ik ERIAME (200 F)
no ipv6 nd min-ra-interval

(6) e P i rh o o 7 i K ) G P 1)

fir iR
Fe O E A
ipve d -ra-int I
P " MACTATIETVON i e 8 24 45 O ORI T W A &
<seconds> o L
_ _ 1) no FRAENIKIZERUE (600 7 .
no ipvé nd max-ra-interval

() BLERIR AT SH

AN
iy &

R

2 1 g A A
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ipv6 nd prefix
<ipv6-address/prefix-length>

<valid-lifetime>

<preferred-lifetime> [off-link]
[no-autoconfig] BOE B A A S LT R A S S5, A
no ipv6 nd prefix | @1 no A Ay MERER i 5 f bl HiEs .

<ipv6-address/prefix-length>
<valid-lifetime>
<preferred-lifetime> [off-link]

[no-autoconfig]

(8) BLEFHARL ) KIN

i R

e T AL

ipv6 neighbor <ipv6-address>
P ¥ P BB AAEEI, AR 1PV6 Mk, MAC

<hardware-address> interface
Mo, — 2.

<interface-type interface-name>

no ipv6 neighbor <ipv6-address> | MRS w5

(9) T ERAR SR I

[ike il RE
R B A
clear ipv6 neighbors T BRI A A A R I

(100 BEERIER 22 75 (1) hoplimit {5

T iR
P e E R
ipv6 nd ra-hoplimit <value> W RIL I B 2 15 ) hoplimit {8 .

(1) BEERILH A mtu {6

i iR
e O E A
ipv6 nd ra-mtu <value> WCE IR B 2335 1) mtu {i .

(12) WE R A5 reachable-time {H

i R

2 1 g A A
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P1E LI3HRRLE

ipv6 nd reachable-time

<seconds>

BRI A 25 1) reachable-time 1H .

(13) W'E RIEH H A5 retrans-timer {1

PANA
IJD/7\

fRE

e T AL

ipv6 nd retrans-timer <seconds>

BEE R LS A 2517 retrans-timer {H .

(14) BeE b RER AT B2 AP AL ARE B2 75t dhepv6 3kHR

PANA
13]?1/7\

fiRE

e T AL

ipv6 nd other-config-flag

LT A % |  F=A  a N £0 JO  1 [=  N e ol B
DHCPV6 3XH% .

(15) BB A HHLNEE B2 B dhepv6 3R

PN
fi 2

iR

2 1 g A A

ipv6 nd managed-config-flag

PR hEE BE 75 B DHCPV6 3KHX .

3. IPv6 B ERE
(1) GY/IEREEE

PANA
IJD/7\

R

4 JRBe ER

interface tunnel <tnl-id>

no interface tunnel <tnl-id>

QI — 2 BB . Ay no B 0 IHER— 25k
i,

(2) WEREIERE

AN
iy &

R

P 1 P B

description <desc>

no description

e FE PR TE H3 , A1y 2 1) no A I BRFEE A

(3) P& FEEYH

iR
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P1E LI3HRRLE

<ipv6-address> [

<interface-name>}

no tunnel source

tunnel source {<ipv4-address> |

Jic B B s IPvA/IPV6 Huhil, ol fo Vg iE Y
HUE O3 IPvA/IPve Hihik, Adr4i) no #
A A I s 3 5 it (1Y) 1PvA/IPV6 Mtk sl 5% i
B4,

(4) Pic & REE H )

IJD/7\

fRE

Ik T2 T P A

tunnel destination
{<ipv4-address> |
<ipv6-address>}

no tunnel destination

B b H R e IPv4a/IPve Hilib, ASdy A1
no #AE K IR FEIE B 155 1 IPv4/IPv6 Mt

(5) MlEFEE F—Bk

IJIJ/7\

R

Ik T2 T P A

tunnel nexthop <ipv4-address>

no tunnel nexthop

Mo EREE N Bk IPv4 Huhib, Aay2 1) no #
YE A MNBRFEE IR —Bk IPv4 Huhl,

(6) Mo EFEiEfis

P
fi 2

iR

ok P A

tunnel mode [[gre] | ipv6ip [ 6t04 |
isatap]]

no tunnel mode

P B REIEAE, A4 no Al i BREEE
o

(7) P B FEE

IJD/7\

R

4 JRBe ERL
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ipv6 route
<ipv6-address/prefix-length>
{<interface-type

interface-number> | tunnel
<tnl-id>} T PR T % EH AN A TR o BRAE A N R B i
no ipve route | H.

<ipv6-address/prefix-length>
{<interface-type
interface-number> | tunnel
<tnl-id>}

1.2.3 IPHC B 254
1.2.3.1 IPv4 BB =45

Switch2

PC2

\i Switchl

K 1-1 IPv4 L7 2= 45

A FRCE Tk 7E switch 1 1 switch 2 _FECE AN [E M EL (1) 1Pv4 Hihik, Pl ¥
i, FH ping ThAELAE T IATE
& DB
1. 7€ Switchl L& A vian, 4354 vianl F1 vian2
2. 7 Switchl ) vianl WL 'E IPv4 Hihl 192.168.1.1 255.255.255.0, 7£ vlan2 Wit
B IPv4 Hiik 192.168.2.1 255.255.255.0
3. 7 Switch2 it &P/ vian, 4354 vian2 F1 vian3
4. {F Switch2 ] vlan2 Wi & IPv4 Hihik 192.168.2.2 255.255.255.0, 7t vlan3 HHC
B IPv4 Hiik 192.168.3.1 255.255.255.0
5. PC1 ) IPv4 Huhly 192.168.1.100 255.255.255.0, PC2 [ IPv4 b hl /&
192.168.3.100 255.255.255.0
6. f£ Switchl W& ¥ & M 192.168.3.0/24 ,{t Switch2 I it & & & %
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192.168.1.0/24

7. PC ¥l I8 H. ping

e B G PCL A Switchl 7] LA ping i, PC2 F1 Switch2 7 LA ping il
EEESTIT:
Switch1(Config)#interface vlan 1
Switch1(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0
Switch1(Config)#interface vlan 2
Switch1(Config-if-Vlan2)#ip address 192.168.2.1 255.255.255.0
Switch1(Config-if-Vlan2)#exit
Switch1(Config)#ip route 192.168.3.0 255.255.255.0 192.168.2.2

Switch2(Config)#interface vlan 2

Switch2(Config-if-Vlan2)#ip address 192.168.2.2 255.255.255.0
Switch2(Config)#interface vlan 3

Switch2(Config-if-Vlan3)#ip address 192.168.3.1 255.255.255.0
Switch2(Config-if-Vlan3)#exit

Switch2(Config)#ip route 192.168.1.0 255.255.255.0 192.168.2.1

1.2.3.2 IPv6 BB =45

Fp 1.

——

—"\

‘” Switchl

1-2 IPv6 L7 Z2 5]

Switch2

F P A MG E TR #E Switch 1 F1 Switch 2 S E AN BB 1Pv6 ik, it & i
i, A ping6 DhAEHIE T IATE .
& DB
1. 7€ Switchl L& A vian, 4354 vianl F1 vian2
2. 7£ Switchl [ vlanl WAC'E IPv6 Hulik 2001::1/64,7F vian2 WIL'E IPv6 Hbiik
2002::1/64
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3. 7 Switch2 LACE A vian, 40512 vian2 fil vian3
4, fE Switch2 ) vlan2 WHEC'E IPv6 il 2002::2/64, 1E vlan3 WHELE IPv6 Hitil
2003::1/64
5. PCL1 #] IPv6 Hiufil: 4 2001::11/64,PC2 [1] IPv6 Hulil: & 2003::33/64
6. fF Switchl it & i i 2003::33/64, 7 Switch2 it & i A i1 2001::11/64
7. pc HLZIA HAH ping6
e B G PCL A Switchl 7] LA ping i, PC2 F1 Switch2 7 L ping il
EEESTIT:
Switch1(Config)#interface vlan 1
Switch1(Config-if-Vlan1)#ipv6 address 2001::1/64
Switch1(Config)#interface vlan 2
Switch1(Config-if-Vlan2)#ipv6 address 2002::1/64
Switch1(Config-if-Vlan2)#exit
Switch1(Config)#ipv6 route 2003::33/64 2002::2

Switch2(Config)#interface vlan 2
Switch2(Config-if-Vlan2)#ipv6 address 2002::2/64
Switch2(Config)#interface vlan 3
Switch2(Config-if-Vlan3)#ipv6 address 2003::1/64
Switch2(Config-if-Vlan3)#exit
Switch2(Config)#ipv6 route 2001::33/64 2002::1

Switch1#ping6 2003::33
[LMERAE B

Switchl#show run
interface Vlanl

ipv6 address 2001::1/64
!
interface Vlan2

ipv6 address 2002::2/64
!
interface Loopback

mtu 3924
!
ipv6 route 2003::/64 2002::2
!
no login
!
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end

Switch2#show run
interface Vlan2

ipv6 address 2002::2/64
I
interface Vlan3

ipv6 address 2003::1/64
!
interface Loopback

mtu 3924
I
ipv6 route 2001::/64 2002::1
!
no login
!

End

Fp 2:

e §

Swi Sw3
PC1 PC2

K 1-3 IPV6 f%i

BN \Pv6 BEIE, FH AW T ECE K. SWL R SW2 JyFEIE )5 m, SCHRRIH .
SW3 HJEIZEAT IPv4, PC1 Ml PC2 BT fH
& DB
1. 7€ SW1 LECEMA vian, 73] 4 vianl il vian2.Vlanl /& IPv6 1, vian2 %4z IPv4
o}
2. {E SWL1 ) vianl L% IPv6 Huhl 2002:caca:ca01:2::1/64, Jf H4THF RA IhgE,
£ vlan2 fit'& IPv4 ik 202.202.202.1
3. fE SW2 LALE A vian, 43542 vian3 Fl vian4, vlan4 /& IPv6 Y, vlan3 &%
IPv4 15§
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4. 1E SW2 [f] vlan4 it E IPv6 Hili- 2002:cbcbicb01:2::1/64, I HATIT RA IhfE,
7f vian3 L E IPv4 Hilik 203.203.203.1

5. 7£ SW1 ST ThEiE, BEEYE IPv4 Hilikh 202.202.202.1, fid & ELIA IPV6 #%
SEEAENEA ST

6. £ SW2 LFl'E T ThEiE, BEEYE IPv4 Hili 4 203.203.203.1, fid & ELIA IPV6 %
I REASI

7. {£ SW3 EEUEMAS vian, 4351 vian2 fil vian3, #£ vian2 LRECE IPv4 Hbhik
202.202.202.202 7 vlan3 LLE IPv4 il 203.203.203.203

8. PC1 1 PC2ifiid SW1 Hl SW2 313 2002 (T4 H A E. 1Pv6 Hubl:

9. £ PC1 I ping PC2 ] IPv6 Huhit:

FCELBRINT

SW1(Config-if-Vlan1)#ipv6 address 2002:caca:ca0l:2::1/64

SW1(Config-if-Vlan1)#no ipv6 nd suppress-ra

SW1(Config-if-Vlanl)#interface vlan 2

SW1(Config-if-Vlan2)#ipv4 address 202.202.202.1 255.255.255.0

SW1(Config-if-Vlan1)#exit

SW1(config)# interface tunnel 1

SW1(Config-if-Tunnell)#tunnel source 202.202.202.1

SW1(Config-if-Tunnell)#tunnel destination 203.203.203.1

SW1(Config-if-Tunnell)#tunnel mode ipv6ip

SW1(config)#ipv6 route ::/0 tunnell

SW2(Config-if-Vlan4)#ipv6 address 2002:cbcb:cb01::2/64
SW2(Config-if-Vlan4)#no ipv6 nd suppress-ra

SW2 (Config-if-Vlan3)#interface vlan 3

SW2 (Config-if-Vlan2)#ipv4 address 203.203.203.1 255.255.255.0
SW?2 (Config-if-Vlan1)#exit

SW2(Config)#interface tunnel 1

SW2(Config-if-Tunnell)#tunnel source 203.203.203.1
SW2(Config-if-Tunnell)#tunnel destination 202.202.202.1
SW2(Config-if-Tunnell)#tunnel mode ipv6ip

SW2(config)#ipv6 route ::/0 tunnell

1.2.4 \Pv6 HEEEHE B

o PCE RS I A AR I AN N %N T R M i A TS RN R ) B . A0 SRAHIE PC ORI
IPV6 sl i, AR RA A5 TR CERIAH R
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1.3 MEw ORE
1.3.1 IPM &5 O N9

SR ILA AW i, Bk B, bRl Ethernetl, #AFRLE XFRA
Ethernetl, /" al LM 44 interface Ethernet 1 #E A F1W & H id B . SAIC _EM
i 1, bRVE N EthernetO, ¥ /FHic & 44 FK A Ethernet0, ] 7 il LU Hl /74 interface Ethernet
0 HEANFIW i uis F G B A 3 I DK 9 Z3Ze 45 38 W9 A5 s 1 IR - W BALL Telnet. Web 4%
J5 AR AT LA T C B P

1.3.2 IPM &4 O &

P4 A Sy 1 AT 45 P A
1. RN A I A
2. TR DO A i 1D ) S
(1) HTFFBC A
(2> PECEum 1P Mk

1. FAME RO ERR

i fir R
4 e A
interface ethernet <num> TEN A oty 1 C B A5

2. IEE M B O KRB
/&\

iy

fiRE

1)
WA g 1] G A S

shutdown e e s N
I EFTIF M 1. EO IASSZRE S .
no shutdown

ip address <ip-address> <mask>
no ip address [<ip-address> | MC & B M v 1) 1P Mk
<mask>]

1.4 IP¥ R
1.4.1 IPE#ERNH

WG4 T LK 1P BRSSO A TR BN 55— A R, SR A Tl i 1h
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Tlfre AT 1P e I A P Bh 58 ey, R LK B 11 A S5 Ry ad ml AR A
R R PR R RAT AT BRI 4% o AR LASCRF AR B B SR VAR IR 3R 5 BT
ARHREAS 3L Fr v 19 B FH R TR AR 1, &5 1P R M ZE TR L, A 1P RS CR AR,
LKA A E R A0 B DL o

1.42 IPBHREEE

IP % R A EAT 55 74 -
1. FESTEHM P RS HE

1LEREREGMHERMN P BEHRESHE:

iR filt e

AR e A

ip fib optimize B B AT AU LA 1P 8% i SR A R Ay

no ip fib optimize A1) no #HAE A A HMALT AL 1P 2% 2R
G5

1.5 URPF

1.5.1 URPFA

URPF (Unicast Reverse Path Forwarding, FL880 r) 4128 ) B4l 3% 4l RPF
BRI B b, BBy RSS9 1 Y 28 B0 AT o

AR S, () SRBCR SO RV RNFE 1, SRR AEZ IR H b £E B
HH e T A R Eh s S R A B AR R RO ZAR SR N DAL IS, ATHALIU A A 141
SCHUE I OV ), T FZAR L.

J5 B B o NAR I — R A O I PR BRI SO, TR TIP ik
BE N IR B, B 2 v LS BOR BB 7 LA B 03 38753 U5 ) R AR, 5
S LA B DAL BR R 7 1] o RIS I B 4 SCAS Beads B0 B 5 7, [l 2t Feond e ok X S IR AR

1.1.1.8/8 2.2.2.1/8

Router A Router B Router C

Kl 1-4 URPF R T8
wn FE PR, fERouter A bt ikl 42.2.2.1/8 [HI3R3C, A% 2sRouter Bk A1
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3K, Router B N i SR IS ) B 1E 1)2.2.2.1/8" K 364K 3 o iX AR SC % Router BFTRouter
CHlIE R T Bt URPF HiAR T AN FAE_ RIS, BE 1 E 36 T Y5 30 0 1 ks

1.5.1.1 IPv6 URPFE4THL&

H ATURPFIIZAT HLHIKIS T A8 b8 32 L IACLI e -

B R REURPFI) e i ML AL 42 (A FIB R 4% 2% B AR Rt Y I URPF
permit ACLIIN] . URPFM™H$EI T, ACLIIMIIE R Ay A ik 19 B+ N £ £
ANFEEIVID . AN B ALYtk 9 Bk N FIBE B BRI H R Bk, AEdh A Hz HVID
X R FIB % FH A I H 42 LIVID . URPFAA BB T, ACLER I 1) 7 X ANt ot k-
B, ANBcth st bt 9 B N FIB 14 i 2 T H 10 W Bt

75 R BIURPFG : Ko 482 URPFILN, I HL A= ERIADENY ALLII R &
fift

WA LA BERE, ST AAROR, 7E K 2R Uk O, RS RIR U 0 K A BEEN
o 1, SRR A S R

H H6 M URPFIACLIUAR S ZAK, AN B &R Pl o 5t DR JS 3z Dh REAS
SEMAZAS L% B P IE 5538 AT

1.5.2 URPFEC BF45 75

1) J33) URPF
2) ¥ JH 3 URPF
3) EaAA URPF #5615 H

1) &RE3) URPF

i fifpRE
4 ey e B
f bl
urpt enable A2Js A S F1 1] URPF,
no urpf enable

2) ¥I1/33h URPF

i R

ity 1 P B A 2

ip urpf enable {loose | strict}
{allow-default-route } Uiy 13 B AR ] URPF

no ip urpf enable

3) BaMAR URPF HEER

i fiERE

R BUAE B AR
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debug urpf {notice | warn | error|} K HHTIF URPF i 1L RE, 4 URPF
no debug urpf {notice | warn | error|} R 2238 RN o iR
REACRI L B A2

show urpf SRR L )5 8 T URPF.

show urpf rule ipv4 num interface ethernet
IFNAME

SR I YRE ) 1PvA FLUE H .

show urpf rule ipv6 num interface ethernet
IFNAME

B T HR5E Y ipve BEEL H .

show urpf rule ipv4 interface ethernet IFNAME | 7~ F 482 1) ipv4 KU B4

show urpf rule ipv6 interface ethernet IFNAME | 2oR¥i 1462 ¥ ipve K041 o

1.5.3 URPFHL%I 45

SW3

E3/2 2R A5 URPF

SWi1 E1/8 E1/8 Sw2 Vian3

thE R SW2 ) 1P Huhlk:
1.1.10 $H T B

PC PC

2002::4/64 N
FHL1

EIRFRLTE /N
L PR Mg, —& SW3 _LJHZ) URPF Difig. SR M 25 N E 785
NI 1P kAT B B i, ACHN LB BT FFP D) Be B 4% 2 70 T A M Bh RS
W'E SW3 Ethernet3/3 Jii5)) URPF fi.
SW3 L EAT S5 41
Switch#config
Switch(config)#urpf enable
Switch(config)#interface ethernet 3/3
Switch(Config-I1f-Ethernet3/3)#ip urpf enable strict

1.5.4 URPFHESE 5 B)y

URPFEMII IE 1247 3R HOBURPEXS N FERE A, WRER EURPFE, &
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BLLh e UL -

o AR A ROV HAURCE 75 URPE s (URPF (IHLSCZ 2/ 1 ACL)
RRAEESF, W ACL BIRMAAE

o KW FIB RS AAEM R T, R FIB R Az e, 4 aEizimd MR
FHR ) ACL KL

o AR AR ACL RBLC, AT EUGIEXEB A R A ACL A .

o WERAEIEFRCE F, URPF AT SUUMARITUNIAN LG, 53T IF URPF (10 fE,
I HAI show urpf AUAHSG R Stz AU H LA WY A0 000 1 i 4 WL 52 7 B ) URPF R
WA IEH, JRR R ROL G BRI b

1.6 ARP

1.6.1 ARPA4H

ARP (Address Resolution Protocol) Hutibfi##rtiprist, FZHIT 1P ki3] LUK MAC
LTI RERT . AT HHLER T SCRFENA ARP Ab, SCRFFATLE . IeAh, 7R, 22t
PUE SCHF R EAREE ARP . WA AL 3 RIS ARP 53K, 108 KK 1P kil 54 1
HEAE—AN 1P WBL, (HEIATE R — BRI 2% rh, I 4 ) 7408 ARP [ Dhfg, 421
238 A 2 MAC HBIEVESD ARP IRIEIR, R 5 K Wi 380 1) S5 B Bl SCk AT 38 o Ja AR
ARP 58] LUAT R A P 3 0 2 43 SRR TR — 1P WY B ML 20 E Y 44 73 B IR 25, &8
o BATACHE ARP 5 I RARAAE— M) B 25

1.6.2 ARPECE

ARP At B AT55 741

1. FUEFHA ARP

fid & ACH ARP
HFRE#& ARP

YEFE hash 52

T ARP 0G5 B

a ~ w D

1. EEHS ARP

i & it e

VLAN #2145

arp <ip_address><mac_address> e B i ARP RI0; A4 no #5454 I
{interface [ethernet] <portName> } Fr¥e e IP Hitikf¥) ARP 2301,
no arp <ip_address>
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B1E L3FKIE

2. MERE ARP

IS A
fi 2

it e

VLAN #2145

ip proxy-arp
no ip proxy-arp

FIFLLR OAREE ARP R IIfE;
A hy AR ARP HI IS RE

A4 no

3EKRBIA ARP

PANPA
IJIJ/7\

fiRE

AU K

clear arp-cache

T BRA L2~ > B84 ARP,

4. %% hash &k

PN
fil 2

it e

42 R A

I3 hashselect [<crcl16l | crcl6u | crc32 |
crc32u | Isb>]

BCE L3 RN hash Hk, xdn & AL L
2 ARP RIGAEAEFh A7 6k, I AAE) T
ARNRIES TMEH, & e BiE
2%t 2 T M AR S 5

5. & ARP XL HHER

PN
fi &

it e

R BUT K

clear arp traffic

THRAS L ARP $RSCHETHE B

1.6.3 ARP#: K HEE#E BY

ACHALTG I PING T FLAEANE (2% B, K2 AT REAEAE R DA LI R g 2k -

R A AL 72 ) B ARP

F LU D A R I B S 2 AT 1)

1.7 13 station movement

# ARP KRe2 )3, A4 ARP G S, Mg ARP PSR SCRBCA T o
35 ARP ANfigF 2

1.7.1 13 station movement 44

IEH TSR 24 BB arp/nd )3 g, MR PE arp/nd ) SCHH 24 ) arp/nd 223001 i
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FUE R AR PC sl A 2575 sl D)4ty RIS, AT ROB B Bl ARP ST
BATVAN ARz a0, AT EB > . #1413 station movement” [ Zhfg &4 T2
RS T 1 arpind Ui R DhRE, SEHLS A, ST FEARTI AR 1), AR H I MAC
e LRI, DA IZ IR 22 A ) I 2 5 s U, AT MBI DB R I 264 SC (sre mac
MRV R 5D ik arpind P, BB ) arpind B0 G 1.

1.7.2 13 station movementit &

1. JB3h/35H 13-station-move ThEe

i & it e

42 R A

I3-station-move . b s .
Ja shak % 1] 13 station move Ifi.

no I3-station-move
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F2E PTARPHMTIRERIELE
2.1 BFARPHEHH#ThEE N A

ARP M WA 2 B Ty e T BRI B A B TR E B AL, Beh U2
FEAR ) ARP HROCTEM BN 4, IR LET BRSO RS HE T 46 1) o B Mok U
P AR REIE IS O IE K] ARP 5 ST 7 9 265 P St U B 0k, A7 000 296 7 6 W B R ST R o
1M H. ARP 1438 5 2 HAb S ™ = (0 o 07 sURHT 22, Wi a3 Bk, B 4k AT O
CUE S IR USSR 5 B o7 I B TR SC G, 4B 40 ds Mot .

HT ARP $445 26 1R 22 RN ok T ORI by, T BABS ARP 13t D ety B AT
HORE o AT ARP F14 1) B4R SR 2 4 RN By A AE7E B ARP FIRERFIE Y 0L
e RO IRk, DRI P 2% 1) 2 4

AR ORB ARP $34: JE Tl ORISET 1P, JETFui 19 ARP 493 & o1 57— BL
() A A=A s I 3 1) ARP RO s, B T IR Boe MBE, W< down itk
Ho &7 1P B arp $40 B E RIS BP9 e (e, il —mfE (RS RAED 5, fill
PEXFIZ AL ARP R 3C (LG ARP 5 R RN 38R IEH ek, HUdxti%k CPU i ik
ATBRES, I~ trap %, SEANVE B0 A ReAEAE G RO AR IR B T R (R IR
) W, PR B, sk H&, 74E trap 5%, — 20 iR (i PR 2 1) E g 2 70 42
JAAEREIET IP (B ARP $945 )5 R R, — SRIRME 20N T — R RE A e A3 PR
arp T RE T LARIN JE I B AR b 2 s o] DLE S Rl s A 3k R Dhe B ik 2 I0IRE .
IP #i 2t z Jn, HEHZICE] arp ROCH AR 2] — i PRI B3k e .

h T RS AR, nLARCE SZAE AR 1 DA 1P, ATH AN K B 5215 A 1) o
P 1) ARP #3C, IXFE 0] LA 250 ek A8 B L) £ 48

2.2 BiIARPH# L BAE% 75

1) JH3hB ARP 14T 6E

2) MoE I T AT P B ARP F13 1 B i
3) Mo B w3

4) BEFLEIP

5) HACE H 3k I A

6) WA ARP F13fiAH 215 B

7) e R S B

1) AzhBF ARP HiThRE

s AR

42 R E A
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2% B ARP T REIRAEILE

anti-arpscan enable [ip|port]

no anti-arpscan enable [ip|port]

4 Ja A sk B ARP F145 ThHE

2) WEETHOMET P BB ARP FHRBE

PANA
IJIJ/7\

fiRE

4 JRBe ERLC

anti-arpscan port-based threshold
<threshold-value>

no anti-arpscan port-based threshold

TR HE T BT ARP 54 B A .

anti-arpscan ip-based levell|level2
threshold <threshold-value>
no anti-arpscan ip-based levell|level2

threshold

PEET IP B ARP $H5 3% ARP $
SCH R R, — BEER A N
4pls, “ERINN 8pls. T ZRBIH ALK
TG

3) BLEfMETmH

AN
iy 2

fRE

S |1 P A S

anti-arpscan trust <port |

supertrust-port| iptrust-port >
no trust

anti-arpscan <port |

supertrust-port| iptrust-port >

R I L AR R

4) EFE P

PN
fi &

it e

42 R E R

anti-arpscan trust ip <ip-address>
[<netmask>]
no anti-arpscan trust ip <ip-address>

[<netmask>]

BCE P REAE R .

5) BE B3 KE I

e fitt R
4 e e B A
ti- bl
anti-arpscan recovery enabole EijJEij'tlﬂ EZ}JV)EEIJJ%%O

no anti-arpscan recovery enable

anti-arpscan recovery time <seconds>

no anti-arpscan recovery time

WE Ha W A,
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2% B ARP T REIRAEILE

6) ERFIRRET ARP HHAHRE R

IS A
fi 2

it e

42 R E A

anti-arpscan log enable

no anti-arpscan log enable

FIIFEOCHA BT ARP F14t K H G D) g .

anti-arpscan trap enable
[levell]level2 ]
no anti-arpscan trap enable

[levell]level2 ]

FIFE R AP ARP F145 1) SNMP Trap 1

&b
Heo

anti-arpscan FFP max-num <num>

i ARP i Zhfie vl 5 FH 1) FFP R Iids K

show anti-arpscan [trust {ip | port |
supertrust-port | iptrust-port} |

prohibited {ip | port}]

BoRBT ARP S I T ARG B Do

show anti-arpscan ip-based attack-list

[history]

BoRBT ARP B o s B
P S

show anti-arpscan ip-based

running-config

BoRBi arp F AT E

clear anti-arpscan speed-limit< IP . . .
F-BIT BRATRE 2 EHLE) ARP PR

Address>

clear anti-arpscan ip-isolate<IP . R L
F Bl B 2 EMLI 1P L4 b s

Address>

clear anti-arpscan attack-list {ip < IP
Address > | all }

FEITH B 2 BT ALK ARP PR

clear anti-arpscan attack-history-list

{ip <IP Address > ] all }

THEERBT ARP $940 1) P SL B YA B

FrBUH ) il B AR

debug anti-arpscan <port | ip>

no debug anti-arpscan <port | ip>

FIIFEOC BT ARP 14 R % .

7)) EEBHREZEHRE.

AN
iy 2

fiRE

4 JRBe ERLC

anti-arpscan ip-based level2

action<isolate | discard-ARP>

R AN S S AT E D IP
P25 b S 1 3 ARP ) SCANE CPU.
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anti-arpscan ip-based  arp-to-cpu
speed<pps> BeE R IREEMR G ARP 2% CPU H)#
no anti-arpscan ip-based arp-to-cpu | %.

speed

2.3 B ARPH# L B =4

* SWITCH B

SWITCHA

MR 2% 52 PC PC
192.168.1.100/24

2-1 B ARP 145 L T Fic & 22 451

7 FRM I E, SWITCH B [fifiI1 el/1 5 SWITCH A (¥ el/19 #Hi%,
SWITCH A _Effjiii H1 e1/2 53R 45 24 (1P Huhik hy 192.168.1.100/24)H13%,  HoA i 11 #85
Wil PC AHIE . T3 i g B Ay 1k ARP 34, T SO IR R GE ) IR IEAT
SWITCH A BlEATS 741
SwitchA(config)#anti-arpscan enable
SwitchA(config)#anti-arpscan recovery time 3600
SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA(config)#interface ethernetl/2
SwitchA (Config-1f-Ethernet1/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/2)#exit
SwitchA(config)#interface ethernet1/19
SwitchA (Config-If-Ethernetl/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/19)#exit

SWITCH B it & 1145174 :
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SwitchB(config)#anti-arpscan enable
SwitchB(config)#interface ethernetl/1
SwitchB(Config-If-Ethernetl/1)#anti-arpscan trust port
SwitchB(Config-If-Ethernetl/1)exit

2.4 B ARPHE#HEH5 Bh

T B ARP I BRIA LSS I . 4T JF B ARP 14 5 ] LA A I 4T JF 1 3% JT 2% debug
anti-arpscan>ik & & i (5 B .
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$3E ARP. NDAERE
3.1 Mk

3.1.1 ARP (Huhbf@#rois)

A Y, ARP  (RFC-826) i 3= 4 ot Ja b v i) 1P dbbih i 45 A ) i) 48 £ir
YR l, BRI R MAC Hihlk, Ebdn 1P Muikh 192.168.0.1 MK MAC Huiilk
00-03-0F-FD-1D-2B. A #Et—& EL I Hbr EAURIEAE 1P Hubik (5 B #%
Hafn, B ARPIEK, G HARFENLNZENRE S 1P Hikib Al MAC il s 4,
I MAC P AL AT RSB A% 4 T .

3.1.2 ARP%{

I ARP PR, O TR ME B2 ARP BEAE, 6 EHL, BT
2 ARP NI A CIERMA N, ERSBHMEARIECK ARP Z47 38, IXFE,
HUE AT ARP R KR BE . WIR B EARRIT R M2 b P S AL 18] TR A (R am
AHHUAIED, M 734X G EHUAGE A ARP WA, kPG BHUAR RN Xy
1) MAC Ml 28 =5 RIS PTAE R BN, SR, XU BB E Ml e, sbs B#E
I SRR PR R LA AT PR i 2] T AR AR WA, S, AT B
SO L P SR, R AR e AR R AT IR IR 3, SRR PTAE BN LEA
iy VR W (RIS I, DDA AR XU (0 s A ) BB AR Ak 20 TR P AE I P A
BLIT o

3.1.3 W TH#EATARP/NDZS 5

M FIAE M4 b e R IR Z 56T ARP P SURER . W S e AT 8, i HJLF- B A 11
BebAT AR T ARP R RIEAT, FrLlanfTpy ik ARP 9558 s A9 EE . ARP 4§
SE St I I DI 5% P ENIE R 48 5L, 1) A Hp LA K e (1 B a1 ARP HIE S,
ATHNAE 2 ) BIIX LR IS, W BB 6 Sk 2 ST B IEAAK 1P MAC bl (iU G &,
W LEIERAT) IP. MAC HihkB SR OC R USRIl OO B I NG R, RSN K
HOSCIT A, T SE I HEAN P 28 1R AT o BOCE BN I B # R, RIS SR ARP
B, WEATHN UL RIS R S RS A ENLEE M2 R & AT Ut

TE M2 s 12T ARP IR B0 R i A8 HbL IR 7 VA

. RHIEZ LI E B SR D fE

KM B EH DhRELLG, M HAE] ARP ST, & Hin ARP 3L

CZHALI) ARP R PALEAEZ P HIRID, WIEH ), EFER R ] DL 8 8 sk M 25
W% ARP R SCRE IR 1P b £EAS B LK) ARP i A7 7, WKW ARP )37 [ MAC
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Hudik. W B ARP RIS AL ARP R AC K2 A AH IR, AV ]I A A 2 B 41
SCTRAES, AHIREIE R, AHR ) ARP RIEALE N 28 ol &bl a] LA 1k
FiLI) ARP RIS B ) SCELS  ITTAT LU S A2 L %2 ARP 48 5E it o

v RMISTHMLN A B 2] Dhfg

KUPACHHLU B Bh# 2 ThE AR, ACHBLA R ARP 30, G & HESACE ARP £
TR —Jr i ] ARG EER S ARP RI0, 53—y i n] DURE 2 i > B 030 ARP KI5
A oS R CRTLLgAS——BC & ARP i8R I K IS T AR . SR HIACHpLI B
A NRERT, WERBIRIIAFHON SR, SIEW 2. £ ARP RIS
BB RSO0, AL Rt e ARP 485 .

ND 72 IPV6 Pl A& Ja AL, T AR IR ARP JEMEL, IR BATRIA ARP
G5 AH R T7VE AL B F ND BEAT 20 e MG (1 T B

3.2 ARP. ND%} el &

B & ARP. ND 255 f & 7410 W e

1. %M ARP. ND HZIHE HiohhE

2. KM ARP. ND HZh2>] 505 e

3. KA ARP. ND AL i ARP. ND KLifE

1. X ARP. ND B3 ¥EHThee

i & iR

42 ) C B AR UR R 1 B AR

ip arp-security updateprotect

no ip arp-security updateprotect N - = ..
1o 1P arprsectfily pdatep PRI ARP. ND [ 20 TR S
ipv6 nd-security updateprotect

no ipv6 nd-security updateprotect

2. kM ARP. ND H3)¥ ] 5EFHIhEE

i R

4 Jr e B AR R 6 1 C A K

ip arp-security learnprotect

no Ip arp-security learnprotect ‘ B . .
b am yeamp PR E) ARP. ND [ HZh ) 5T BT

ipv6 nd-security learnprotect

no ipv6 nd-security learnprotect

3. ¥3hEM ARP. ND ¥4k 4E& ARP. ND HIZhee
s iRt

H
4l C B AR UR R 1 AR
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ip arp-security convert
parp Y {5245 ARP. ND H{biiZs.
ipv6 nd-security convert

3.3 ARP. NDZF ez

Switch

= s

C
BB -
B Bl & P4
switch IP:192.168.2.4; I1P:192.168.1.4, mac: 00-00-00-00-00-04 1
A IP:192.168.2.1,; mac: 00-00-00-00-00-01 1
B IP:192.168.1.2; mac: 00-00-00-00-00-02 1
C IP:192.168.2.3; mac: 00-00-00-00-00-03 A

e EET L B 5 CIEHIEE . AMZAZHN B kK4 C MIRSCHR KRG A S, FTLAFRER
BHLE N B IR SR 4y Ae B0 A SR IE ARP AL AT L, M. 192.168.2.3,
00-00-00-00-00-01. /¥ H ¥ MAC Hulik#e I C (1) 1P, IXFEAC#MLAE 3 ARP R It
2304 B k4 1P Hidik: 192.168.2.3 (1 %44 & £ 00-00-00-00-00-01 (1t (A Hihik) 257 .

% A AT LUEB B B R b il H RO RESE R, ibAS Bl A 2 & R
7y C, XK B 5 C AHEIEAE B AEARIG FPR O R AR T Log A 2. i T ARP &2
SERTRERT, BTl AR 1 MES R RFEAW ) A HHL A% ARP N, Fill A2 AL 1Y)
ARP %,

T SR ARP SRRk, wf DIEI R E R E AR 1 ARP 2] 1S, AREH#
T HIZNA ARP B ERAH), XL 25 S 2K ARP BN, i h 4t
TRAF

Switch(config)#

Switch(Config)#interface vlan 1

Switch(Config-If-Vlan1)#arp 192.168.2.1 00-00-00-00-00-01 interface eth 1/2
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Switch(Config-1f-Vlan1)#interface vlan 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 00-00-00-00-00-02 interface eth 1/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 00-00-00-00-00-03 interface eth 1/2
Switch(Config-If-VIan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

IR 2 AR S, WAl LT RS ARP B dr4, IXFE— B2 2 B ARP JEME, 5t
NRHOHTH) ARP N A ELETRERT, ORI Bl AN AR R

Switch#config

Switch(config)#ip arp-security updateprotect
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=R#% K% ARP. ND 84k ¥ 43 ARP GUARD it B

$F4E ARP GUARDALE

4.1 ARP GUARD K4

ARP WS B A7 AR T B 22 A, ATART 0 28 e 4 il AR ARP iR SCI 5 1P Ml
HEAT MAC Mk (R BRS OC &R X ARP 34t 1 RT e 2 L, i &k ik ARP REQUEST
o ARP REPLY /S 254515 1) 1P MUl AT MAC bkt ¢ &R, 20 253 T e
ARP i fa 3 F LU IR 1. PC4 K% ARP RIS PC2 ) IP bk wi i
H M MAC $tihik, B SN Z K%Y PC2 (1) IP fRCASHERIES] T PC4, XFE PC4 5l
ATLUEWT . #3k PC2 I 3C; 2. PC4 Ki% ARP BT PC2 1) 1P Hutikws A JE7% 1
MAC Huhil, K55 PC2 Tkl BIA N AZ A I LS 1 RS Rl an SR Bods 28 E 06
BEAT ARP 85, 43 B0 9 2% B

HUB A

JEQ

PC5 PC6

PC3

¥l 4-1 ARP GUARD Jii# 4]

TATVRIH A LI i D8 R IR R P 28 25 1F) ARP RIS Bl H e B AR H . BEA
J H A A R AT B LA e R T, A M NI BT ARP 430, WS ARP R SCHYE
IP Hihb &5z BRG0P Hhbl, wh BRSO, AR

ARP GUARD IjRgH H TR WG By, an SR LR B2 N I T AT 2 N PC A%
ARP Wi Xeils, 7550 AL E KR SZ R 1Y ARP GUARD Hihik, & 7 K &85 v FFP
ROV, vRES B m B e N H IR, ARG S . MR H FREE RESOURCE
FRIEANTTE, VEAIEZ M 0.

4.2 ARP GUARDEE B4E4 551

1. EEESZBGRP R IP Hubk
oA fidt R
St 1 i AR
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arp-guard ip <addr>
P &R ARP GUARD Hhik

no arp-guard ip <addr>
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=BE#% X ARP. ND #/E % 5% Arp local proxy A&

5% Arp local proxyfic &

5.1 Arp local proxyZhgEfaifr

FERSZBR N I, D TR ARP I, EERICIR R A HALSC L local arp

proxy LJEE,

Fe ko

BRI ARP $RICAER]— vian WIIE R, i 5] 5 Bodls i Bl A fLstAT L3

—
192 168, L. 1

19k, |8, 1, 200

LthE, 1868, 1. 100

PC1 PC2

5-1 Arp local proxy Tk~ = E

Blhn L&, PCL 2 PC2 3k IP 330, FEAMSHAE RS~ (g T —L44F ARP

HNEINEPE
1.
2.

T PC1 %A PC2 /] ARP, it PC ki% ARP REQUEST J/ #kH! 2%,
ACHHUELECS] ARP #5530, HCHEBIY ARP ARBEARIN, 05 Fr AN SR 3E A%30 3,
H 24 ARP REQUEST % CPU.

7EJ5 30 local arp proxy [ITEHL R, AL PCL &% arp reply #3C (78 H Y
mac Hidh .

PCL i3 arp reply 2 )i, G ARP, &% ip #3C, £2E 1 LUK M k1) H 1) MAC
HAZHAHLIF MAC,

YA AL ENZ ip OCZ )5, AL EWE K (RIS A, IF FRER
i

YAZHHAT PC2 (1) ARP [FIEHL T, BB e LUK LI R4k S CH I MAC
i PC2).

WIRA LA AT PC2 1] ARP, JB4 21k PC2 [f] ARP, #RJ5 Ki% ip 30,

B REM W LA AR ) 2 e Th RERL A A AT, B AR R AL I local arp
proxy, [MAE R —JZAHM LR E G L BER DIRE, PR 251 3P A 10 ip Sl a2k
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=R#% K% ARP. ND 84k 8 5% Arp local proxy BCE

ATHML L BEAT =R A, M T3 RS, ARP $ROCAZTE vian Wk, Hofh PC A2
e

5.2 Arp local proxyZhREEe BAE4% )
1. Ja 3/ arp local proxy ZhfE

1. JaA5h/><H arp local proxy Zhfg

il iR

VLAN 45 0 5 2

ip local proxy-ar
p proxy-arp JE B 8# 4] arp local proxy Jhfi.

no ip local proxy-arp

5.3 Arp local proxyZhfg s % 4]

W KR, S1 oASZHF arp local proxy [¥H i — 2 A AL, S2 Sy 32 Hpvm g 25 1) —
JEFNAZH L

N T AN, 78 S2 FRghun RS IIae, X S2 MTE N g &, B
K ARP R HAEE N S1 ¥k . WA S1 _FJE %) arp local proxy, NI7E S1 _ERITA
Uit B B ARP,  [RIACHE ARP, M5 IP WimZd S1 87 3 Bk, A RIEUKRM 2
R R

2, 168, 1. 200

FC1 192, 188, 1, 108 FCE

[R]

5-2 Arp local proxy IR BB =R EE
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FATTAT LK ST AT U T HE

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address192.168.1.1 255.255.255.0
Switch(Config-if-Vlan1)#ip local proxy-arp
Switch(Config-if-Vlan1)#exit

5.4 Arp local proxyThReHEE#5B)

arp local proxy ZhfieERIA 2 K HI), AT LM i orfr 4 (show running-config) & H i
(T B DL ZE A AL IE A IS 0 R, $1FF ARP (1) debug, 7] LA 22 A& 2103 ARP,
HRIEAHE ARP R 3.

EREE RS, WRAHRAEER, REUSSHE RN RERER.



=R#% K% ARP. ND 84k

6% Rt ARP KX AL E

H6E RIMARPRIATIRERIEME

6.1 HFHARPRIEINREfRI A

THLEELLAC 1P Hulikh HEr IP Hilikf) ARP i3k, X5 ARP i R# A %% ARP

(gratuitous ARP).

SEHNFET =2 L 2 ARP RIE D) RER B I BT : AEATHNLI % LB g
AL E N AL et ARP R, B AEASHbL IR 42 Jry e B AR R e B AT LR SE v h T 47

FE L FUE N % G 9 ARP 413

FEARZR G BESPLt ARP 1T~ P AME ] -
1. DRI Y LI AL DGR % ARP I SRIFIIRE . Rl py AL 2> BB — Bt ]

) AZHHLIM SE I ARP 1K, TR MIIEHT MAC ko 30 AT A LA B — BN 1] i )
SR 1 9 ARP, XA SR Y LA AL ARPGRR T, ANz 1 Rl kg

W LA 9 5K IE ARP 375 3K R CE

2. ATRABG AT S ARP 3 o A HATLE I 11 SRl 3 L) 4 e 2 ARP, XA JRj
WA N ARP ZEA7-23 58 N ST, P DAAE Jey sl o P 252 B850 W 9 ) ARP 5B e
T AR B HALN 9% ARP J5, B ARP 247 145 2 1ER K 5¢ MAC Hhik, X

FEBLBT LE T EERE RS ARP 3 o

6.2 I ARP R IXETNREAC B A4 P75

1. JA3h%9t ARP KL REFIAC E 5 2% ARP $RICIF AR N 7] ] b
2. WoR%it ARP AGRDIREIECE S B

1. B3h%% ARP RIZTIREMELE %3t ARP HRICH &AL 8] 8]

AN
iy 2

fiRE

4 Jr e B AR R 6 1 C A K

ip gratuitous-arp <5-1200>

no ip gratuitous-arp

flifefut ARP KILINRE,
ARP 32 3L (1 AR 8] [ i o
THALRE S 2% ARP RIXD)RE.

B E R IE TR
Hrf no #AEHL

2. BR%Ht ARP RZENREMEER R

PANA
IJIJ/7\

fRE

e BURITC A 5K
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=R#% K% ARP. ND 84k 6= Mt ARP RIATREAENL &

show ip gratuitous-arp [interface vlan Rt ARP R T RS B S L
<1-4094>]

6.3 %3 ARP K% T] g s 7Y 2 4]

Switch

Interface vlan10
192.168.15.254
55.255.255.0

Interface vlanl

PC1 PC2 PC3 PC4 PC5

K 6-1 % ARP KiXIThAen & E 0

76 FIRRIZ%3H N E T, Switch RZEH (1 interface vian 10 (IP Hihl 4 192.168.15.254,
TMHERS Jy: 255.255.255.0) FEHA 3 4 PC EHL (PC3. PC4 fl PC5), interface vlan
1 (P Huhl2h: 192.168.14.254, F MY . 255.255.255.0) NG P& PC 14l (PC1
FIPC2). w5 e B A B ARP R IE D) RE:

1. —RBCEWMNME DR %2 ARP RIXDRE
Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

2. kAR O R RS ARP RIE D) RE
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config)#exit

6.4 R ARPRIEThReHREFE BY

G 9% ARP AR DI REBR L KA o T TS 2 ARP I ThRE 5, 1T LLFT I T 5% debug
arp send K AH ZHN AL arp IIAE L
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=R#% K% ARP. ND 84k 6= Mt ARP RIATREAENL &

FEA R C BT A RE S 2 ARP AR DIRE S, 0 AAE 4 Jay e B R XA RE RO 18 e S 9
ARP JIEDRE: fE I RCER T ARt ARP RIZDhRESS, A LRCE AT 4 6E
M AL BE %2 ARP AR TIRE .
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=BE¥ kKX ARP. ND ¥4k 3 73 Keepalive gateway &

$F7E Keepalive gatewayfit &

7.1 keepalive gateway /44

7 3 87 BAE ) AR 1 23 5 4% 03 O SR B8 Ay, fh T~ DAOK ) # U, 7RG
down FFIE LT B TR B BAE 5 1074840, BT BLBAUKSR F GV down Rk %D R 3222
FATE W AT LK 11 F3E b I DG TR B st 1) s 1) 9 28 40 0 BRI L A5 52 m ARSI 2 |
— G DGR TRE

fln: HHEEROI L, H ARG LG 25E up 1), 1 moden 53zt ki i
2 LA S B AN W IS AR PR EE R, 75 A0 AT 2T B et o e & 2 nl ik Hw, {6
ARP HLHIAASIN 995G iR P, 8 5 IR 25 ) DG 1% ARP 33 SRR BRI 9 ¢ prsdesd v, 4
R ARP TR, RO L down, X down i = 242 115 4kale i &k i% ARP i
K, Wik ARP f#HT ), W up #E

I RE RN = 2 WA SR, R HHA SR

7.2 keepalive gateway B BEEC B E 55 5

1. JFEECKH keepalive gateway DjRERIELE &% ARP 18 KA ST 1] K& Fa A0 ) o £% 00
ENLSUNERER/ €
2. WoR¥E1 keepalive gateway IZ1T1HHUAIFE T ipvd IBATIRAS

1. Jazhkeepalive gateway ThAERIERE &% ARP & KR SCH) 8] k8 A A0 5) & 1R300 5 I i
ERRH

Tl filRE

P e E R

keepalive gateway <ip-address> | flifit keepalive gateway ZHE, Bt & HM fr1%
[{<interval-seconds> | msec | X IP Hulib, 1% ARP i 3R H L1 1R) b ] 3
<interval-millisecond >} [retry-count]] HUAE DRI R ) FX 8 no A2 2k S
no keepalive gateway ZI6E.

2. B keepalive gateway BITBEMAED ipvd BITRAE

i il ¢
REBCRI B B A
show keepalive gateway | onfREH ¥ keepalive BT 15 L. W1 FA
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[interface-name] i 8 W 2o A1 82 1) keepalive 18471 L

BORTRER L IPVA IZ1PIRAS . W R AR 5E

show ip interface [interface-name . N N
P [ : U A B 10 1PV B2 TR

7.3 keepalive gatewayZ+f

M LA

EPN-

7-1 keepalive gateway B2 [ FJ 2451

7 BRI Z AR 4b T, B¢ Alinterface vian10 # H#hil 2y 1.1.1.1 255.255.255.0, M% B
interface vian100 % 13l 4 1.1.1.2 255.255.255.0, Mk B 3 F keepalive gate IhgE Af
Wkt N5 E Mo B Y keepalive gateway I E:
1. SRIUBRIN A% arp 1) BRI E PRI R O 2 K (Reas i arp SRR SC R 10s,
BRAR 5 R R R B U0
Switch(config)#interface vian 100
Switch(config-if-vlan100)#keepalive gateway 1.1.1.1
Switch(config-if-vlan100)#exit
2. TEHECERIE arp BR8] 2 PRI MO 5 A
Switch(config)#interface vian 100
Switch(config-if-vlan100)#keepalive gateway 1.1.1.1 3 3
Switch(config-if-vlan100)#exit
TR A FEA5nlak, BERE 3 FPRIE—IK ARP #50l, F01 3 RARMUS IR I SE A ARn]
LS

7.4 keepalive gateway 455 Bl

MEATH keepalive gateway iR HHaE 21 ) @, TE LA A2 AT S W T R
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T N =R, JRATHAIA SF R T fE

T RN ROGE T RO R A

T AZJTLAETRINN 1P nIAYE . DISEZRIET R, I GERNH L IPv4 TARIRGS. =
PRI SR, LUREAE R4 1) EANFRBAT IPVA NLEs s 1 IPV6 S5 ek 5 AN 32 140
IR

= R ERRS DY HAE 5 108 H], AN D RE RS

e CYHGE MOCATIA S, HIANRRIZAT IPvA LSS . BRI TRl 4% A G 1 1Pv4 s
HIBMIER,  1PvA i PR BEFE 4% 1 BT AL fe
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F8E UFTECE
8.1 UFTIhEEN A

AEHALIR A e AT AT 4 85 v FAFAE IR 5 B A R I, — M O S A4t b
TAAEMACHENESR . ARPR LUK M i IX = MhififEd . i PR e IR, X Sehgiph
VS AATAG N 25 FH R Ge 4 R TI oE 23 BC ] e R/ e IR, — ELR IR R 8 S 2R AN e
FREEATAR

UFT (Unified Forwording Table) fiiFRERAF KK, SEfar 8 cs v hbr ke 2 m)
SRR R RAN, BTSN, 1A A ] DU T 2R ZAMACHIEIERR . ARP#R LA
S e o AH AL G ] K25 8], UFTIhfE AT DURYE AN R 1k 45 75 22, RGG S hii ok
TGRIE RN, SEUF (R R SS T 25 Finlk 45

UFTIhAed A N LR T AR
Bridgeftiz: M. MBI TMACHE R K, 1&H T M /AR K EMACH 75t
Routeets: s iAo, AR B AR ok, & 48 R A7 Ar R i 37 5
Standardfx: bR, BT ARPA R, Wl H T M4 T AErE K a FHLIN 5t

8.2 UFTEC B4 7%

1. BCE UFT TAERE Ok, #5480

2. BH UFT TR
1. BB UFT TEmR

UFT 2L A standard #5858, 180 UFT TARRR G 5 B AR A4 0 8 5 A A2 2%
R FE SR e R TR, N X M R RITT,

i il RE
A Rl E A
System working mode | IEXSHRE LR UFT I TAERA

{bridgee|route|standard|word} MR AER slot S0k ELF, HESH
[member  <member-id>  slot | U EH member Hil slot ZHCkHRE L .
<slot-id>] (Route FCH#8 4% H B A SR 128K.)

2. BF UFT T
s iRt

4 J e EA K
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FE8E UFTIEE

Show system working mode

{config|current|support}

B AT UFT PO AR, = Ayl R 2 L
L SCRp iR, (B8 UFT TARRGUR T 2
AL, A LG B 2 i A
XA BTGB

8.3 UFTHL I

%@J—:

MA7AELCT, B8 slot2 1) UFT TAERBLACY bridgee £,

(7 I
Stepl: B+ 2 () UFT TAEfK

switch(config)#system working mode bridgee slot 2

Please save the configuration, it will take effect after the next system restart!

Step2: fRAFECE, ALK 2

switch#write

Confirm to overwrite current startup-config configuration [Y/N]:y

Write running-config to current startup-config successful

switch#reset slot 2
Step3: A MHI UFT TAERA

switch#show system working mode current

current system working mode: mode 1(bridgee)
mode 1(bridgee): MAC=288K, IP=16K, ROUTER=8K

) e

He BT, 5 member2 | slot2 () UFT LAERL A bridgee i

BAEDRAY

Stepl: & member2 £ 2 ) UFT TAERER
switch(config)#system working mode bridgee member 2 slot 2

Please save the configuration, it will take effect after the next system restart!

Step2: fRAFECE, )5 member2 £&k 2

switch#write

Confirm to overwrite current startup-config configuration [Y/N]:y

Write running-config to current startup-config successful

switch#reset member 2 slot 2
Step3: A MHT UFT TAERA

switch#show system working mode current
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current system working mode: mode 1(bridgee)
mode 1(bridgee): MAC=288K, IP=16K, ROUTER=8K

8.4 UFTHEEEHE BY

e ffiiAZ RS2 UFT Zhag, nlilid show system working mode support 287 o

o B R URT TAERLUG, HEEE AR, SNHZ BN standard BEC A,

e RO, SR EME AR R A, ORI e S, R
T BT LB show system working mode support #r5

@ P FRIH R I 52 288y e R B AR, FH R, i o T {8 FH ) T e s
ZEN o
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