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1.1 EH R

F P W SRR AN BE 2 s 7 SO AL T HE R, AT SEBILRT RO 2% (1 5 B . S LA
PR T PR E B S i AME BN A B

1.1.1 WA E#E

ArHME PRI T Console MEATE B, METHOL T, 78 KA E AT WML Tovkdb A7y
PWAEFEEIN, H P SRR AN . Bl B A IR A Telnet SKyj A8 LN
DA il L Console 25 A #ALACL E —A™ IP Mtk

FH /1 ] Console & # ()5 1840 F

Fo ML

1-1 AZ#41 Console & B B FA L

MK 1-1 P, # PC s (RS-232 21D FIAZHHLBENLISR BLI & D ik, T
i 4 Y 2K BE 5 B -

B &L T

PCHL 115607 IBAL AN RS-232 11, L2247 SR (LR, o
Windows 4t [ 4k 9 24 0 56

s Ui PC B RS-232 & LI % 5 2 BbLD
Console #Hi%.

AL #5647 1) Console.

B HEN I g
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HERIE, 19T Windows R4t H A4 & . [ 24T JF Windows XP 7 2
LR~ Bl o
1 i 2 v

) BB TE »
) s

@ R&HRIE » LR
o R v O) TR EEE
[G] TrueType IEFAZE
@ Windows Mavie Maker
|5 Windows ¥ iEEIEEE
O EFFTHERS

Y B8

|§ k)

Latus Motes

Mew Office Document

@ Cpen Cffice Document

g Internet Explorer g BiE Windows %P
. B seiRmn
B
@ Sniffer Pro @ Rl
4 5

4 Microsoft Access

= . % Microsoft Excel

1 [3- 286 y =

o Microsoft Wiord

2 PR = v ) RS »
*‘]-; (g LeechFTP

& Ry ) Div¥ ;-) MPEG-4 Videa Codec 8
& =7 &R, @ Advanced POF Password Recovery  #
; @ Microsaft Visual Studio 6.0 3
_g LE VR4 TingmicL)... [@ Microsoft Web Publishing 3
£ [@ Pracomm Flus »
= E RN EALL. . I Winamp »

Z7e |83 m > @i

K 1-2 FT 8 2 v —
2) (E“LRRANSNFT T Zeom 440K, Bl ande e e o “Switch”:
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1-3 FT TP 2 28 v —

3) (RN AL, %8 PC HUEH M) RS-232 Hil, Widdned i 1, Wikt 1,

s ek B E 4%
2=
Y, SHITCH
LA IR FE TR ERE B
ERGE)C:  [TE ) =
ESE: 010
FIESH () |
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W i |

1-4 FTIFHE R A —
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1-5 $77FbE % 2w DY

5) HH HUEE 2 £ S ) i 2 51

& SWITCH - #1855 aE

(Ol
B FEE FFY FWO XD R
E
SHITCH#
SHWITCH#
VSR o006 |BERT (5600 801 SCROLL  |CAPS UM [F [FTER i

1-6 FTIFkE L A .

B HEARZ L CLI S

A HAL HIETT o . AR R & e & A LI T a0 F 48R, BEARIASHHLIY
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switch>
Bk T DU A G & AT EE, Ay v WA AR
1.1.2 B

Frif W (In-band management), 5l Telnet F2/7 &k BIA ML, il
i HTTP PR RIAS He L, B imal snmp PSRN AS el LE TG B B . AT Hp LB (1L
iy P BT 3] DU R A 4L b 1) RS 1 as B8 i BEAS LI D) BE o AT S ML IR 2 11
AR, B0 N RN, nT DA A M SN A8 R LA T I A

1.1.2.1 @i Telnet AT HH

Wi Telnet & BACH L2 2 & (1 544

1) AHHLECE IPvA/IPV6 Mkl

2) AEH Telnet 2% /3 (1) EHL 1P Mk 5 H @A HLT VLAN £z H) IPvA/IPV6 ik
FEAHTRI Y B 5

3) AL 20, W Telnet 7%/ dii v] LAIE ik it by 2% 55 04 BIIE AT LHEAS 1PvA/IPVE
Huhk.

RPN IE = )J2AT WML, ATLARCE 24 IPvA/IPY6 M, it B 530 WAL E A WL 1P
HOHEAH DGR o R LAASHALH T I R 28, R85 AT VLANL f74E.
LU 42 Telnet % /iy Telnet FIAZ# LA VLANL £2 L0 8 (LL IPv4 Huhik A 491):

& 1-7 1E3d Telnet & FEAS ##l

F—: WEZHNLIP Huhl, I H R #ALK Telnet Server ThfE.

T OCHCE AU 1P bk, FESAZHAHLE VLANL 8210 1P HuhbAE RN R B, s bl
] VLANL #2111 1P #ihik 24 10.1.128.251/24, Wn] DLk & ML 1P Hitil->h 10.1.128.252/24.,
{EENL AT ping 10.1.128.251 A4, W& ping dfl; #7 ping AN, WA A SR A

N A EAS AL VLANL 210 1P Mk & a4, AERH TR WA BEZ R, A0
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ks A EEED Console J5 3UHC B A HMLIY 1P Hukik, BlE AW (CUSWARRUE, B
A HIAZ HH UL B I R FF 2R H Switch):
Switch>
Switch>enable
Switch#config
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-if-Vlan1)#no shutdown
SRJG(E Console 114 Ja it B A Rl il i 4 telnet-server enable i3] Telnet Server
Difie. MEWT:
Switch>enable
Switch#config
Switch(config)# telnet-server enable

B 1847 Telnet & P BT o

1217 Windows H i) Telnet & Fim ey, It HigxE Telnet 1 H fHhk
E 21 x|

= HEEAER. I, E%ﬁ Internet EFiRRES
=] F bindee EAEHFEE

F1F (03 Itelnet 10.1.128. 51| |

W i | e |

K 1-8 iz4T Windows H 75 [ telnet 25 ' i i 7

W= GoRZTHL

ok F Telnet NG E S, 7525 N EMIIH P 204, N2 A1 44 % Telnet
P Y5 ) o Il N T ORGP AN S 32 AR J I ARZERAE o B ACHA LA W%
B Telnet =, WA P #8TGVERENAZ ALK Telnet Fl'& St 1. PRIILAE i/ Telnet 75X
P A LIS, A Z57E Console (14 RC B N i Ay 4 username <username>
privilege <privilege> [password (0 | 7) <password>] KAz AL 13'E Telnet BZAH A
434§ ir4 authentication line vty login local 7 FF A UF 75X, b privilege 3£
IR HoA 150 AnAZ LI AU 2 44 24 test, 14 B SCIY test, & 7 X T e
Switch>enable
Switch#config
Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

1E Telnet Bo'& i 4 N ERAIK P 481104, Telnet F sk vl B (I3HE N BIAS AL
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] CLIld & Ui, Telnet ¥ 5% Sl Console #EA 544 F (4 524 — 5.

_-=._! COAWINNT system32' telnet.exe

login:test
passuod - e
SWITCH>

K 1-9 Telnet it & A1

1.1.2.2 BITHT TP BAT #ehl

Wk HTTP BB #2251 45
1) ML E IPvAIPY6 btk
2) 1R P EAL IPvA/IPve Hitik 5 H BT JE A HLIKT VLAN 42 1111 IPvA/IPv6 Hitik
FEAH R Y B 5
3) AL 2), MR i ] DU I i # A5 i BIA A AL HEAS IPvA/IPVe Hitik.
5 Telnet M & A8 #HLRALL, EHEHL % ping/ping6 JHAZ ALY IPvA/IPVE Hutil:,
I HAENIERI S 04, U@ HTTP Ui s bl SPERuF -

B BCEASHNL P ik, I HIA ST HTTP Server I

Ty AME BN E AL 1P Hudik, Z LT telnet 4 FRAC AL — 9

7t Console [1J4> R FC &R0 R @y 4 ip http server Ji3) HTTP Server Ujhg, {{fE
Web L& . BLE QR
Switch>enable
Switch#config

Switch(config)#ip http server

B AEE TN EIEAT HTTP WM.

EEHLFIEAT Web %8s, 7EHUhER AN NS ML) 1P Hohik, 5 E 21T Windows
I HTTP B3, L ansg e pLiv) 1P itk >4“10.1.128.2517;

1-7



EAEHBRIME 1T THHEE

=7 IR AER. IO, E%E'E Internst PFERIE

IR s Windows HHREITHE

v)

[ m= [ =E | [&Ee. |

1-10 $AT HTTP X

TEAE ] 1PV6 Huhlv I AS e pLIN, A0 i e 25 Firefox, JRAYE 1.5 LA b, Hhnsg
BLIP) 1PV6 Hitik 2y 3ffe:506:1:2::3, 7EHuhEAb ANAZ ALY IPV6 Hiil http://[3ffe:506:1:2::3],
Mtk EE R T 45 T R R

= Web Vj )& Hbl.

ok E Web HIBCE A, W ZAA RS A0S, SNASHYUREL % HTTP
Vi n) o 2RI AL h T ORISR G 52 AR 7 AR A o AT ML BAT ¥ E AR AL Web
FHF S SUATART FH P B TE 3 NAZ AL Web e E St . RIAE foF Web J7 sUE BEAZ He L
I}, Z{E Console J7 2\ N 4 Rlc BB F {44 username <username> privilege
<privilege> [password (0 | 7) <password>] AAZHHLi5 E Web FZEH /- F1 4 A8 H
4 authentication line web login local ] FF A IE T 2, HAr privilege 15 254711 H.
15, WIASHHLIFZRUH 71 4% admin, 1145 B SCH) admin, 3#E 5 000 R
Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local

N2 CS16809 [t Web Bt & 18 5% FL i -
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D@ N

C516809

Copyright {(C) 2001-2014 by Digital China Networks Limited.

s
mrEm

http://www.dcnetworks.com.cn

o

e

& 1-11 Web &3 5t

BN EREH A E L, HEASZHALE Web Bo & 32 5.

Cluster:

Unit:|2 &

BUTPMM:172.10,1.157  MWRSESHM: Sun Tan | 00:09:26 2006 RAEMRME: Swirch [ ME | [ MFlD | #E:PT

= C516809
i@ TeNEFRE
§o RBEE
£ MOER
0 MACKIEEER
4@ VLAN BX
@) 1GMP SnoopingliER
#@ MLD SnoopingliER
H) ACLER
#@) 1Pve ACLER
4@ AMER
4@ Port ChanneiZE
W) DHCPER
4@ DHCP SnocopnglZd
#(0y snTPER
# NTPRE
£ QoskR
#@ LwERE
03 BEheRE
#0 1Pve BlhveRE
) HRheER
103 Pve BEHUER
50 VRRPIEM
@ Femes
43 MRPrER
$@ uLPeRR
#@ USMER
‘1) RPMEECER
. S| TR &

-~
TRk 17200010

CS51680% Device, Compiled om Apr 04 10:48:11 2014
Sofc¥are Package Version 7.0.3.0(R0213.0012)

BootRom Version 7.0.51
EardVare Version N/A
CPLD Version 1.3
Serial No.:N/A

Copyright (C) 2001-2014 by Digital China Networks Limited.

ALl rights reserved
Last reboot 13 warm resec.

Uptime is O weeks, O days, 0 hours, 10 minutes

K 1-12 Web P& S

" (e

HR: @ Web B EAZHMLAFRIN, ML A TR H 5 ST RER K
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1.1.2.3 i snmp ME BB E AT HeHL

I snmp PR BRAT LB B A IR A

1) ACHHLECE 1P Hubks

2) AN ) AL P kS I JE AT AL VAN $2 E1) 1P HhEAEAR [ R B s

3) AL 2), WIB i ] DA K A A AR BIA AT LA 1P ik

4) FFJa 7 snmp I

2 snmp PE AT EHLLZEE ping EASHALI 1P Hukik, XAEAEIZAT Snmp W&

BAERY, Snmp BB BERBIASIALBE S, JF BT Al B S i34

1.2 CLIFF1H

ML A L T =R Y . CLI (Command Line Interface #ir4-47) FLif .

Web FHHIF Snmp P HAE. FRATESG CLI FHRISEEAN 128, Web Jtii s CLI FL ) fg
AL, SRRS EANHT .

H X CLL FUindfrASka 4, wrin A 13 2] Console & #5730, Telnet & A #Hebl

AT I CLI S AT e bLBEA T e B R

CLI i 1 Shell #2/yfefit, &kt i— RPN E fr S AU, ML fr & AR B

BEASHHLIN FOEE I/ HIAN], - Shell FHX L8702, AN fir 2 6] 26 AN i) P I LA

e

¢ ¢ 9 9 9 9

PR AL Shell RIS k-
[(WNER BN

[ RZEaFS

HRAEHE

1B Thhe

POE AN IOY iRy

SCREANSE AL

1.2.1 ie EEANH
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— B P EESt
I
IR RS
I
LRREG
| I I |
DHCZF ij]-
5w x (B
g = it e =
= = B = Ed
= e & = B
E : 7 £ 1
e %

K 1-13  AZHHLE Shell i & A

1.2.1.1 — R PR

R EEN CLIFth, GNP AR, s i “Switch>”, RF5>" ) —
FEcH PR AT o D AR B P B H 4 exit AR, ) DARL ) ] A
o

1.2.1.2 HFRUR PSR

1E— B PRI enable v, WERCARCE THEAREBUN B4, TSR AAH Y
MRERCH 14, BIRTIE R P Switch#. >4 F = A e i XA H exit GB H
i, o r] LURI R AU R T AN H LB Crl+ 2 (PR EE SR, A5 S LAE AT A L
B O BEER AN, AT LR 2R A

FERFBUT PR, AL AT AR A LG A B & 1 RS 00 . WOk Bt ¢
vHAE e T HBE AR RS, AT B 14 Ja B O AL I 25 IR B AT B 0, DL
BENFFBOH PR n AR BB 1%, BB ARRFBU P R AREAE ], A L &
BATERBYS, AL ERRUR.

1.2.1.3 &R BN

WNFERCH P X S, WA @y 4 config, B AT HEN 4 R G E B A
“Switch(config)#”. 4 e AL B, dnd COle & RN, VLAN FLER I, nf DUE
H 4 exit 35 131 4 R e B A .

FEA R E A, P T DO A LA T A R PE L, X MAC Hbhik 3% w8514
BI% VLAN. 335 IGMP Snooping. STP %5, /774 Jaiic bk s ml i i iy 430\ 31452
I R O 5 A L AT
P L E R
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AR ER, a4 interface il LAgE N BIAH N 2 O R E A . A HebLERAE
R T = 288 1.VLAN $2100;5 2.LIOKM i 5 3.port-channel, ALt = FhHz

P B A

AN St AT AT ERAE B H 7

VLAN 1 A RRCERUT, A | BLE ALK 1P | fiTH exit mr4RIAT
=3 interface vlan | %, iR A 4 J5 i R
<Vlan-id>. o

LA Y ity 11 AR ERUN, MG | A AR AR | fTH exit a4 RIAT
4 interface ethernet | LKME: LT | 38 ] 4> J& i &
<interface-list>. i, HHRLE, Ko

port-channel | 7EAJRBL EA T, fy Ay | Bl & port-channel | ff ] exit fy&RIH]
4 interface port-channel | XX TR, | B Bl 4 5 B B iR
<port-channel-number>, | # %%, .

VLAN P E A5 2
EA RlC BRI, (F 64 vian <vian-id>gtn] LLgEAFIFHN A VLAN BEERAR . 76
VLAN FCE R, P o] DAL E 8 T4 VLAN [ b 1. 34T exit aiy 2 BT A VLAN At
B R 9131 4 J c B A
DHCP Sthfibth fic B 4 X
4R BRI N ip dhep pool <name>fir 4t A 3| DHCP Hb ik i it & 45 =
“Switch(Config-<name>-dhcp)#’. & DHCP #ulitih e B4 ) LR & DHCP Huhik-its i)

JEYE. AT exit A2 EI R N DHCP Mkt i B AR =R [m] 31 4 Jay e B R

% pH R X

PR | AT AR A PAT A BT

it}

RIP Bt | 764 KB E B L A | BE RP hilZ | AT exit mrARIm]

W router rip 4. . iR [9] 4 JR) fic BB
L

OSPF i | 78 4 ) Mo & #52 X N % A | iCE OSPF il | $UT exit dr4RIT]

rix router ospf % o iR A 4 JR i AR
s

BGP M hth | 76 4 J& fic & AL X F i A | B BGP #hilZ | $UUT exit dn A Rin]

W router bgp <AS number> | %, iR [A] 4 R i B

Vj 1) H1) R P B AR

Vi e 71 K 2K | EATT A Al AT AR B H 75K

e

mHbRE 1P

fE 4 R e AL N A ip

T B A v T ) 41 46

AT exit fr4-HIA]

5 10 %1) % fic. | access-list standard #iy4-. | Bl E AR . iB 1] 4 SR i R
AR Ko
AT E P | AR ERH X N ip | BEY VIR | $UT exit ardRim]
7 | %) F I | access-list extanded T4 . | HIZH. IR [A] 4 R A
AR Ko
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1.2.2 B BiB¥:

SEHHLU A I PP B A TE 44, (HEN AR A B L B iy i TR T
LU A AT e L f1t o) T iy 6 5K

cmdixt <variable> {enum1 | ... | enumN} [optionl | ... | optionN]
BV BAAE cmdixt £oRird Lt <variable>E /RS H AR, {enuml | ... |
enumN }E/R7ESELE enuml~enumN FAZ0E —/ NS4 [optionl | ... | optionN]ZK IR

GSHOTER AN EE AN . SR A IR S <>, Y, RS IA AR, -
[<variable>], {enuml <variable> | enum2}, [optionl [option2]]&%% .

TS LA B A BRI B AR A

< show version, WHAEMZH, J& T A REFRASENGS, HEMAmLEA,
< vlan <vlan-id>, FAKRE TG, T E AN 2 ;

< firewall {enable | disable}, tt3 2 HI ] LU firewall enable 53 firewall disable;
.

snmp-server community {ro | rw} <string>, H3LLLF JUR A 0 -
snmp-server community ro <string>
snmp-server community rw <string>

1.2.3 TRriRGER

AN P IRCE, Rl at T 2 AR, W b R oL A B RO R
BackSpace 5. W R A AN SCHE B R SRR, AT LU ctri+p A1 ctrl+n SREEAR.

T ifie

MEREE BackSpace | MMIBRIGHRPTAENE I HT— 745, Jobriite

IR BoR E—AMaA A . B2 BonsdE AN i 4

SRR V7 Nt T WANG R S U 2w ot v 1 Y D T AN Rl R
AT DU bR R (R BAE TR — AN R — N A

e bR " Dt [ Vaet = 22 R W VA ¥ AARECAH],  aIxe

VD 7 AR AR B — A AN Ry

Ctr+p T EehRBE " E A

Ctr+n A4 TR bR AR

Ctr+b FH T A0 Sebr " 1E

Ctr+f FHY T4 EhR B — A

Ctr+z MFABPE BRI - P R E AR AN EEAR [ BRRH P

Ctr+c FIWrAZ AL ping LS IEAEPAT 1 iy & AR

Tab % NI R ] UG 98 B 287 i A BOCHEIN, nT DM Tab
AL LD 70 1 56 ) iy 2 B O B

1.2.4 FBhThRe
SEHHU LR T PR RSB B b B SO A helpn i 4, 53
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2 i
) sk Kb

Help GEIE_ AT el S S X0 A0
v L. AR AR, B PP A B F BT 4 S e

2. (EMTRMIRHE TR, BN LERE BRI ", BB SR, Sl
BSHER . JElEEMIE A B, WA R RS
LA it “<cr>” , Mbar & CRASEHE, A AR

¥ 5

’

3. ETFATHE BEARMA Y, DA LUZ AT BT R i 4

1.2.5 XA IR E
1.2.5.1 fZhiR FEIfE B

LL%ﬁiﬁ)\Eﬁ%ﬁﬂﬂ AEse . Shell FTEVER A . 2 H P IE A A AR 1)
wmaE, Ha 2 PATEl, A4S ERER.

1.2.5.2 #iRIREfE R
PN AR, B SO, R, R, AL AR,

1.2.6 XA EEILAS

AL Shell Sz 7 A 56 4 UL 35 2R i 2 FICEE T, 2450 N TC I 3R 1 iy 4 Bl St 721
Shell #i2s IEHAET -
il «

1. XHEFRUH P E 4 “show interface ethernet 1/17, H 3% A\ “sh inter e 1/1"RI 7],

2. RHEERUH SECE A4 “show running-config”, 1 A A “sh 7, RG>
Ambiguous command!”, [A2% Shell JoikX 7r“show r"i&“show radius™iy 212
“show running-config”fiy4, KL Zif AN “sh ru”, Shell 4 2 IEREIENT o
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B2 F THBHEARE

F2E N EARLE

2.1 ARE

AT HALFEAS T B AR E AR R BT P R i & BE AR H 12 1 S B AR ) i

R WA TN N R N TR IR T N RS

2

4

iR

B FH P AR R AU T A
iy

enable [<1-15>]

MG enable fix4, A BCH] ™ Fid B AR
BEANFFBU e AR S 5 i P B 4

disable i, disable MR BN B i 4 .
FERUH P EC AR
config [terminal] MEFBUH i BN B4 Rl A
BRI E A

MYETEEGE H, HEAN E— MR, WrE4 )R
exit Tic AR AL A iy AR [9] B R AR 7 B

2o FERFRUT T B B AL T A iy IR [m] 21—
F 0 ) e B AR AR

show privilege

7S i B

B P EAS AR BT e B

AL TR
AL T AR O P C B A R A
end BRI, A 2 i m] LR RZIR [P 2R U
P AR
RO P C B
clock set <HH:MM:SS>

[YYYY.MM.DD]

BCE ARG H WA B

show version WRTHAURALE B

set default PEATHHLR ) WA .

write B ATEAT N L B 28R (7 2] Flash Memory.
reload IR B Lo

show cpu usage

B~ CPU T HI#%,

show cpu utilization

B3 41T CPU AT

show memory usage

BRI
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4 JR e A
banner motd <LINE> fit B 4 ] telnet B it console 25 7 3 8 i A2 e
no banner motd HLIAIE T B s a5 B

%W H N UGN bootrom I ) #5 6
R ARTEAA SR 4.

set boot password

web-auth privilege <1-15> . .
PTIVITES BB web R AHHLIII.

no web-auth privilege

2.2 WREEHE

2.2.1 Telnet

2.2.1.1 Telnetf&4\

Telnet e 6 5 — MR PRI B 2 Bl . FH P H Telnet s n] 7 HL B A Hhidi 2 TCP
HEHAE N (B8 BIERER 5 —A L R 1P ikl EH14%) . Telnet REIEH - 1o

SAL BICRE ) N, (A A R LIt TCP &R M2 H - e . XM Iss
SEIBEWI, DR P 0 b 2 B AR R A R A R L L

Telnet i % 7 — M g5 3B, fEAHLI RGN Telnet & iy, ZERETHLA Telnet it
Sak o ATHHLEE T LAVE N Telnet IR 45 4% th Al LAy Telnet %5 it

MR ML N Telnet figs2%it, = nl UG Windows s A/ R S8 H 451 Telnet
AT, Telnet Bk BIACHAL, whATHTINA N 0 N AT BR R W Th A I — R . ASHBLAE R
Telnet Iz 45 %5 i 5 2 nl LA 5 5 A Telnet 25 7 iy vr. TCP iE#% .

M1EHR Telnet % iy, ZEASHALIIRACH FHC BRI telnet 4 B ) 6 5% 31
FoAtbazg i L. ACHHBUE N Telnet %/ i H gy — N B EHUE L TCP &R, WAy
AR ENENER, WIS e RE L TCP 4.

2.2.1.2 Telnetf£4- 7751

(D i g Telnet R4%2%
(2) AL Telnet B 32 FEEHL

1. BiEE Telnet fR%5%

i R

4 JRBe ER

FIFAZHALE Telnet AR5 251h
At A2 M no #EN KA
Telnet %545 D AE

telnet-server enable

no telnet-server enable
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username <username> [privilege <privilege>]
[password [0 | 7] <password>]

No username <username>

Bi'E Telnet BB HALIIA
HH P A4 A4 H no
ERAE R M ER A HAZ AL Telnet H
J. AHh Telnet FH 7 (0T 2
BBR A3 15.

aaa authorization config-commands

no aaa authorization config-commands

X VTY (Hi$5 Telnet Al ssh %
skJTRO B P IT A i 3L
Difg, AHMN no & XMl 2%
BIihe. IR T icDiaedf B
WCE T e BBTVE, PATHA
i R I A S EORIEAT AL

authentication securityip <ip-addr>

no authentication securityip <ip-addr>

fii'E Telnet & sk FAZ ML) 2
4 |P bk A1 no BEE N
THBERFZA Telnet z24Hi L,

authentication securityipvé <ipv6-addr>

no authentication securityipv6é <ipv6-addr>

Bl E Telnet & sk BAZ HAL ) 2
4> IPV6 Mtk A4 1) no #AE
FMERFZRL Telnet 224 itk .

authentication ip access-class
{<num-std>|<name>}

no authentication ip access-class

3 Telnet/SSH/Web & 3% 77 045
SERYER IP ACL $RI); Ay 4
i) no #EAE U482 ACL.

authentication ipv6 access-class
{<num-std>|<name>} in

no authentication ipv6 access-class

3 Telnet/SSH/MWeb & 5t 77 041
SERRUERT IPV6 ACL FLI; Ay
A1) no #AFE I BUHZEE ACL.

authentication line {console | vty | web} login
methodl [method2 ...]
no authentication line {console | vty | web}

login

Pl B I e S SN VRS

authentication enable method1 [method?2 ...]

no authentication enable

lii# enable INIE VL3

authorization line {console | vty | web} exec
methodl [method2 ...]

no authorization line {console | vty | web} exec

P B R SR AR BUTVES R

authorization line vty command <1-15> {local |
radius | tacacs} (nonel)

no authorization line vty command <1-15>

Bii'E VTY (RIfE Telnet #1 ssh
B TR B H P A AR AL
J7 A BOE AR e o
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accounting line {console | vty} command

<1-15> {start-stop | stop-only | none} methodl

[method?2...] P B B s K 7 AR
no accounting line {console | vty} command
<1-15>
AU
GBI AL Telnet 2577
terminal monitor I s WIRAE L A2 no
terminal no monitor BN OCH Telnet % 7 iy fb 7
WS DR
oA telnet F1 ssh 2 i 1) H
show users FER, ULy, ShirH
ST 1P
T Fe e 2t g BRI, 5
clear line vty <0-31> i telnet o ssh ZFEH R
.

2. M Telnet BFBEEEH

s fiFt R

FERUEC

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6-addr> | {fHAHALFLMLK Telnet %7
| host <hostname>} [<port>] Ui 5 SR B R AL

2.2.2 SSH

2.2.2.1 SSHfE 4

SSH /& Secure Shell ‘%44 EEE, ©EAEFER TCPIP S Eh e -,
It SSH %21 SSH 2 7w iRk 2 M3 AS #e,  BHOMAE, N2 SEHRIEh R, 75
MV AT — 4 22 A A AL S MR IS, ARAIE U A8 H A AN BRI AT AT 55 = J7 R BRI
B, NI K B EE R ORAIE T XS SSH R 5548 D R i) AC H LI C B R 3. H T AS el
SKHURRAT A SSH2.0 PhilUE ) SSH kg5t . SCfF SSH2.0 FrifEfy&imifFin SSH
Secure Client. putty 1] LUFJH] SSH2.0 #3302 E A HpL F ) SSH ks#%, SEHA
I IR O] =Rk i

H AT SSH AR5 48 SCHE5 P ity RS AL RSA AFHIIE, SCRFPMIUIE ¥ 3DES
WAL, DLM SSH RS x SSH I I 3 5 IATIE 55 .

2.2.2.2 SSHR &I B T3
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s iR

AR e A

ssh-server enable FITF ALY SSH kS5 25ThRE: A dr 21
no ssh-server enable no RN KM SSH IS5 4 Dhfig .

username - susemame> - [PIVICAS | wyin S 2 stk S HHLIOH

:E;:'S'Vevi‘:l] password 101 7H) ot 4, Ao no HfE MR
SSH M /.

no username <username>

ssh-server timeout <timeout> BE SSH ANIEREIN I ] A4 1 no

no ssh-server timeout YEVR A 11 SSH U\ UE RIS ]

ssh-server authentication-retries | e .
WE SSH YR X E: Adr4 i) no #

VEWKSZ 45 1) SSH YAIF B KEL

<authentication-retires>

no ssh-server authentication-retries

h- host-k t
SSN-SEIVer  NOSLKey  Creale TS . Wity SSH R4 11 RSA L HLE 4%

modulus <modulus>

R

A5 S A ALK SSH 2 v i s R A
B A no BAEA KM SSH &) i
s S B DI RE

terminal monitor

terminal no monitor

show crypto key R ssh & %5
crypto key clear rsa T BR ssh in# %48 .
2.2.2.3 SSHARS; ##AC B 24451
Z6 1.

MR AZHHlImiedT SSH kS5 as, ARumistrsZFy SSH2.0 Ari i 2/ i A+ 4
Secure shell client 5% putty 55, 2 7 i i FH H - 44 F08 60 7 XS Sk AZ bl
AZHML S EA ML HhE, ARG RN SSH I, JH B SSH RS, IXFE SSH2.0 %
2 S B A aghe T AR FHAS He A LC B 1 FH 7 44 R i e A X5 SR . SSH IR S5 A AL T
Switch(config)#ssh-server enable
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch(config)#username test privilege 15 password 0O test
WIHIE IPV6 4%, 2t B AT SCRF IPV6 DIBENT SSH & 7wk A, 91 putty6, A2
AL _E BRI A bl 1Pve HuhikAh, HERCEAE.

2-5



EAEHBRIME B2 F THBHEARE

2.3 LB HHLHIIPHEAE

AEHHUITAT LUK R B2 BB )2 (DataLink Layer) i1, #E47 2% & . VLAN
#Z10 (Interface VLAN) 3R T H:—~ VLAN [ =240 D68, wLARCE IP Hodik, % 1P M
BRI AT AL 1P k. VLAN $ FUR OC 1 & iy 24 il DAYE VLAN 42 LA R E . &8
HHL T AL T = RIECE 1P Mk 77 5

o FIAETR

< BootP J5z{

o DHCP 53

FLECE (P Huhl, BUH AR € —A 1P itk

BootP/DHCP J5 A &2 #eHL1E k) BootP/DHCP Client, [] BootP/DHCP Server %
BootPRequest HHFIREHLAL )5 R ) |7 #, BootP/DHCP Server 42t 211 K 54 Hb
BT AT ML HANEHHLIE AT T DHCP Server [{1IhfE, AEW 5414 DHCP Client
SYIC 1P Mkl POCHENE K DNS JIRR 25 #5 ikl 55 4% 2 4. B4k DHCP Server HILE 2 WM
LN VERAE 7

2.3.1 BEEAR B IPHUEEAES 751

1. A VLAN 22 0B R ACml od  dg 11 PC FEA X
2. FILEE A

3. BootP J5 =t

4. DHCP J5 5

13EA VLAN 2 0 e B AR N B vm O e B AR

i & it e

42 R A

7/ VLAN #110 (VLAN g =2
Fe0); Adr A1 no B A IMBRAS b Lo 2
] VLAN £ 110 (=280,

interface vlan <vlan-id>

no interface vlan <vlan-id>

interface ethernet <interface-name> HE A iy 1 P AR

2 FTERE K

[ike il RE

VLAN £z F i B

ip address <ip_address> <mask> | FCE ALK VLAN £ H1) 1P itk ARy 4
[secondary] (1) no A A MERAS HAL) VLAN $2E1) 1P
no ip address <ip_address> <mask> | Hull.

[secondary]
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ipv6 address <ipv6-address / BeE IPve Hihik, BLH5 ARG B AR L,
prefix-length> [eui-64] A H il gl AHOUEEES ML . AAr2 ) no

no ipv6é address <ipv6-address /| #AEAMMER IPv6 Hiutik,

prefix-length>

3.BootP A3

[ike filRE

VLAN £z F i B

ip bootp-client enable ffHEAZHH A BootP Client, iifiid BootP )

no ip bootp-client enable i 7 ERH P Hiudk A2 9 DGk s Ay 21 no
A 9 < 4] BootP Client Liifié .

4.DHCP

[ike il RE

VLAN £z F i B

ip dhcp-client enable {ffEAZ M4 DHCP Client, it DHCP

no ip dhcp-client enable T 7 AR IP kb B 9 DG ks Ay 411 no
A4 K14 DHCP Client Zhfg-

2.4 SNMPECLE

2.4.1 SNMPA 45

SNMP (Simple Network Management Protocol, fiij 5% 2% & BEpO) 2 H i i)
Z IS B, KE N T T LA TCPAP A FEA AL ES . SNMP 2 — S AW R e
FH: SNMP V1 fdifi. 5Bl A2 ) KIFF:  SNMPv2c % vl [WIIReiAT T #5
BIEMFEE, AR R SNMPV3 7824k EA T RIId 78, ¥inT USM
CGET R I8 R VACM CGETRLEI V7 3 8D 7 &% .

SNMP PSR T —/N7E 28 P i 2 TA)AS $ BR A SRR L ) FEAS I 570 SNMIP
K I S A WORLE], R A2 A (R T ) o2 1) A% 4 2= P10 UDP SiARfanie 2,
DRI I e 8 AR 7 PRI R AT PR o S L I 28 S o

SNMP BRSCR A B AR, [Hk SNMP S5 r: NMS 4845 Bk
(Network Management Station), s&iz47 3R SNMP BRI A B2 7 A e 1 A
Ui, 7E SNMP (KR 2855 BP0 . Agent ACFE, I fT7EE 3 45 4 4% I IR S%
xR AT, HEEHAERN S . NMS FIHLEAS B, i Agent AR BE& B X 5
(R JF BRI AHA A B AT Agent FABLDIHED

SNMP [ NMS H1 Agent 2 )3 i brAEs ST 15, RIS 4K, NMS
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RIER, Agent it V% . SNMP JEA5 7 il B2
<& Get-Request

Get-Response

Get-Next-Request

Get-Bulk-Request

Set-Request

Trap

¢ ¥ 9 9 8 9

Inform-Request

NMS ifiit Get-Request. Get-Next-Request, Get-Bulk-Request Fll Set-Request 71 &
KX Agent A H AR B AT AR B I K, Agent fEWCE]TE K 5, H Get-Response .5
KAPIERIAT IR o TSR R TEOL T, W24 15 25 3 ] UP/DOWN. W 48 40 AN AR LK B 4%
Agent 2z E 1)) NMS K1k Trap HERIE A NMS KA T 50 F4F. C4%8, NMS i8] Lo
Wi RE RMON Djfg, BAATA—Seff ol i BB, Hioe BRSO S, Agent #HR
PEBEE K3k Trap Hid % Log, 5T RMON, NG HANE). Inform-Request 1% [+
NMS Z AT, — NI T2 2 U P 4 A B

USM $24t 1 5835 102 FEE I R 55, ORAE T AR IR 2 A o AR I S AN IR 6, USM
AR SCHEAT IS, ARUEFRSCAEAL L R DA S, HROSCHAT S0, DRI SCAEAL fn i 78
HORBEE M. USM [RARTE N % 57744 DES-CBC $1ik, % %5754 HMAC-MD5 Al
HMAC-SHA $7i%. [A]If USM S 4t 7 I 1A A fofr A, B 1 I 2 S SR MR (0 T3

VACM #4705 I H P 8AUIRSS . ORAE T V5 ie) ()22 41 . VACM K7 il A R AH [7] (1)
H P TBONR— 2 b, JE AR5 T3S Fl 5 B AR 1 e a0t B ik 1 P BT

2.4.2 MIBA+H

NMS AT BAs ] 1R 0 A5 R A2 2 il RSB R o UK, B e 4 IR A 23— AN 3L B B 2
t, Bl MIB. Frif MIB BB EEE (Management Information Base), &% 13 id f 2545
PRERSCAT LAY il B R 5 S BT — N R @B, 5 SCT AT RUM AR e
W25 B 5 BRI LS R . ISO ASNLL Jh MIB & LT — /MR gER, R4 MIB #BHIX Fh
WAL G R R AL AT I r] G B, IR S — A OID X %45 IR4F (Object
Identifier) fl—/N ST %5 MM SCARA . OID 245 f) MR RN — 4185, e 4
I+ H AT CAH B HR/NIZ T 55 E MIB BB R (7 8, S B TR
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Root

Hode (1) Hode (2]

Hade (1] Hode (2]

Object(1) Hode (1) Object(2)

Objecta(l)

K 2-1  ASN.1 B4

EiZE T, X% A OID 4 1.2.1.1, NMS il iXMh—J5 K OID, A LAKAT B X
(V7 ) XA S, ATIREUZEAS A R E R HEAR . MIB g% XA 2k e LT — M
A I 2 B (B RHE AR TR B o

W R AT ZE0 Y Agent (1) MIB AR EAE ., #7245 NMS _Fig17 MIB 3 4k . Agent
EH) MIB — i AFEAFT MIB FIFAH MIB PEEL5;, A MIB & L2 AT, i NMS
HORTLAVT ] ) 2 S R, B MIB N R S A REA B IEE R, FER&)
(1) 3 A AT LA A )

MIB-l [RFC1156]/& SNMP Af MIB FEREH —MRA, EREdd 78, # MIB-I
[RFC1213]IrHAL, MIB-II fRE T MIB-I £E 5K 1) MIB B 0 AR RS MIB-I T A 55
IRZ T, A ZRRAAL, IXLELH B0 R a5 T 4 B A D Re s, NMS Jdid v
1] SNMP Agent [¥] MIB J, gt nJ AT SIAH . 1) 99 26 5 B4

AR WHLAT LS SNMP Agent, 7 EF SNMPv1/v2c Al SNMPV3, AAS LSz FEFEA
f£) MIB-Il. RMON A4 MIB, &% BRIDGE MIB ZAH5</A % MIB, [AII 325 A & LI FA
A MIB, JEAMAGE T AT HNI R EAARSEL, SR B4 TR SCHF

2.4.3 RMONAH

RMON &%) SNMP FrfEFEAAA R K EE Y 7. RMON 2 %4 MIB & X, HAEH
J2 58 SURRUE 17 90 4 W MR T AE RN 2 10, (0T SNIMP {1 P £ i Rz e W A 2% 2 1) e R 15
RMON #2417 — P 24 I HL v 25 7 1K A0 9 3 B N AT

RMON [ MIB 7324 10 4, M P E IR 1. 2, 3. 94, Rl

it (statistics): HEG RIS RE—AN 7B PIEAAE RS R G T]

Pised (history): c s MG TH4l n 453 210 045 B M Ge v FEAS

iR A @larm): RUFEHEZERIEG A G RMON AEEC S5 (0 AF A T4l s 5 4 B R 1)

o8 R s

2-9



EAEHBRIME

B2 F THBHEARE

i (event): —/NK T H RMON ARBL™ A1 A FAF 1k .
Forpr, AR o0 T AT A S e GEvt AR g S 2 Wl R AR B DA ) — 1 R G -4
o EARAANFAFALIUSR AL T —Fh vy DUR AN R4 AT BB BAR A0 7, AR

b

2.4.4 SNMPEZ.E

2.4.4.1 SNMPECE £S5

1T IFEEC ] SNMP A H iR 45 23 Th g
2.liCE SNMP A5 i SARH B 1) J& 1tk
3.0 & SNMP 5 B il i -

4 WS

5.MEH -

6.1l E 4l

7.l B

8.1t & TRAP

9./5 81551 RMON

1 FITFFER K SNMP AREER& 2 Thee

IR S S CR3% Trap Bi#id 5% Log).

PN
fi &

it e

42 R A

snmp-server enable

no snmp-server enable

FIFFASHMIAE A SNMP ARHE IR 25 28 Thfg s A
A1 no BAE A 5% A SNMP ACHE R 25 % 1)

&b
He o

2.l E SNMP BtEERE$

AN
iy 2

fRE

4 JRBe ERLC

snmp-server community {ro | rw} {0 | 7}
<string> [access {<num-std>|<name>}]
[ipv6-access
{<ipv6-num-std>|<ipv6-name>}] [read
<read-view-name>] [write
<write-view-name>|

no snmp-server community <string>
[access {<num-std>|<name>}]
[ipv6-access

{<ipv6-num-std>|<ipv6-name>}]

BEEATHAM LI BT AF 5 AT 4 no #4F
R B L R AR 4T R
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3. B E SNMP B Hus ik

PN
fi 2

it e

42 R E A

snmp-server securityip {<ipv4-address>
| <ipv6-address>}
no

snmp-server securityip

{<ipv4-address> | <ipv6-address>}

BEE SOV A AZ M L AINM S BR324
IPvAE & IPveiihl; Ay 2 Fno#afE A M kR
LB 224 IPVAEL E IPV6 it .

snmp-server securityip enable

FTIFI5E T NMS A5 BHLuk ) 22 4 1P Hhik A6 A T

snmp-server securityip disable fiE o
ABET %S

[ike il e
2 JR)E AR

snmp-server engineid <engine-string>

no snmp-server engineid

BCEA B A G S, HT V3.

5.5EH P

PN
fi &

it e

42 R E R

snmp-server user <use-string>
<group-string> [{authPriv | authNoPriv}
auth {md5 |

{<num-std>|<name>}]

sha} <word>] [access
[ipv6-access
{<ipv6-num-std>|<ipv6-name>}]

no snmp-server

user <user-string>

[access {<num-std>|<name>}]
[ipv6-access

{<ipv6-num-std>|<ipv6-name>}]

J—A SNMP I In—"ANHH P, 58K
USM it &, HT v3.

6.RCEH

PN
fi &

it e

42 JR i B

snmp-server  group  <group-string>
{noauthnopriv | authnopriv | authpriv}
[[read

<write-string>] [notify <notify-string>]]

<read-string>] [write

[access {<num-std>|<name>}]

BEEATHHL LG S, 52 VACM id &, H
F v3,
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[ipv6-access
{<ipv6-num-std>|<ipv6-name>}]

no snmp-server group <group-string>
{noauthnopriv | authnopriv | authpriv}
[access {<num-std>|<name>}]
[ipv6-access

{<ipv6-num-std>|<ipv6-name>}]

7. BCEME

AN
iy &

fiRE

42 JR i B R

snmp-server view <view-string>

<oid-string> {include | exclude}
no

snmp-server view <view-string>

[<oid-string>]

BEEATHHLEE R, AT v3.

8. E TRAP

PANA
IJIJ/7\

fiRE

42 JR i B R

snmp-server enable traps

no snmp-server enable traps

WE LRSS RE Tap W&, HT
vl/iv2c/v3,

snmp-server host {<host-ipv4-address>
| <host-ipv6-address>} {v1 | v2c | {v3
{Noauthnopriv | Authnopriv | Authpriv}}}
<user-string>

no snmp-server host
{<host-ipv4-address> [
<host-ipv6-address>} {vl | v2c | {v3
{Noauthnopriv | Authnopriv | Authpriv}}}

<user-string>

WeE M SNMP 1) Trap i L 9 2% 5 Bk
IPv4 5% IPv6 $tilil, viivac Hiff) Trap [k
FARER, V3 T AR g0 A A
(1) no #AE  INBRFE 2 R4 Trap WS 19
LR HVE) IPv4 B3 IPv6 k.

snmp-server trap-source
{<ipv4-address> | <ipv6-address>}
no

snmp-server trap-source

{<ipv4-address> | <ipv6-address>}

WBEAZ WML RIE trap IFTAE YR 1Pv4A B
IPv6 Hiutik; AT A1) no FAE kBRI E 1)
Rk trap i H Y5 1Pv4 o 1Pv6 Hiutik,

gt 1 B AR

[no] switchport updown notification

enable

TF I 8 5% 55 11 UP/DOWN FHAF K32 trap
5 R Dhe.
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9.)83h/55H RMON

i fifRE
AR B R

rmon enable FIFFI2K ] RMON.
no rmon enable

2.4.5 SNMP $iL 7 fi B 2845

ERLE (NMS) (1) IP il 1.1.1.5; ¥l (Agent) (1) IP ikl 1.1.1.9,
S 1 I AL ] SNMP WSO AS B SR E84

e B AL IRATE

Switch(config)#snmp-server enable

Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public

Switch(config)#snmp-server securityip 1.1.1.5

XK, BT LU private 1 AR5 B ASCHBLEEAT AT S I UG ], B AT DU H]
public 112 BIAF T H R A LA T KB D7 1) o

KB 2. FHEERBCE AR HHK v Trap WA GFE: BHu A REE T Trap FIHFA
FRFERRIAE, IS ML EIMES B Y Trap S0E BIA 747 33 4 usertrap).

e B AL IRAE

Switch(config)#snmp-server enable

Switch(config)#snmp-server host 1.1.1.5 v1 usertrap

Switch(config)#snmp-server enable traps

B 3. EHLG ) M E AL SNMP v3 RS AAZ AL 3R I E AR -

e B AL IRATE

Switch(config)#snmp-server enable

Switch(config)#snmp-server user tester UserGroup authPriv auth md5 hellotst
Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify max

Switch(config)#snmp-server view max 1 include

FH) 4. BB EROK A HALE) v3Trap i .

e B AL IRATE

Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester

Switch(config)#snmp-server enable traps
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B 5. FHEE (NMS) (1) IPv6 Hilik & 2004:1:2:3::2, 28kl (Agent) ) IPv6 kil /&
2004:1:2:3::1. & Bl K R AFAE ] SNMP BSOS B LR B «

AT i A C B4

Switch(config)#snmp-server enable

Switch(config)#snmp-server community rw private

Switch(config)#snmp-server community ro public

Switch(config)#snmp-server securityip 2004:1:2:3::2

IXHE, LSS UG private 11 AR5 B ACHMLEEA T RIS I U ), BRI DUEH]
public 11 4 FIA 5 H A HMLBEAT KB R TT 1) o

FH) 6. EHNERNOK BASHNLN Trap WE (3 RSP REBCE T X Trap 1K
A5 ER PSRRI g R B 1) Trap S0k AA -5 55 usertrap).

AT i A BC B4

Switch(config)#snmp-server host 2004:1:2:3::2 v1 usertrap

Switch(config)#snmp-server enable traps

2.4.6 SNMPHESS 5 Bl

ERCE . fITH SNMP I, FIRES T EER:, FUEA USSR R 580 SNMP K fEIE &
BAT. DAk, FH P R LR A

o SN R B R ) IE A TG R

o HWG R DR P SGE UP (fEFH show interface fin4), LRUEAZHALAN T
Mg EAH ping i (ff ] ping @14 ;

o RIG, SO EAZHALITIT T SNMP Agent JIk 2% 2% 5 A (f# ] snmp-server enable
we);

T B, RUEN NMS iR 'E 24 IP (] snmp-server securityip #ir4) 1A F4F
(A snmp-server community @74 ) 1A, AR — MR SNMP A

AEIEAAAT NMS G155

o IR TFEAE ] Trap Thig, 45047 JF Trap Thig (] snmp-server enable traps fiy
A, A TRIE Trap BERIE SR R ENL, TEICH IEHIALE Trap 1 H AR ENLR 1P
FPBMAFFr 8 (f# ] snmp-server host 74 );

o WA EAE ] RMON TfE, M\Zﬁﬁf‘iﬂﬂ‘ RMON (f£H rmon enable 7% ;

o f£ SNMP Iz T fErf, WA s e, W LMEH] show snmp 74 & SNMP
Wk g5 & 7T LU show snmp status iy 25 SNMP f# & 45 &
LU ] debug snmp packet #ir 41 JF SNMP KR I, A SR

W Bk A A T IR GV Y SNMP (1l 8, 8437 %&*EE’(MPM%?
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2.5 THHI+HK

2.5.1 THEHLRGAM

ARG SUAAHE R GG SR G | 30 o S HALIITH Ol 0T IX PR AN SCHFBE B, 7 ik
S T 00 ST A7 56 IH IR SO

RGWUR AT FR A B LA IR BRI AT SCRFRE P45 1) He 4 SCAT RIRATTI8 5 Ui I IMG
TS o AWM URGEWAG SRR nT AR A7 AE FLASH o] DL A7/E NANDFLASH 1,
A T 2 nos.img, W LAy S JE 40k img 1) HA 4 R

SIS R 51 AN AR S SCrE, BIVFRATE #3619 ROM THESC A Cn S S
B, ATRURSE N IMG CPE) o 51 530 R A VHEAFAE ROM o SSHHLILE 51 5 ST 13T
44 1 %€ 9 boot.rom.

RGWG SRS SO TE TR ATIRBL R P B AE T P AR R 128 e
HUFF4: —. BootROM #:X; . Shell #:XF ¥ TFTP J+4. FTP 4. Fip1iiE4l
I X PR R TR T

2.5.2 BootROMBR R T2k

1£ BootROM #5z F A FA N A —Fi A /7. TFTP, Wil BootROM Ty
AW E. TETREE, BT XHREWRE], £ bootrom FEESVFXS boot.rom LA,
config.rom 3£, pld.bin 3CF, vendor.cfg XA TE#HAE, img OS5 HAth SCA fifrit

T EHAE,
Console Zi%H7 WY £ 3% %
2-2 7F BootROM 2 AT #e AL I+ 25 1) 3L 754 47 b
boot.rom FF& BT -
P

s — & PC AR NAZMMLAIFER &, IF HAZSEH G I LOK R 5 AZ B LR 9 S 1 AE
11 PC 223847 TETP [ RSSaHF,  Kifa ZET144 (1 bootrom 5 img SCfF.
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E:- ;7
EASHALE SRR, FefE ctrl+b"E, H RSN BootROM M4z, WosunF:

[Boot]:

B=

7t BootROM #:C T, $ATHr4 setconfig, W E AN BootROM A N IP Mk, k55
A 1P ik, KEEFE TRTP 8 FTP (TH405 3. i BN ALy 192.168.1.2, PC i
bk 192.168.1.66, FCHE W F:

[Boot]: setconfig

Boot Device: [ethO] ethl

Host IP Address: [10.1.1.1] 192.168.1.2

Server IP Address: [10.1.1.2] 192.168.1.66

[Boot]:

FEIUP.

19T PC 1 TFTP JR45%%, iz4T TFTP Server f2fF. {EAEASHML FALTFBRAIS, i 564
RSS2 ST AT ML (B RERRIRAS, EACH L ping #v4, ping )5, 7EACH
ML) BootROM £ AT load fy4; #7 ping AN, TS £ JR [

LUK & B8 5 |43 3 boot.rom.

[Boot]: load boot.rom

TFTP from server 192.168.1.66; our IP address is 192.168.1.2

Filename 'boot.rom'.

Load address: 0x300000

Loading:

HHH B R R R R R R R
HHH A R R

done

Bytes transferred = 496240 (79270 hex)

[Boot]:

FHP:
7t BootROM Hi:U R, $hAT4 write boot.rom. LA 25 5851 5 SO E AR A7 -
[Boot]: write boot.rom

File exists, overwrite? (Y/N)[N] y
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Writing flash:/boot.rom......
Write flash:/boot.rom OK.

[Boot]:

FANP:
THRAZ ALY, {E BootROM #xC T, #4474 run B reboot, [7]3] CLI Bl tifl .
[Boot]:run (&%# reboot)

img FHEPBW T -

F—b:

s — & PC AR NAZHALAIFE SR &, IF HAzdfil & i LUK R D5 AZ LA R A i A IE,
11 PC 223847 TRTP [RSSE K F, Kl ZET144 (1 bootrom L img S fF.

E:- ;7
A HALE SRR, FefE ctrl+b g, H RN BootROM M4z, WosuiF:

[Boot]:

=P

7t BootROM #:0 T, $ATHr4 setconfig, W E AN BootROM A N IP Hidik. k55
BRI 1P Mokt EAHLMbAE N 192.168.1.2, PC Ml 192.168.1.66, HilE W :
[Boot]: setconfig

Boot Device: [ethO] ethl

Host IP Address: [10.1.1.1] 192.168.1.2

Server IP Address: [10.1.1.2] 192.168.1.66

[Boot]:

B

T PC ' TFTP fR%54%, 1817 TFTP Server F2/7. fEAEASHAL MAETHEARS, 554
IR 55 ST BB R FERDIRAS, FEACHLImE H ping 74, ping il )5, 7EACHk
ML) BootROM £ AT load fy4; #7 ping AN, S A JR [

XTI img, Wi flash:/ali nandflash:/HANELE img SCAFERE AEER img SCAEANAT
N, 2l run tfp 7 XEAR] img &, RJEAE img SR K img, #AEMT:
[Boot]: run tftp:nos.img

Loading nos.img ...

Using FM1@DTSEC1 device

TFTP from server 192.168.1.66; our IP address is 192.168.1.2

2-17



EAEHBRIME B2 F THBHEARE

Filename 'nos.img'.
Load address: 0x20000000
Loading  #HHHHHHHHHHHHHHHH
HHH B R R A
done
Bytes transferred = 31882585 (1e67d59 hex)
## Booting kernel from Legacy Image at 20000180 ...
Image Name:  Linux-3.0.48-rt70+
FHP:
WAElimg T, BCEMES EO (83 EL) 1) ip Hudk, JF{RiES PC .
Switch>en
Switch#con
Switch(config)#interface ethernet 1
Switch(config-if-ethernetl)#ip address 192.168.1.2 255.255.255.0
Switch(config-if-ethernet1)#q
Switch(config)#q
Switch#ping 192.168.1.66
Type “c to abort.
Sending 5 56-byte ICMP Echos to 192.168.1.66, timeout is 2 seconds.
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/3/16 ms
Switch#

BN

7t img Rl copy fir4xf CP 5 AR H ¥ img:

Switch#copy tftp:// 192.168.1.66/n0s.img nos.img

Confirm to overwrite the existed destination file? [Y/N]:y

Begin to receive file, please wait...

Get Img file size success, Img file size is:31882585(bytes).

HHH B R R R R R R R
HHH

File transfer complete.

Recv total 31882585 bytes

Begin to write local file, please wait...

Write ok.

close tftp client.
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T WARTHZ AT img mT AL, B SR 1B REAT EL TR AT

2.5.3 FTPITFTPFHZ

2.5.3.1 FTP/TFTPfj4

FTP (File Transfer Protocol) /TFTP (Trivial File Transfer Protocol) #i& S /:A% 4t
W, ETCPAPIM UG AT 25 DY 2, WS T HEEML, FEZMF RN, EHS 6
WU A SO o BT IR % P L — IR 5 2R B R AT SO A% . T BT [ 2 A

FTPZAE TTCP |, $&4 T S 1T i) MR i AR IR 55, ARE ANFRAI SR A
B BAS ST SR A UE LR GaLi W) SO T P A4 B T R SEIIE) o FTPAEREAT ST AL 4
I8, 2 P HURIIR GG 4 2 T B ST AN BB RN 2 . B oL tHFTPZ LK A%
EVER, HIRS A0 5 i AR R, I Rk R B T

B AR 7 2

— Rk HBER . B e AN VRIS A B O TR AR R 0 Hu kR 1S, 4R
Fels— BAR B BEAR AL e B A IR S5 25 205 3 11 A 45 A8 F IR 44 SR FH 20753 1
52 P LA b R 15 T B R, IR W R 20 S I IEAERAE A, d
HBEE 205 0 AT LA, RS Al R G 8 i A st 145 1 S A B

TR 7 OB B . B vty T A e o R R S5 A i A B, RS A i
AT A LB T g 1, KX s TR s R YRR i, T i B R E
1k PRy 1 S ST B A

H i % 1 A TR T i v R b R 115, A A B =y SR B I 5

TFTP 7&#AT UDP 2 b, $RUEATTFEEH AL S, A AL P A ERLH]
DA AR P A BRFAIS SO ARG e Rl R AR, WA 75, i i S 7 X
SKARE R 0 EH &4 . TETP AT FTP A0 SRR LT A . FRRS AN K SO A% R
%o

NI FTPITETP 2 P HLNUIRSS 51 ThRe . s HALIER FTRPITFTP 2 P LI,
PEAFEMAZ AR H TAERITS LT, e IZs FTRPTFTP fedsds (nT L ENURIL B AS #i
L NEACE S ECRGESCE, (FTP 27 i i LA B R4S 25 L IISCAFF113R), B mT DR AS e
BUS TG &S e RGeSt ik FTPITETP RS #% [ CAT DU VR e 2 #ebl)
(ThRE; MACHNUEN FTPITFTP R4 a5, [FIFEEREA EHAUN FTPITFTP % HLAe
FAERURESCAERS s (FTP RS 2L 4R 55 2% b SCHRAI R TIRED .

RIS 4E FTPITFTP & H B AR
ROM: EPROM [Hfaifx, mH#EE N ias. NIRRT FLASH INAAE EPROM.
SDRAM: ZHAHLNTE, T RG UM IS 47 FIRC B e A7
FLASH: [NAE, HITARAERGCIFANE & S
RGN AIERGWAG AT L] F: 301
RGWUR LA IR BN UL IR B AR SRR 45 (0 B 4 SCfF, BRIRATTE UL IMG
TS o SN LR GWAG A R FEVFRATAE FLASH o 28NS, 7E4JRiic Bt T
Wik FTP R R GG SR SCPE44 [y nos.img,  FH48H s R 40 IMG SCIHFHF 48,
Sl 5] SATHMAIEA M SCrE, BIERAT 13 5 i1 ROM T2 SCF Cln SRS 4
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Ko ATELERZE R IMG X o 5133 R SR VFIRAEAE ROM Hr o AR E 513 SCAF I A
2418 & 24 boot.rom.

[TV Y RO 1 = v [T w9V 7 1B L e O P 0 = ) L T Y 7 L D LT Y R L 82
B P % 3 M SR

JE BN B SO RS AL S I R BG4 o JE B SO A IR R 2 RAEE A
RIS A P U PR C ELOR B o T AN SRR CF R I, AC LS B C B S0 A7 T8 FLASH
Ho XTSCEE CF RGBT, O BNNCE ST AT BLAFTAE FLASH thalids CF Rt X T 3CKF
NC B 2 0 shlic & SO B, R B CE ST o0 8 4 .cfg ST, BRINE S T N
startup.cfg. XFASZREZECE SCIFIB S, JH L E 44 i e 4 startup-config.
IEATHCE SO 2R AWML IS AT I EC B P41 o A HHLIBATIC B S AR E WA - HT,
1 FH 1y 4 write Bl #ir 4 copy running-config startup-config, 7] #1217l & 741 running-config
MANAERORAES] FLASH ,  BISEEAZAT RO 721 21 8 S0 &S 32, TR B AR
N T AR AR SO BT (R, A LA E , 24T C B S 44 [ 72 24 running-config.
H)HCE SO B factory-config SO, EACHRMLE I ECE SR, A A4 set default
R4 write, 5 PRGBSO ) GBS

2.5.3.2 FTP/TFTPEC &

RSB FTP 5 TETP &) HLIN, A2 R & EARHATNLL, DIEA T IHE FTP A1 TFTP
PR LN e B s A e B

2.5.3.2.1 FTP/TFTP B B4 %%

1. FTP/TFTP & P HLIC &
(L R F R E SO R G s
(2)  FTP %/ HLAFIRS S EXH51%
2. FTP IR S5 A5 L &
(1) J3%) FTP Server
(2)  [LE FTP XM P 4f a4
(3) &M FTP Server i&4H:%5 R I Pl
(4) x4 FTP Server
3. TFTP k554 il &
(1) )33 TFTP Server
(2) [E TFTP Server ¥ 825 I PR
(3) P A R I 5 ] A 98 A WA 381 8 S 11 B A T
(4) <M TFTP Server

1. FTP/TFTP ZFHLEE
(1) FTPITFTP %" Ml I~ 40
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i fiftRE
RO P C E AR
copy <source-url> ETRITETP % F oL L F Sk

<destination-url> [ascii | binary]

(2) FTP & HLAFH 54 LS53R

FrBUH ) L B AR S

ftp-dir <ftpServerUrl>

FTP & WL & F Ik 45 &% b 091 %
FtpServerUrl H
ftp://user:password @IPv4|IPv6 Address %

2.FTP REFBHE
(1) i3 FTP R4 +%

PANA
IJD/7\

R

42 R A

ftp-server enable

no ftp-server enable

JF 8l FTP Server; Ay 4] no #4524 5G] FTP
Server IR%, 251 FTP /2 55,

(2) ME FTP B H 4 104

IS A
fi 2

iR

4 Pl B AR K

ip ftp username
password [0 | 7] <password>

no ip ftp username <username>

<username>

BLE FTP Bk I A ANE sk 14 A2 no
BAE MR E IR 44, Rt MR 3

(3) &% FTP Server 325 R I FE

PANA
13]?1/7\

R

4 JRBe ERLC

ftp-server timeout <seconds>

CEIE R R I PR

3.TFTP RS E
(1) B8 TFTP ilss s

PANA
IJD/7\

R

42 R B R

tftp-server enable

no tftp-server enable

JA3) TFTP Server; An411) no #4E %M
TFTP Server [R5, 251 TFTP H &%,

(2) 1B TFTP Server 425 N I R

PN
fill &

iR

42 R E A

tftp-server

<seconds>

transmission-timeout

TC B I PR IS T TR] B
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(3) B TFTP Server ¥4 AL I

IS A
fill &

42 R B R

tftp-server
retransmission-number

<number>

BEEHIN IR 18] A PR e K AT AL

2.5.3.3 FTP/TFTPHC B 2445)

Toie il IPvA &2 IPV6, v WS 7 AHIE, RSB AL LA IPv4 kit

10.1.1.1

Kl 2-3 {El FTP/TFTP client N nos.img 3C1F

S 1 ASHAUAE N FTPITETP %/ itk o A b LB S AN S TSR I B, A
HLA FTPITFTP JR%54%, P #ihtdy 10.0.1.1, SSHHIES FTPITFTP %70, ACHell ¥l
VLAN {7 IP #itik 7 10.1.1.2. AWHHSHL I FEAZHALE “nos.img™ 3L fF .

- FTP [CH:
R R IR

TEVHE ML A3 FTP Server 84, - H k& H P 4 4“Switch”, %65 4 “superuser”. 1K
“12_30_nos.img" LA AT EHL_EXT ) FTP Server H T .

ACHHLIEC B D B R

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0

Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
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Switch(config)#exit
Switch#copy ftp://Switch:superuser@10.1.1.1/12_30_nos.img nos.img

PAT T Bk A, AHAHU KL R nos.img” SO R3] FLASH T,
o TFTP P :

THEA L e

T EHINL B S TFTP Server A%, 3744412_30_nos.img" LA R E ML EXT ) TFTP
Server Hx T

kYN W i SO

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut

Switch(Config-if-Vlan1)#exit

Switch(config)#exit

Switch#copy tftp://10.1.1.1/12_30_nos.img nos.img

LB 2. THHAEL FTP RS EARALH] . WAL S FA i 1 55 TH AR, AL
N FTP JIRg54s, tHHAEN FTP %/, R HAL L) “nos.img"SCAALIA BT HHAL L, R
174 12_25 nos.img.

kN W i SO

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0

Switch(Config-if-Vlan1)#no shut

Switch(Config-if-Vlan1)#exit

Switch(config)#ftp-server enable

Switch(config)#ip ftp username Switch password 0 superuser

TR NI C -
Wik FTP &k, EsxBNac#pl, H P4 b Switch”, %54 “superuser”, ifiid“get
nos.img 12_25_nos.img"fir 2 ¥ A AL 1) “nos.img” SCAF 2 EITHE ML L.

L) 3. ATHHUVEN TRTP g5 kAl o Ao lidiid 5o 5 v SN URE R, SSHb LI
N TETP g5 as, TWHEMUEL TFTP 225, RAZHAL Ef“nos.img" XA LR 2ITHANL .
ACHHURI A E L IR

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0

Switch(Config-if-Vlan1)#no shut

Switch(Config-if-Vlan1)#exit
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Switch(config)#tftp-server enable

PGSR W

Wi TFTP & i, ok 2SR, i “thtp™ iy KA Hebl b ¥“nos.img S0 #F 253
EHL L.

THHUAEN FTP B HLER FTP RS2 LoCip1k . RGO A LIE L DUOK AT
HUAHE, THENLA FTP IR 4s, IP Hulik 4 10.1.1.1, ZHHIAE R FTP %/ i, AZ#HL VLAN1
0 1P #iht% 10.1.1.2.

FTP &

THE L -

fEVHEMLEE B FTP Server #A4, JF Hi B H P Switch, #t5°4 superuser.
ATHPN L

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit

Switch(config)#exit

Switch#ftp-dir ftp://Switch:superuser@10.1.1.1

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img

nos.rom

parsecommandline.cpp

position.doc

gmdict.zip

(B ES BOR)

show.txt

snmp.TXT

226 Transfer complete.

2.5.3.4 FTP/TFTPHEAE 8 BY

2.5.3.4.1 FTP HE4E5 35 BY
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FEEH] FTP PR N8R GECAFI, S5 RIS ATk, RIZEAEIT FTP 25, A1
Ping T &0 FTP 25 P HLA IR #1025 Ik . i Ping ANIEL, W5 &5 5 AH AV HRESAS R
PSR () AT IS T o
o NI R E SO I IERE S, WA IER, TSR R 1 n A IR R AT copy i

%o

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.

226 Transfer complete.

close ftp client.

o N EMOCHEI P IERE R, WRA R, VSR AR ) PRI B AT copy i

4.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

recv total = 1526037

write ok

150 Opening ASCII mode data connection for nos.img (1526037 bytes).
226 Transfer complete.

o WURAHAHEN FTP JH R ARG AR GEA B SCAFIN, 255 RGE R IR T
K5I “close ftp client.”5{“226 Transfer complete.” )74, LN AZ Hll v] LAE T #
JAIHRAE, N P BT ENE RS . A IR FTP JFR RS MRS E)
SRR, 335 FOBT T2 5t N 31 BootROM AT

2.5.3.4.2 TFTP H4&#58h

CEAT TRTP W FARRGC N, 5 U6 (RIERERS 19Tk, BN EAEIT) TRTP 23, 18

J1I Ping &Ko TETP 7% BLRI 5 4 102 75 2 . 1 Ping A, W 6 A AR SRR

AT e T R

o TR IR, WHORES, ke i i 3 THT copy
z3

nos.img file length = 1526021
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read file ok

begin to send file,wait...

file transfers complete.

close tftp client.

o NIRRT I IERE ., WIRAIEM, SRR 1) n A I E AT copy i

2o

begin to receive file,wait...

recv 1526037

write ok

transfer complete

close tftp client.

WMARAZ LA S TETP FRR RS S BRGS0 1 R G I s T+
Ak close tftp client.” ()74, U ASHAL T ABEAT E S A0 ERAE, 15 MR 2 S SO bl
T, AMBLEE TFTP JHR ARG LR GRS ST RO, 0 T it A 5]
BoOtROM #4 x0T 2

2.5.4 SDH&

2.5.4.1 SDfEj4y

CP V& 3 KF SD it 11, SD #2453 #F Host £, SD R4t 41EM flash: CF:
R4S, R “SD: "% Ff FAT I FAT32 UM RS SD &, N KIE S FF SD 3¢
RS, S M =L OO U . A H R QU H SR R H A
(B

H T 7L bootrom R ASHFAT SD SUAFI#H:AE .

FIH SD XATHMUHAT T — M A T RAE R T7 20, AMEEAEEL FTPITFTP J5 X
TR 2, i HANTT B 5 FAA 8O ) server B

2.5.4.2 SDF-Z245)

W ANREE: KT ETH I bootrom Bk img FHSC (T L& CPLD. vendor 25 At (1) 7+
POCAF)BETTHE IR SD R, SRk SD R4fiAZ| CP ) SD il

BIEDR:

F—: BN SD #MAF, iEUEAR] SD MAF AR R TS )RR R A
CS16809#cd sd:/

Change the current directory to "sd:/"!

F£ 2 ATH copy fir41ET bootrom 5 img 174 .

CS16809#copy sd:/boot.rom flash:/boot.rom
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Confirm to overwrite the existed destination file? [Y/N]:y
Begin to write local file, please wait...

Write ok.
CS16809#copy sd:/nos.img flash:/nos.img
Confirm to overwrite the existed destination file? [Y/N]:y

Begin to write local file, please wait...

Write ok.

2.5.5 USBHZ

2.5.5.1 USBfaj4)

CP V& 37#F USB #:11, USB #2532 4F Host #5830, U &4 294EM flash: CF:
LUBE, BEFF “USB:” 3F FAT M FAT32 SUHFRZM U 4, FN AR SR U B SCHE
B 5. M. S EEO4 . ke, AE H S G H S MBRSS H RS SRR

HHi 7% bootrom "~ ASCHEXT USB SCIFIR A .

FIH USB W AZ BT Tt — P I R 7 2, AMBEHRAER FTRPITFTP J7 X
TR %, T HANTT 2 5 FAA T8O 1) server BE

2.5.5.2 USBF- 22545

W ANEREE: KT ETH 0 bootrom Bk img FHSC (T L& CPLD. vendor 25 HAth (1) 7+
YOCAT)BETT#5 LR USB 1, 4R 5K USB s ddi A2 CP ) USB H.

BIEDR:

F—: BN USB BFF, B BEAZ] USB BT AR THOSCAT K B B A%
CS16809#cd ushb:/

Change the current directory to "usb:/"!

F£ 2. ATH copy 41T bootrom 5 img 174 .

CS16809#copy usb:/boot.rom flash:/boot.rom

Confirm to overwrite the existed destination file? [Y/N].y
Begin to write local file, please wait...

Write ok.
CS16809#copy usb:/nos.img flash:/nos.img
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Confirm to overwrite the existed destination file? [Y/N]:y
Begin to write local file, please wait...

Write ok.

2.5.6 HAhSCHFAE

X vendor U, CPLD (A FPGA (A4, BEnTLAH BootRom #x(FH4k, X nJLL
76 img FH copy J7aTH, THEVE RN, vendor SCEEAE write FOIHE, Ay 428 XL BEA
vendor.cfg A4 7] LLIEH 2E3L, 17 CPLD SCARLE write [, v 444 X LAESN pld.bin A 7]

2.5.7 A nE
2.5.7.1 SR B

BLSAAS B ) R R BT DU B LA LT 2, P fedy o
TH4% bootrom F1img 0. 4445 AR AVEZ £ B img SCEF, BN M PR
img SCAFET IR R B, Sl T 1

2.5.7.2 A B RE

LR E AR AFAESAR img, WHZNINSE B E & img, H3EN5EM )G, 2k RAM R A
8L W BN EHEAT, WIRA B, B R miEs) R RN, W EE LR
NIRRT, AR RXAS SO R A CJFCRIT img,  ATTE R (U 2l I 3058 A 32 728 3R
HA M img .

o HETRALRFREhZ )5 flash 70 img I AL 453RHL img,  #&r EFEA SR .

2.5.7.3 s A A AL B 244
2.5.7.3.1 \&E3IEEFHH

B SN EETH 8 7.0 1) bootrom 1 img A PR 51k
1) BootROM #::0 N TFTP F+ 4.
2) Shell #:CFH TFTP JH4%. FTP T4,

2.5.7.3.2 & EF &

o ORI LR S THBUSHENY 7.0 BCA) bootrom AT img AT
LRI I3k
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1) A BootROM #5: F (¥ TFTP sk # Shell B0 N TFTP F+4t. FTP JHuks <k K7t

% 7.0 hRATH bootrom,

2) R R AE N ECE R T BT BB A B4 R4 (reset slot <slot-id>).
o HRREL AT img SCfF, RSO A4 IR AR, ek KA B L nos.img iy

4 1) img 3CPF.

- [ dr4 copy fir &K img sl AL AR (AT flash 23X 1804 16M [f12k k4 5 1t 5
M img), JXFEREIRZ A A BRI ARAN I A T353R img Iz, 4 J BB LS I 1]

s il R
R B AR
copy <source-url> <destination-url> | ¥ 34 flash BRAS AL R, AR

[ascii | binary]

51 bootrom #4 N 3|2 |,
s DL fp/tftp 77 TR R bootrom FH
img A4

2.5.7.3.3 ZEEHK

N B AR BAEBOAE 7.0 (AW AR, O 7 ORAEACHHLIIE R TAF, TR
B LN EEAIORA— 2, 38 s AT s 8l 3247 s 3 20l 55

By BAETHP T T -

T WORE S T CHT ) 7.0 FRAS ) bootrom Al img SCEE
1) i BootROM #£= R ) TFTP 5 Shell #, F ) TFTP 14 FTP JH4e¥ 4547

VA 7.0 A K bootrom.

2) /1] BootROM #55 F 1) TFTP 8% Shell B N TETP 4%, FTP A0 44 3

BT A 7.0 A img SO

3) B AR L ERCE SR F D S, SRR A BCE iR .

i il B¢
4 e e B A
force sync software-version | BLEES) F & SR B HIRA R D, &

{disablelenable}

PRSI E B A

force intra sync software-version

{disablelenable}

HEERBAT, BENRAE EREL R
(] 53R U RRCAS [F]25

force sm sync  software-version

{disable|enable}

Pic B Bl 2 75 5 A A 2 4 2 TR A RRCAS TR
&y AR SR B A

force intra sm sync software-version

{disable|enable}

HEBAT, BCENNWES ERS &0 T
PEZ AR FIRAS A2
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BEAETHRE B3 UHFRARME

BIE XMHRGEBRE
3.1 XXM &N A

MU SO AEAG B8 T2 FLASH. FLASH A8 bl b i 1 I AEAg e 2%, T LA
KRAFTMRGEMAZ A (MG 3 &G5S0 (ROM X)) MRS E A (CFG 3L
% .

FLASH 1] A7t Shell £ F 5% Bootrom xR HEAT SCAF . MFR. HEaw 31k

3.2 R ABRAAES I E TS

1 A7 Gt BE s U A

2.7 Hax Bt

3.7 H &M B A

A NG S ATt B K AR AR
5.7~ My AR AR

6. 7 A7 A BE A 1 e P H A5 R
7 MRS F G LR E SO

8. 3 HEfip A4 A

9. LA il AT

1 A7 Gt BEA A AR A

s R

F AU e AR K

format <device> Fe AT T4

E: CP EAZFFZAr<.

2.7 HERKEIBRE

i il RE

FEBOH - il

mkdir <directory> TEdRE B e H P RIE - H .
3. T HRHIMBRBRAE

i il RE

FERUH P L E R

rmdir <directory> TEFRE B IR E Hsk TINER 1 H %
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BEAETHRE

B3 UHFRARME

A B UCHHT A R B TARBRA2

IS A
filr &

iR

AU e B

cd <directory>

BTl B I TATR R AR

5.8 HH LA

PASPA
fil 2

R

R BUH e EAR

pwd

TR E AR

6. BT KR AR EFRAER

IS A
fill &

iR

F AU Bl B AR S

dir [WORD]

‘AT il BEA P A 4 SR SR AR

7 MRS RS L 4R R SO

P
filr &

iR

F AU Bl B AR S

delete <file-url>

T B SCA 2 g L e AT

8. EMHL

PASPA
fil 2

fiERE

R BUH e EAR

rename <source-file-url> <dest-file >

AT I L OB RE 1 S iy 44 24 T 4
A4

9.3 E

P
s

iR

F AU e B AR

copy <source-file-url > <dest-file-url>

FEAZHML L 2 A 5 5 SO B A58 3
o

3.3 SR W H]

#2477 240 F FLASH ) IMG 321 flash:/nos.img 51— 4 flash:/nos-6.1.11.0.img

G

3-2




BEAETHRE B3 UHFRARME

AL E LT

Switch#copy flash:/nos.img flash:/nos-6.1.11.0.img
Copy flash:/nos.img to flash:/nos-6.1.11.0.img? [Y:N] y
Copyed file flash:/nos.img to flash:/nos-6.1.11.0.img.

3.4 HAEH B

M AT S R G RAE BV RN, TR A S LN R P S A -

T A BOCIE AR ST IR

@ HAT G SR, 2SR A IEAERA T, BH AR SO A R A CAT 1 S H AR
T JIAMEEE RIS CP EASCES format #:4F
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AR 4% EBNEEE
BAE EHMNERE
4.1 EHMENH

AR — P NI E R BB, S5 CLI. SNMP. Web Config ARIFIE,
EAEIIE G RS HAL (A4S X EFRASHNT (B AN BEAT R E 2, M
ANTEAEE B T AR L B ARAS A LA T BRI B o iy 2 A B LR B R AT H L2 T2 — %o
ZINFFR, G AN BT IR B B L & RSBl . HEALE S Bl F i E
AW P, SERE T B AHA LI AT ANELE 2 W 1P ] DL e R L A 3, 75 1P BEUR H
WEIKMAKR, ERMENRETFBRE T IP bR, i DRSS T sh &R
HATER BRI AL (AL, 53 D3 v] DURR R 75 2 T3l al 1 240 R I 3% 22 46t
FUIMAN TS EERE, O BRI A A BB, AT P LASE S iy 2 A8 BT L6 5 3 ACHe HLIEAT
JIT A TG BRI BRERAE o 24 22 6 W D AT AL o0 AT AR AN [ ) M R A7 B ML 2R 5 0 AN [R] PR AR J 2D
I, SRR (10 7 (R R AR B 1 o SRR AT — AL sl 2 iy N P B, AN TR 2N S
IR A A LI L 1 RS IR, T A LR FH i A R R B3 2 [P T 4R e 2k, DA T
AR 14 L R
FETERBEM AT L RARRIE, ARBFAE EA LU R
A 1P Mkt
fAI AL B BT S5
ANSZ A 23 4 4 2R R ER ) PR 1
H 3l R A A B 57 RE
FEH T BRARLE Rk il DUB R 1 W B 2 A AT bl
SCREXTER T AT G AT LK T+ G B 4 B

4.2 BN EEARRLE

SR B B AT P AR

1. ) s AR T R

2. HEATAERE
1) FCESR R A 1P Hidikith
2) B E R
3)  AEAEREOI N B R AN R

3. FEAT A AT L e A A O R v
1) fiResAE IR BB RE
2)  WCE AR member BCA I member
3)  WCE S A AT AL AR ORI R ST R I ] [T B
4)  BEE B AR I IR R R SRR SRR B R AN
5) IR AT A AT ALY L A B LB R

¢ ¢ 9 9 9 9
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EAEHBRIME

B 4T BHMERE

4. FEAGIEAT L BE B AR R 24
1) BCEGREAE ORGSR 1] 1A

2) BUEEMEAN SRR SRR UV E RN L

5. ISR AT e f A B
1) mRERCE
2) RS HA LA T S R )
3)  HJH MR

6. HIH web & BEAHE R &
1) Ja3h http
7. FIH snmp & BEAE R ) 5

1) 43 snmp server

1. e LR T fE

PANA
IJ]?I/7\

fRE

4 JRBe ERLC

cluster run [key <WORD>] [vid <VID>]
no cluster run

JA Bl e s 1R AT LA 45 i SR A )

2. BLER

PANA
IJ]?I/7\

fERE

4 JRBe ERLC

cluster ip-pool <commander-ip>

no cluster ip-pool

P B AR e by B R AT FA AT 1P
Hiudik s

cluster commander [<cluster_name>]

no cluster commander

pllfegare plilise e

cluster member {candidate-sn
<candidate-sn> | mac-address <mac-addr>
[id <member-id> ]}

no cluster member {id <member-id> |

mac-address <mac-addr>}

=il

N RE S IR AAR

3. FEMSHN LEEERAHR R

PANA
IJ]?I/7\

fERE

4 JRBe ER

cluster auto-add

no cluster auto-add

A R AR LA T A B A A e L
EE)IN SN
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B 4T BHMERE

cluster member auto-to-user

3 A B I 18 D3R 1T B A [
JE A

cluster keepalive interval <second>

no cluster keepalive interval

BCE AR ORIE I 8] o

cluster keepalive loss-count <int>

no cluster keepalive loss-count

BEE AR ORI RO SRVF R R
e

R

clear cluster nodes [nodes-sn

<candidate-sn-list> | mac-address

<mac-addr>]

7 B iy 2 AT LYES RSB AT 4 L
HIRH AT K

4. FEfEGEAHN L BRI SE

AT il RE
AR e A
cluster keepalive interval <second> ‘
P e A IR N

no cluster keepalive interval

cluster keepalive loss-count <int>

no cluster keepalive loss-count

BEE AR ORI RO SRVF R R
e

5. MMM E R TEEEH

PN
fi &

fiRE

R U

rcommand member <member-id>

7|

i

T4y 2 AL _EALH iy X
(¥ A AL T O B P

rcommand commander

T 3 AT B L _E AL 2% iy & 50 iy 4
AT LA T OB

cluster reset member [id <member-id> |

mac-address <mac-addr>]

FE A A AL AT % i 2
DAL

=

cluster update member <member-id>

<src-url> <dst-filename> [ascii | binary]

4y 2 AL X AL REAT
TRETH o

6. FIFH web BHERMNE

PN
fi &

fifRE

42 R B R
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EAEHBRIME B 4T BHMERE

T iy 2 A ML B 53 A H L E 5 3)
http Zh &g .

vE: il web M commander 15 v
ip http server member 42 member i
JFJA T http ZhEg. commander @it
Ml AR AN member 75 52
K il member.

7. M snmp BEEHFNE

i & iR

42 R E A

T 17 2 A8 e LA B A A # L L 3
snmp server D

7l snmp A commander s 17
member 4201k member L
snmp-server enable JF )3 T snmp server I B .

commander i it ¥ B 4R E FF
<commander-community>@sw<m
ember id> () J; 0 U5 [l 45 & 1
member.

4.3 SREEM B 2445

ESUE
U5 A HHL SW1-SW4, Hirbfig i SW1 4 iy AHML, HARATHA LA B A HL, Horh SW2
A SW4 Fiir &AM EHANE, bl SW3 il se bl SW2 4 2 iy & AT # b .

El l E2 El ll E2 l El El
SW1 SW2 SW3 Sw4

K 4-1 SRR R E
o E IR
1. FCE AT AL
SW1 [fIfcE
Switch(config)#cluster run
Switch(config)#cluster ip-pool 10.2.3.4
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Switch(config)#cluster commander 5526

Switch(config)#cluster auto-add

2. P B RS
SW2-SW4 [FLE :

Switch(config)#cluster run

4.4 ERMEHAE T B

AEAF AR R P B B ) L, A A A T R A

o RTIEMICE T AL, IFE3) T A3 ADIfE(cluster auto-add), Jf Hig 7 i 4
AEHALAN R 53 A H LA ZE ()3 11 11 &L cluster vian.

o AEMAAHHL VLANL 3] cluster commander J&, iEANEAEZ Vian N JE 3 i)
W (rip,ospf,bgp)%s, LLIBEGIZ S BMSCK 2% Vian (R AT SRR 9 A kb ) 4% 21 e as i
B, 38 R H R

oy A AT UR R A B R R AR IE R, AT ARG debug i A WLERAT H AL
BB LE A F2 SR A A G (1 SR Y 5P R S
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FARFH AR % 5% License ThEg

P52 Licenselfk
5.1 Wbk

5.1.1 Licensef&j4

AF License sEHC A DCN ¥4, HMUSCA RS M Dh R s . 1@ IEANFT license 1]
PLFT TRk e b 48 2 I RS, AN AEFS b & SRR B AN R 1 B e

5.1.2 PRI ArlicenseDh B R
(1) =

FFAE LRSI, e License il , MR (145 R PUE TR Lhag . WAL
WA, FEANMZZH R il BdlrhodEThaeEA T H] .

(2) 2k

e RAE EHUR BN XAR I license MRS, RAERL IS5 RGEAR R HATH], W
R AL, AR5 v AN BE IR F AT

1S5 B i TR T A R e A IR License, 2B 275 30 40415 [ 2T .
5.2 Licenseft B 7%

License Mt & /#5041 F -
a. CLI MM license
b. CLI F&% License

i R

AL B A

license % E A license; license
slot <slotno>M 37 5 R, ik B

license [slot <slotno>] [/ [member | . .
license ; license [member

<memberno> slot <slotno>
| <memberno> slot <slotno>E 2 i

A& E K License.

Show license CLI FBRyFME .

5.3 License#/E s &Y sz

1. CLIF¥EM license SR s
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(1) BEE 1) license: WFWYGW98-ELEH76JS-GTQ5LBGX-5AMGFEGU-6MG2X3YZ
Switch#license
Device Type: SWITCH
MAC: 00-03-0f-3d-58-01
SN: SW024910DC30000006
Please input license:
WFWYGW98-ELEH76JS-GTQ5LBGX-5AMGFE6U-6MG2X3YZ

Registration is successful. Reboot to take effect!

License:
WFWYGW98-ELEH76JS-GTQ5LBGX-5AM6FEEU-6MG2X3YZ
Switch#Feature status:

Basic Authorized
IPv6 Authorized
VRF Authorized
MPLS Authorized
VPLS/VPWS Authorized
RIP Authorized
RIPNG Authorized
OSPF Authorized
OSPF(V3) Authorized
BGP/BGP4+ Authorized
PIM Authorized

DHCP Server(V4) Authorized
DHCP Server(V6) Authorized

Mac-in-Mac Authorized
DVMRP Unauthorized
Data Center Authorized

(2) WEHESHT slotl 1] license
Switch#license member 1 slot 1
Device Type: SWITCH
MAC: 00-03-0f-3d-58-01
SN: SW024510E520000022
Please input license:
DFF4PAN5-QRG7X3Y4-FFYKE3AM-BSUTZYM7-799N7NL8

Registration is successful for slot member 1, slot 1. Reboot to take effect!
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License:

DFF4PAN5-QRG7X3Y4-FFYKE3AM-BSUTZYM7-799N7NL8
(3) Jr R slot 5 L E A license

Slave_5#license

Device Type: Switch

MAC: ff-ff-ff-ff-ff-ff

SN: 111111

Please input license:

DFF4PAN5-QRG7X3Y4-FFYKE3AM-BSUTZYM7-799N7NL8

Registration is successful for slot 5. Reboot to take effect!
License:
DFF4PAN5-QRG7X3Y4-FFYKE3AM-BSUTZYM7-799N7NL8

2. FE License /M5 B MBI 54

(1) T LEF license MG E (M slot 12 3 45 #CLHEM)
switch#show license

Device Type: SWITCH

MAC: 00-03-0f-3d-58-01

SN: SW024910DC30000006

Software version: 7.0.3.0(R0161.0072)

License:
WFWYGW98-ELEH76JS-GTQ5LBGX-5AM6FEGU-6MG2X3YZ

Feature status:

Basic Authorized

IPv6 Authorized

VRF Unauthorized
MPLS Unauthorized
VPLS/VPWS Unauthorized
RIP Unauthorized
RIPNG Unauthorized
OSPF Unauthorized
OSPF(V3) Unauthorized
BGP/BGP4+ Unauthorized
PIM Unauthorized

DHCP Server(V4) Authorized
DHCP Server(V6) Authorized

Mac-in-Mac Unauthorized
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DVMRP Unauthorized

Data Center Unauthorized

License infomation of solt 1:

mac: 00-00-00-1e-00-00 , sn: SW024510E520000022
license:DFF4PAN5-QRG7X3Y4-FFYKE3AM-BSUTZYM7-799N7NL8
The license is valid

License infomation of solt 2:
mac: 00-00-00-1e-00-00 , sn: SW024510E520000013
license:VQLGNQXW-Q7FRPJS3-7LTP5S5U-6Z6 T8JGA-DV3PUQCB

The license is valid

License infomation of solt 3:
mac: 00-00-00-1e-00-00, sn: N/A
license:invalid license

The license is invalid

License infomation of solt 4:
mac: 00-00-00-1e-00-00 , sn: 12345678901234567890123456789012
license:invalid license

The license is invalid

License infomation of solt 5:
mac: 00-00-00-1e-00-00 , sn: 111111
license:VTD664HA-5L4FAKUV-Q4C5NBDN-NDKRAYUY-3VC48M8B

The license is valid

License infomation of solt 6:
mac: 00-00-00-1e-00-00 , sn: N/A
license:invalid license

The license is invalid

License infomation of solt 7:
mac: 00-00-00-1e-00-00 , sn: N/A
license:invalid license

The license is invalid
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License infomation of solt 8:
mac: 00-00-00-1e-00-00 , sn
license:invalid license

The license is invalid

License infomation of solt 9:

mac: 00-00-00-1e-00-00 , sn:

license:invalid license

The license is invalid

License infomation of solt F1:

mac: 00-00-00-1e-00-00 , sn:

license:invalid license

The license is invalid

License infomation of solt F2:

mac: 00-00-00-1e-00-00 , sn:

license:invalid license

The license is invalid

License infomation of solt F3:

mac: 00-00-00-1e-00-00 , sn:

license:invalid license

The license is invalid

License infomation of solt F4:

mac: 00-00-00-1e-00-00 , sn:

license:invalid license

The license is invalid

License infomation of solt M2:

mac: 00-00-00-1e-00-00 , sn:

license:invalid license

The license is invalid

()% slote FAFH I License 1 /iHE &

Slave_6#show license
Device Type: Switch
MAC: ff-ff-ff-ff-ff-ff

- N/A

N/A

N/A

N/A

N/A

N/A

N/A
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SN: 111111

Software version: 7.0.3.0(R0161.0076)
License:

Invalid license!

Feature status:

Basic Authorized
IPv6 Authorized
VRF Authorized
MPLS Authorized
VPLS/VPWS Authorized
RIP Authorized
RIPNG Authorized
OSPF Authorized
OSPF(V3) Authorized
BGP/BGP4+ Authorized
PIM Authorized

DHCP Server(V4) Authorized
DHCP Server(V6) Authorized

Mac-in-Mac Authorized
DVMRP Authorized
Data Center Authorized

5.4 HEEEH B

M PRI License HUE I, 15K A R AL DL T R IR 51 .
& i license Fifi% T 454% .
& N license ¥ AR EE AL EA IE o
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